Wireless LAN USB Adapter

User Manual 1.0

© 2010

1/113



Contents

Ralink or Windows Wireless UtHItY .........cocooiiiiiiiiiiieeeeee e 4
1.1 Windows Zero Configuration for XP .........cccoceeriiiiniieiinin e 4
1.1.1 Ralink Wireless Utility and Windows Zero Configuration (WZC) ....4
1.1.2 Windows Zero Configuration (WZC).......ccceveiiiiniiinienieneeiesee e 5
1.2 Windows AutoConfig Service for Vista..........ccooeveniiiniiiin e 11
1.2.1 Ralink Wireless Utility and Windows AutoConfig Service.............. 11
1.2.2 Windows AUtOCONTIG SEIVICE .....ccoviieiiiiirienie e 13
Ralink Wireless Utility (RAUI) ..o 19
2.1 SHAIT .t 19
2.1.1 StArt RAUI ..o 19
2.2 PIOFUB. e 25
2.2.1 PrOFIle . s 25
2.2.2 AJA/EAIt Profile ..o 26
2.2.3 Example to Add Profile in Profile...........cccooeviiiiiiiiieee 27
2.3 NEBIWOIK e 31
2.3.1 NEIWOIK. ..ot e 31
2.3.2 Example on Adding Profile in Network..........cccooevveiennnvnnnninne. 36
2.4 AQVANCE ...ttt ae s 40
2.4.1 AGVANCE ... 40
2.5 SEALISTICS .uvitieitieie ettt ae s 41
2.5.1 SEALISTICS ..evvevieiieie ettt 41
2.6 WMot ettt ae s 43
2.6.1 WIMM ..ot et 43
2.6.2 Example to Configure to Enable DLS (Direct Link Setup).............. 43
2.6.3 Example to Configure to Enable Wi-Fi Multi-Media....................... 46
2.6.4 Example to Configure to Enable WMM - Power Save.................... 47
2.7 WWPS Lottt e e r e e 48
2.7.1 WPS e et 48
2.7.2 WPS INformation ON AP ......ooiiiiieee s 50
2.7.3 Example to Add to Registrar Using PIN Method .............cccceouernennee. 52
2.7.4 Example to Add to Registrar Using PBC Method ..............cccceenennee. 57
2.7.5 Example to Configure a Network/AP Using PIN or PBC Method...61
2.8 SSO ettt ae s 63
2.8.1 SSO e e 63
2.9 Gl X ittt et e e e et et re e e 64



2.9.1 COX i 64

2.10 ADOUL ...ttt enes 64
2.10.1 ADOUL. ..ot 64
2,11 LINK SEALUS ..ottt ettt sneene s 65
2.11.0 LINK SEALUS ..o 65
2.12 SoftAP(ONly WINAOWST7 SUPPOIT) .ceuveereiiiieiieiesiee sttt 66
2.12.1 SoftAP(Only WINAOWT7 SUPPOIL).....ccvveereeriierieeiesieenieeie et 66
R TToI T ] ] YT UUROPPRRTRRT 71
3.1 Auth.\\ Encry. Setting — WEP/TKIP/AES..........cccciiiiiiiiiiee e 71
3.2 B02.1X SELING ...eeueiiveeiteeiesiie sttt ettt st ae s 71
3.3 Example to Reconnect 802.1x Authenticated Connection after 802.1x
Authenticated connection Is Failed in Profile.............ccooooiiinnnins 74
3.4 Example to Configure Connection with WEP 0N ..........cccccvevvviveieciiesiens 77
3.5 Example to Configure Connection with WPA-PSK .........cc.ccovivvvvciieiiennnns 81
3.6 Example to Configure Connection With WPA............ccocoevviie i 85
3.7 Example to Configure Connection With WAPI..........ccccccevvevveieiiereenn, 100
N o] 1< 0 L SRS SOSTRRSSS 107
4.1 Country Channel LiSt.........cooviveiieieiieiieie e 107
4.2 ACKNOWIEAGEMENLS. ......eiiiiieciecie e 110
FAQ e bbb bbb 110
5.1 ADOUL GUESE ACCOUNT.......ovitiiiiiiiiieieeie et 110
5.2 WINAOWS 7 ..ottt ettt bbb 112

3/113



1. Ralink or Windows Wireless Utility

1.1  Windows Zero Configuration for XP
1.1.1 Ralink Wireless Utility and Windows Zero Configuration (WZC)

Windows XP includes a wireless configuration utility named "Windows Zero
configuration” (WZC) which provides basic configuration functions to the Ralink
Wireless NIC. Ralink's utility (RaUl) additionally provides WPA functionality. To
make it easier for the user to select the correct utility. RaUl will let users make a
selection when it first runs after windows XP boots.

Right-clicking the icon will bring up the selection window and allow the user to make

a selection.

Ralll.exe

Figure 1-1 RaUl.exe

RaUl can co-exist with WZC. When coexisting with WZC, RaUl only provides
monitoring functions, such as surveying the link status, network status, statistic
counters, advanced feature status, WMM status and WPS status. It won't interfere
with WZC's configuration or profile functions. It is shown as Figure 1-2.

Lannch Config Ttility Lannch Config Tility

Use Fero Configuration as Confignration Utility Use RaConfig as Configuration Ttility
Switch to AF Mode Switch to AF Mode

Cipen Diagnostic Testing Mode Open Disgnostic Testing Mode
Exit

Figure 1-2 Select WZC or RaUl
If "Use RaConfig as Configuration utility” is selected, please jump to Section 2 on
running RaUl.
If "Use Zero Configuration as Configuration utility" is selected, please continue.

We will explain the difference between RaUl and WZC. Figure 1-3 shows the RaUl
status when WZC is activated as the main control utility.
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12 Ralll 3
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ek " @
Meturark Statistics
sorted by = @ o ° Channel ° Signal [] show dBm
AP List ==
¥ a S % &
®x a TN
Y a § s e
0011kAR s g ge%
1155 & g 70%
140 e g s5% S
Tqawie 2Ry S g e v
Rezcan
r N
Status == Wincent-Ka., <--= 00-0E-ZE-E1-95-50
Extra Info ==  Link is Up [T Power ==:100%]
Channel == 1 =--= 2412 MHz
Authentication == WPA-PSK
Erncryption ==  TKIP Tremamit
Metwork Type ==  Infrastructure Link. Speed = 54,0 Mbps
IP Address == 192,168.3.104
Throughput > 0,000 Kbps
Sub Mask == 2BE.2ERZEE.D
Default Gateway == 192,168.3.1 Receive
HT
Link Speed == 54,0 Mbps
BW == nfa SMRD == nfa
Throughput == 174,892 Kbps
Gl == nifa MCS == nifa SNR1 == nfa

Figure 1-3 RaUl status with WZC active

When activating WZC, there are several difference with the RaUl status, compared to
the RaUl status without WZC running.

« The profile button will be gray. Profile functionality is removed since the NIC is
controlled by WZC.

e The Connect and Add Profile function will be gray. Profile functionality is
removed since the NIC is controlled by WZC.

Please read through this document for full details on the other functions provided by
RaUl.

1.1.2 Windows Zero Configuration (WZC)

« If there is no connection or it is lost, the status prompt will pop up, as shown in
Figure 1-4.

] Wireless networks detected

Cne or more wirgless networks are in range of this compuker,
To see the lisk and connect, click this message

Figure 1-4 status prompt for no connection
« Right-click the network connection icon in taskbar.
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Change Windows Firewall settings

Cpen Metwork, Connections

R.epair

¥iew Available Wireless Networks

Figure 1-5 Select WZC main status

« Select "View Available Wireless Networks" and the "Wireless Network
Connection™ dialog box will pop up, as shown in Figure 1-6.

155" Wireless Network Connection |X|

Network Tasks Choose a wireless networlk
ﬂ Refresh network lisk Click an iten in the lisk below to connect o a wireless netwark in range or to get mare
information.
<2 Setup a wireless network ((*))] RalinkInitialAP o
for a home or small office ﬁ
Unsecured wireless network “I![I
Related Tasks ((ﬁ)} gaL
@ Learn about wireless Unsecured wireless netwark. III!!
ety ((gy) Mberty-200
{:iv Change the order of ﬁ . [l 3
preferred networks *_r‘_l Security-enabled wireless netwark (WPA) II.!
"f}ﬁ Change advanced (( };l <k
setkings
Unsecured wireless network “I!!
APPA
((T‘)
Unsecured wireless network III!['
181
((ﬁl‘)
*_;’.l Security-enabled wireless network II.![' “
Conneck

Figure 1-6 Wireless Network Connection

o Select the intended access point and click "Connect”. Then click "Connect
Anyway" as shown as Figure 1-7.
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Ui Wireless Metwork Connection

Network Tasks Choose a wireless network

'=« Refresh network lisk Click an iterm in the lisk below to connect to a wireless network in range or ko get more
information.

.,—_'i Set up a wireless network (,:i)) RalinkInitialaP 8|

for a hame or small office
Unsecured wireless network III![I

LSl Wireless Network Connection

\A) Learn about wi
networking

": ¥aou are connecting ko the unsecured network "aP1", Information sent

o i owver this network is not encrypted and might be visible to ather people.
ange the org

preferred netw

@ Change advandg
setkings

[gonnect Bryanay ] L Cancel J

l "_f Security-enabled wireless network (WPA) l.'!l]
99
(ii))
Unsecured wirelass netwaork III!!
APPA

(t?)) v

-

Figure 1-7 Select intended AP : AP1, then click "Connect"

15 Wireless Network Connection X
Network Tasks Choose a wireless network
Refresh network lisk Click an item in the list below to connect to a wireless network in range or to get more
g piz! J g
information.
,—_ff.:f' Set up a wireless network (‘ }) AP1 Connected fi' ]
fFor a hame of small office i
Unsecured wireless netwark IIII! =
Related Tasks (ti}) 2z L
Wi Learn sbout wirsless 5 Security-enabled wireless netwark (WPA) il[lﬂ[l
networking
(‘ }) 202
g}? Change the order of !
preferred networks Unsecured wireless network IIII
. AP
* hange advanced (t })
settings )
"f Security-enabled wireless network (WwPA) I“I[l
219
(ii})
"f Security-enabled wireless network (WwPA) Il“!
(‘i}) Baron_PC_AP4
"f Security-enabled wireless nebwork Ill]u[l o

Conneck

Figure 1-8 Connect AP: AP1 successfully
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« If you want to modify information about the AP, click "Change advanced settings"
as shown in Figure 1-9. Then select the "Wireless Networks™ tab shown as Figure
1-10.

1" Wireless Network Connection |z|

Network Tasks Choose a wireless networlk

ﬂ Refresh network lisk Click an item in the list below to connect o a wireless netwark in range or to get mare
infarmation.
<2 Setup a wireless network (@) APL Connected *il
for a home or small office 5 i
Unsecured wireless network I“I! =
Related Tasks ((i}) 212 -
i) Learn about wireless ¥t Security-enabled wireless netwark (WPA) Il[l[l[l
networking
202
(t9))
f:ir Change the order of !
preferred networks Unsecured wireless network IIII
5 AP
4 Change advanced (@)
sethings )
'i Security-enabled wireless netwark (WPA) I“I[l
219
(til‘)
e - ll
i Security-enabled wireless network (WPA) all
( ( }) Baron_PC_AP4
U ... - il
i Security-enabled wireless network all |
Conneck

Figure 1-9 Click "Change advanced settings"
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-+ Wireless Network Connection Properties |E| [Z|

General | whreless Wetworks | Advanced

[*]idze Windows to configure my wireless network settings

Anailable networks:

To connect to, dizconnect from, or find aut mare infarmation
about wireless netwarks in range, click the button below,

Wiew Wireless Mebworks

Freferrad nebworkz:

Automatically connect to available netwarks in the order listed
below:

2 AP1 [Automatic]

Add... H Bemowve H Froperties ]

Learn about getting up wireless netwark
confiquratior, =

[ Ok H Cancel ]

Figure 1-10 Choose the "Wireless Networks" tab
« Click "Properties" as shown in Figure 1-11. Then click "OK" button.
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AP1 properties

Azzociation |.-’-'-.uthenti-:atiu::n Connection

Metwork, name [SSI0); | |

Wireless network key

Thiz netwark requires a key for the following:

Metwark, Authentication: | v |
Data encryption: | Dizahlad 3 |

[ 2]

The key iz provided for me automatically

Thiz iz a computer-to-computer [ad hoc) netwark; wireless
access pointz are not uzed

[ Ok H Cancel ]

Figure 1-11 AP's properties
« After filling in the appropriate value, click "OK." The pop-up will indicate the
status as shown in Figure 1-12.

7] Wireless Network Connection is now connected |

Connected to; AP1
Signal Strength: Excellent

& 00

Figure 1-12 Network connection status

« Clicking the Ralink icon will bring up the RaUl main window. Users can find the
surrounding APs in the list. The currently connected AP will be shown with a blue
icon beside it, as shown in Figure 1-13. Users may use the advanced tab to
configure more advanced features provided by Ralink's wireless NIC. For details
on configuring the advanced features, please check the Advance setting section.
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1 RaUl 3
=
e 7 D
MNetwark Statistics
Sorted by =» @ o @ Channel @ sizgnal [ shaw dEm
AP List ==
Y= a S e - &
Y% a 655
Y 61 a $ ¢ e
0011k AP ¥ s g sex
1158 P g 70%
140 o g ¢5%
Tqzwde ¥ o N g c5% v
Rezcan
r
Status =»  Vincent-ka.. <--» 00-0E-ZE-E1-95-50
Extra Info ==  Link is Up [Tx Power ==:100%]
Channel = 1 =--= 212 MHz
Aduthentication == WPA-PSK
Encryption == TKIP Trememit
Metwork Type == Infrastructure Link Speed >» 54.0 Mbps
IP hddress == 192,165.3, 104
Throughput == 0,000 Kbps
Sub Mask ==  26E,265,256.0
Default Gateway == 192.168.3.1 Receive
HT
Link Speed == 54.0 Mbps
EW == nfa SMRD == nfa
Throughput ==174,892 Kbps
Gl == nia MCS > nfa SMR1 == nifa

Figure 1-13 Show connection status by using WZC to initiate the connection

1.2  Windows AutoConfig Service for Vista
1.2.1 Ralink Wireless Utility and Windows AutoConfig Service

In Windows Vista, the Auto Config service provides basic wireless configuration
functions for the Ralink Wireless Network Interface Controller. In order to perform
these functions, the Auto Config service should first be enabled (Refer to Section
1-2-2).

Once the Ralink wireless utility is minimized, click the Ralink icon as shown in
Figure 1-1. This will bring up the option menu shown as Figure 1-2 for the user to
restore the utility window or terminate the utility.

4

Figure 1-1

Launch Config Utility
Switch to AP Mode

Open Diagnostic Testing Mode
Exit

Figure 1-2
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The Ralink wireless utility as shown in Figure 1-3, provides profile management, the
available networks listing, a statistical counter display, Wi-Fi multimedia (WMM),
protected Wi-Fi setup, Cisco compatible extensions (CCX), call admission control
(CAC), radio controls, Ralink driver/utility information, and help functions.

& Raul I =]
B £ @ ta :
Profile Network Advanced Statistics WMM WP5S CCX Radio on/off
Sorted by >» & ssio @ Channel @ Signal [] Show dém
AP List 55
Ra b @ 21 =
Ra177 i g 345
Ralink-Meeting b @“ 39
P Ralink_11n_ap b % 60¢ J
RALINK_ACM,_AP s g 2 i I
RaTKIP b & 9%
RT2070AP1 o % 65% .
Rescan Add to Profile Connect
v

Figure 1-3 Ralink Utility

The Ralink wireless utility starts in compact mode as shown in Figure 1-3. Clicking
the expanding icon at the bottom-right corner can change to the full mode as shown in

Figure 1-4.

I Raul i x|
e F¥ @ I
= : i -

Profile Network Advanced Statistics WMM WP5 CCX Radio on/off
Sorted by #» @ S50 @ Channel Q Signal [] Show dBm
AP List »»
Ra o B8 s1% &
Ral77 b1 % 343
Ralink-Mesting b @ 2 0
P Ralink_11n_sp b % 60x J
RALINK_ACM_AP e g ® xS
RaTKIP b g o6x
AT2070AP1 oo B84 65% [ o
Rescan Add to Profile Connect
Status»>>  Ralink_11n_AP <--> 00-0C-43-10-11-62 Link 0
Extra Info == Link is Up [TxPower: 100%] Sfﬁﬂal
Channel => 4 - 2427 MHz; central channel : 6 Signal 5t
Authentication == Open Signal Strength 3 == 70%
Encryption == NONE
Metwork Type == Infrastructure Transmit
IP Address ==  192.168.13.55 Link Speed == 270.0 Mbps
Sub Mask »=  255.255.255.0 e ST
Default Gateway ==  192.168.13.254
Receive
HT
Link Speed == 27.0 Mbps
BW ==40 SHRO == O
Throughput == 17.980 Kbps
Gl == long MC5 == 15 SMR1 == nfa e

Figure 1-4 Ralink Utility in full mode
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1.2.2 Windows AutoConfig Service

The following steps outline the procedure for starting/stopping the Windows
AutoConfig service.

Select "Control Panel” from "Settings" in the start menu

; E Control Panel

&/ Network Connections
a;.g; Printers
Taskbar and Start Menu

{2

Double-click the "Administrative Tools" icon

B! control Panel = |EI|1|
‘OC) |@ v Control Panel ~ > ISearch @j
Name ~ |- category [ -] =

Control Panel Home

o [
Classic View # . | a %) e ||||
| N1 :
i arel Administrative { AutoPlay Backup and Color Date and Time  Default
Toals Restore ...  Management Programs
Pror - s . 1
| B b
Device Ease of  Folder Options Fonts Game Indexing Infrared
Manager  Access Center Cantrollers Options
Q6 <7 H P
pr i
e; wo T
Internet iSCSI Initiator  Keyboard Mouse MNetworkand  Offline Files  Pen and Input
Options Sharing C... Devices
.3 | { L {l’ o .Q
2 K \J; = 5
People Near Performance Personaliza... Phoneand  Power Options Frinters Problem
Me Informati. .. Modem ... Reports a...
- i d = =3 .«"“
) K P 5 | ¢ t
= N (= = ; T
Program Programs and Regional and Scanners and Security Sound Speech
Updates Features Language ... Cameras Center Recogniti...

/m % W FR <5 da ) =

Double-click "Services"
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G Administrative Tools i

=

Lr

‘[J1 = Control Panel + Administrative Tools

S (|[E

Organize ~ =5 Views ~
Favorite Links Mame = |v| Date modified I'I Type |v| Size |v|
@FComputer Management 11/2/2006 8:54PM  Shortout 2KB
More  » [# Data Sources (ODBC)  11/2/2006 8:53PM  Shortcut 2KB
@ Event Viewer 11f2/2006 8:54PM  Shortout 2KB
Folders ¥ [ahiscsl Initiator 11/2/2006 8:54PM  Shortcut 2B
B Desktop I E;b Local Security Palicy 11/2{2006 8:56 PM  Shortout 2KB
E' Shufen EF!MEITIOFY Diagnostics ... 11/2/2006 8:53PM  Shortout 2KB
|| Public &Microsoﬂ .NET Fram... 1f1f21005:39A4M  Shortout 2KB
8 Computer {BEMicrosoft .NET Fram... 1/1/2100 %:32AM  Shortcut 2KB
B Notwark {ErMicrosoft .NET Fram... 1f1/2100 10:20 AM  Shorteut 2KB
Control Panel @Print Management 11/2/2006 8:55PM  Shortout 2KB
B e e o @R.eliabili and Perfor,,, 11f2/2006 8:53PM  Shortout 2KB
I!I_.i AutoPiay 11/2/2006 8:53PM  Shortcut KB
@ Backup and Restore (@ System conhguration 1122006 8:53PM  Shortout 2KB
@ L —— @Ta.sk Sd'lec!uler . 11/2/2006 8:54PM  Shortout 2KB
@Wlndows Firewall wit... 11/2/2006 8:55PM Shortout 2KB
@ Ease of Access Cent
\a Fonts
& Metwork and Sharing_|

M Ferformance Inform:
@ Personalization

@ Power Options

L Printers

[Fil Programs and Featu

@ Speech Recognition Ij

P C)

15 items

Double-click "WLAN AutoConfig"

File Action Wiew Help
I I
! £}, Services (Local)
Select an item to view its description, Mame = | Description | Status | StartupType [ togOnas | 4]
5 Windows Backup Provides W... Manual Local System
JiWindows CardSpace  Securely e... Manual Local System
Windows Color Sys... The WesFl... Manual Local Service
Windows Connect... ActasaR... Started Manual Local Service
Windows Defender Scan your ...  Started Automatic Local System
Windows Driver Fo..,. Managesu... Started Automatic Local System
£+ Windows Error Rep... Allows erro... Started Automatic Local System
LiWindows Event Coll...  This servic... Manual Metwork S...
i Windows Eventlog  Thisservic... Started Automatic Local Service
L& Windows Firewall Windows Fi... Started Automatic Local Service
Windows Image Ac... Providesim... Started Automatic Local Service
Windows Installer Adds, modi... Manual Local System
Windows Managem... Provides a... Started Automatic Local System
Windows Media Pla... Shares Win... Manual Metwork ...
Windows Modules I... Enables ins... Manual Local System
-+ Windows Presentat... Optimizes ... Manual Local Service
*5 Windows Remote M... Windows R... Manual Metwork 5...
& Windows Search Provides ...  Started Automatic Local System
s Windows Time Maintains d... Started Automatic Local Service
L Windows Update Enables th... Started Automatic (D... Local System
5 WinHTTP Web Prox... WinHTTPi... Manual Local Service
Wired AutnConfin This servic... Manual Local System
AutoConfig Bis servic...  Started Automatic Local System
PErformame ... Provides p... Manual Local System
L Workstation Creates an... Started Automatic Local Service =
Extended A Standard /

|
Manage the AutoConfig properties in the dialog box
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WLAN AutoConfig Properties {Local Computer) [

GETHElangDnlﬂemvayl DEpEf‘ldE.‘ﬂClEEI

Service name; Wiansvec
Display name: WLAN AutoConfig

Rl is service enumerates WLAN adapters, manages =
Hlian Ruljﬂ.l"d connections and profiles. j

Fath to executable:
CAWindowssystem 32'svchost exe 40 Local SystemMetworkRestricted

Startup type: I.-'-‘u_rtumativ: j

Help me corfigure service startup options.

Service status:  Stopped

Start | Stop I Fauze Festme

You can specily the start paremeters that apphy when you start the service
from here.

Start parameters: I

QK Cancel Apply

Windows profile manager can be accessed via control panel or network

connection icon in the task bar.
1. Access via network connection icon

Right-click the network connection icon in the taskbar, then select "Network and

Sharing Center" from the pop-up menu

Connect to a netwark

Turn on activity animation
Turn off notification of new netwarks

Diagnose and repair
Metwork and Sharing Center

[p) 9:16 AM
Select "Manage wireless networks™ from the tasks list
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=
‘OO if - Control Panel ~ Network and Sharing Center v |8 |search )

Tasks MHetwork and Sharing Center

View computers and devices

View full map
Connect to a network
y —_
Manage wireless networks "Af Y &i
Lo p—
Set up a connection or network: -t
SHUFEN-PC 217 Internet
Manage network connections (This computer)
Diagnose and repair
__E‘ 217 (Public network) Customize
Access Local and Internet
Connection Local Area Connection 2 View status
R Sharing and Discovery
Metwork discovery @ Off j
File sharing @ Off j
Public folder sharing @ Off j
Printer sharing @ Off(no printers installed) j
Password protected sharing @ 0n j
Sedalso Media sharing @ Off j
Infrared
Show me all the files and folders I am sharing
Internat Options

Show me all the shared netwark folders on this computer
Windows Firewall

Right-click the network to bring up the profile managing menu

H“ Manage Wireless Networks _{o).x]
()~ convlrns - vraewrsevore - @ “

Search

Manage wireless networks that use (Wireless Network Connection)

‘Windows tries to connect to these networks in the order listed below. To change the order, drag a network up or down in the list. You can also add or
remave network profiles.

Add == Remove | Adapter properties Profile types X Metwork and Sharing Center
& s
=

Networks you can view and modify (1)

VWPAZ-Enten Any supported

piutomatically connect

Remove network
Rename

— 223 Profile name: 223 Mode: Automatically connect
- Security type: WPAZ-Enterprise
3 Radio type: Any supported

2. Access via control panel
Select "Control Panel" from the start menu
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Double-click the "Network and Sharing Center" icon
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Bl Control Panel

=loixi

‘OO - Control Panel -

S m ISear-:h

Control Panel Home

Classic View

Name ‘I'I Cabencwylvl

TER

Add Hardware Administrative  AutoPlay Backup and  BitLocker Drive Color
Tools Restore ... Encryption  Management
[ e 7
|"( ¥
L I
Default Device Ease of  Folder Options Fonts Game
Programs Manager  Access Center Controllers
—— A
] ¢ < 7
Infrared Internet iSCSI Initiator  Keyboard Mouse
Options
3-“ B =
Parental  Penand Input People Near Performance  Personaliza...
Controls Devices Me Informati... Modem ...
tlr P P |__/f_

4 A8 & al ! |
-~ % K< f oy == @
e L L =i
Printers Problem Programs and Regional and  Scanners and Security

Reports a... Features Language ... Cameras Center

H

g A

| W FR <

Phone and  Power Options

Date and Time

S

Indexing
COptions

| 4

Offline Files

Sound

da

Select "Manage wireless networks™ from the tasks list

_L't‘tL;_ Hetwork and Sharing Center

|OO |¥ + Control Panel = Network and Sharing Center

¥ m ISearch

Tasks

View computers and devices
Connect to a network

Setup a connection or network
Manage network connections

Diagnose and repair

See also
Infrared
Internet Options

Windows Firewall

8
@

Network and Sharing Center
View full map
Ay
=
SHUFEN-PC Internet
{This computer)
_E" 217 (Public network) Customize
Access Local and Internet
Connection Local Area Connection 2 View status
33 Sharing and Discovery
Network discovery @ Off
File sharing @ Off
Public folder sharing @ Off

Printer sharing
Password protected sharing

Media sharing

@ Off{no printers installad)
@ On

o Off

e

Show me all the files and folders I am sharing

Show me all the shared network folders on this computer

Right-click the network to bring up the profile managing menu
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B Manage Wireless Networks ¥ o =] |

k\ :)\\ ) ij]] - Control Panel ~ Manage Wireless Networks - L‘Q} I:E; ek m
Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below. To change the order, drag a network up or down in the list. You can also add or
remove network profiles.
EE,'EI Add == Remove '?' Adapter properties 2, Profile types :‘: MNetwork and Sharing Center E@I
Networks you can view and modify (1) =

Automatically connect

Remove network
Rename

. 223 Profile name: 223 Mode: Automatically connect
&I‘ Security type: WPAZ-Enterprise
-

Radio type: Any supported

2. Ralink Wireless Utility (RaUl)

2.1 Start
211 Start RaUl

When starting RaUl, the system will connect to the AP with best signal strength
without setting a profile or matching a profile setting. When starting RaUl, it will
issue a scan command to a wireless NIC. After two seconds, the AP list will be
updated with the results of a BSS list scan. The AP list includes most used fields, such
as SSID, network type, channel used, wireless mode, security status and the signal
percentage. The arrow icon indicates the connected BSS or IBSS network. The dialog
box is shown in Figure 2-1.
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E 0 # @ O 9 L @
Profile MNetwork Advanced Statistics WA, WP 550 CCX
Sorted by == @ 55D @ Channel @ Siznal [ Show dBm
AP List ==
_Shiang_28604P 20 g B1X =
ama i g © 5 oo
Alberty-200 @6 g S %y
&P e d °© 5= e
P 4Pt e g 100% -
4PPA e g 7%
asus 2l g 31% I
Broadcom 3k Bg 31%
Buffalo 54 b g 7T N
Cobra e d © 3 e 2
Rezcan Add to Profile Connect
.
Status == AP <--= 00-03-7F-00-D7-44
Extra Info == Link iz Up [TxPower:100%] 2= B0%
Channel => & <--> 2437000 MHz
Authentication == Unknown ath 3 == B0%
Encryption =» Mone
Metwork Type = Infrastructure Transmit
IP dddress == 192,168, 5,113 Link Speed == 54,0 Mbps Max
Sub #hask == 255,255,255,0 Throughput > 0.000 Mbps oo
Default Gateway =» 192.165.5.254 Whps
R Receive
B =: nda SMRO == Afa Link Speed == 54.0 Mbps
Gl »» nfa MCS =5 nda SMRA == nfa Throughput == 0,014 Mbps

Figure 2-1-1 RaUl section introduction
There are three sections to the RaUl dialog box. These sections are briefly described
as follow.
Button Section: Include buttons for selecting the Profile page, Network page,
Advanced page, Statistics page, WMM page, WPS page, the About button, Radio
On/Off button and Help.

B 1 & 9., - -
B #F B O & I
Profile Metwork Advanced Statistics Wi, WPS 550 CCx

Figure 2-1-2 Button section

@

Figure 2-1-3 Move to the left
Figure 2-1-4 Move to the right
Function Section: Appears to present information and options related to the button.

20/113



Profile List

Profile Mame ==
3510 =

Metwark Type ==
Authentication ==
Encryption ==

Use 802, 1x ==
Channgl ==

Pawer Save Mode ==
Tx Power ==

RTS Threshold ==

Fragment Threshold ==

Add
Figure 2-1-5 Profile page
Sorted by == O 551D o Channel o Signal [ Show dBm
AP List »»
_Shiang_28604P B g 21%
. & d °© = e
Alberty-200 e d ° = e
4P B g °© = e
p 41 e g 1005
APRA e g 0%
asus B g 21%
Eroadcom B g 21%
Euffalo 54 B g 7%
Cobra e d ° = e
Rescan Add to Profile Connect

Figure 2-1-6 Network page

wfireless mode = 244535 -

Select vour Country Region Code

2.4GHz »» |0 Ht-11 |

5GHz »» |30 cH 52, 56, 60, &4, 149,1 =]
[@ Enable TX Burst
[@] Enable TCP Windaw Size

[ Fast Roaming at dBm

[ show suthentication Status Dialog

Apply

Figure 2-1-7 Advance page
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Transmit Raceiva

Frames Transmitted Successfully =
Frames Retransmitted Successfully =

Frames Fail To Receive ACK After All Retries =

Rezet Counter

Figure 2-1-8 Statistics page

Wik Setup Status

Wikhih >> Enabled Power Save »> Disabled

[@] et Enable

[ kit - Power Save Enable

[] Direct Link Setup Enable

EEEEEE e

Figure 2-1-9 WMM page

WPS 4P Lizt

hzinchul 00-11-26-7 1-27-68

WPS Profile List

PR [@ WPS Associate IE Progress == 0%

PBC IE‘ WPS Probe |E

[] sutomatically select the 4P

Figure 2-1-10 WPS page
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(o) Copyright 2009, Ralink Technology, Inc, Al rights reserved.,

RaConfig Version ==
Driver Wersion ==
DLL Wersion ==
EEPROM Version ==

Phy_fddress ==

3.1.0.0

1.4.4.0

1.0.0.0

1.1

Date »» 0&-19-Z00%

Date == O<-Z5-200%

Date == 05-19-200%

Firmuare Version == 0.1&

00-1C-10-01-FE- 14

WA RALIMKTECH, COM

Figure 2-1-11 About page
Status Section: This section includes information about the link status, authentication
status, AP's information and configuration, and retrying the connection when

authentication is failed.

Status == AP <--= 00-03-7F-00-D7-44
Extra Info == Link is Up [TxPower: 100%]
Channel =» & «--» 2437000 MHz
Authentication == Unknown
Encryption == Mane
Metwork Type == Infrastructure
IP &ddress == 192.165.5.40
Sub Mask == 256,266,256.0
Default Gateway == 192,165.5.254
HT

BW == nfa SMRO == nfa
Gl == nfa MCE == nfa SMRA == nda

Transmit
Link Speed => 54,0 Mbps
Throughput == 0,000 Mbps

Receive
Link Speed == 54,0 Mbps
Throughput == 0,111 Mbps

Figure 2-1-12 Link Status

Card Mame == Ralink 502.11n Wireless LAKW Card

Authentication Status

Connected by manual. ..

16:37:25.062 Starting network connection. ..
163728171 Metwark, is connecting...
16137:1265.281 PEAP Authenticating...
16:37:25.376 Wireless client iz authenticated.
Cancel

Figure 2-1-13 Authentication Status
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General

5510 == AP

WWPS

MAC dddress == 00-03-7F-00-0F-Ad

Authentication Type =» Unknown

Legacy Supported Rates (Mbps): 1, 2, 5.5,

Encryption Tyvpe == Mone &, 9, 11, 12, 18, 24, 36, 45, b4
Channel »» & <--» 2437000 KHz 802.11n Max. Supported Rates (Mbps):
3000

Metwork Type == Infrastructure

Beacon Interwal == 100

Card Mame == Ralink 802, 11n Wireless LAN Card |dentity ==

Praofile Mame =» PROF1

o],9

Figure 2-1-14 AP's Information

Paszword ==

Message == Invalid identity or passward

QK cancel

Figure 2-1-15 Retry the connection

Systemn Config — Auth. % Encry. 802 1%

Authentication »»

WPA Preshared Key ==

Wep Key

- Encryption == TKIP -

Ok Cancel

Figure 2-1-16 Configuration

When starting RaUl, a small Ralink icon appears in the notifications area of the

taskbar, as shown in Figure 2-1-15. You can double click it to maximize the dialog
box if you selected to close it earlier. You may also use the mouse's right button to
close RaUl utility.

Figure 2-1-17 Ralink icon in system tray
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Additionally, the small icon will change color to reflect current wireless network
connection status. The status is shown as follows:

+ . Indicates the connected and signal strength is good.

<+ . Indicates the connected and signal strength is normal.
M': Indicates that it is not yet connected.

] E : Indicates that a wireless NIC can not be detected.

m: Indicates that the connection and signal strength is weak.

2.2 Profile
221 Profile

The Profile List keeps a record of your favorite wireless settings at home, office, and
other public hot-spots. You can save multiple profiles, and activate the correct one at
your preference. Figure 2-2-1 shows the basic profile section.

Profile List

Frofile Mame ==
551D ==

Metwark Type =»
Authentication ==
Encryption ==

Use 802, 1% ==
Channel >

Power Save Mode =+
To Pomer ==

RT3 Threzhald ==

Fragment Threshold ==

Add

Figure 2-2-1 Profile function
Definition of each field:
« Profile Name: Name of profile, preset to PROF* (* indicate 1, 2, 3...).
o SSID: The access point or Ad-hoc name.
« Network Type: Indicates the networks type, including infrastructure and Ad-Hoc.
« Authentication: Indicates the authentication mode used.
« Encryption: Indicates the encryption Type used.
o Use 802.1x: Shows if the 802.1x feature is used or not.
« Cannel: Channel in use for Ad-Hoc mode.

« Power Save Mode: Choose from CAM (Constantly Awake Mode) or Power Saving
Mode.

o Tx Power: Transmitting power, the amount of power used by a radio transceiver to
send the signal out.

o RTS Threshold: Users can adjust the RTS threshold number by sliding the bar or

25/113



keying in the value directly.

« Fragment Threshold: The user can adjust the Fragment threshold number by sliding
the bar or key in the value directly.

Icons and buttons:

4

- Indicates if a connection made from the currently activated profile.

. Indicates if the connection has failed on a currently activated profile.

©

- Indicates the network type is infrastructure mode.

ﬁ: Indicates the network type is in Ad-hoc mode.
=
. Indicates if the network is security-enabled.

— : Click to add a new profile.
Edit . : . .
. : Click to edit an existing profile.
s : Deletes an existing profile.
activate

. Activates the selected profile.
W - Shows information of the related status section.
+. ' Hides information of the related status section.

2.2.2 Add/Edit Profile

There are three methods to open the Profile Editor dialog box.

You can open it by clicking the "Add to Profile” button in the Site Survey tab.
You can open it by clicking the "Add" button in the Profile tab.

You can open it by clicking the "Edit" button on the Profile tab.

System Config Auth, SEncry. G02.1x
Profile Name == |PROF1 Metwork Type >» Infrastructure b4
51D > |AP1 j Tx Power == Auto -
Paiwer Save Mode »> O CAM o PS#
(] RIS Threshold — 3
[] Fragment Threshold | [[Jpiagnosis Capable
OK Cancel
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1
2.
3. ASCII - 40bits: 5 ASCII characters.
4.

System Config Auth, VERCry.

Authentication »= Open > Encryption => WEP . E] Use 02, 1%
WPA Preshared Key =»
Wep Key
O Key#1 Hex b
@ revez Hex v |
@ Heyrs Hex v
@ Keywa Hex h 4
O Cancel

Figure 2-2-2 Configuration
Profile Name: The user can chose any name for this profile, or use the default name
defined by system.
SSID: The user can key in the intended SSID name or select one of the available
APs from the drop-down list.
Power Save Mode: Choose CAM (Constantly Awake Mode) or Power Saving
Mode.
Network Type: There are two types, infrastructure and 802.11 Ad-hoc modes.
Under Ad-hoc mode, user can also choose the preamble type. The available
preamble type includes auto and long. In addition, the channel field will be
available for setup in Ad-hoc mode.

RTS Threshold: User can adjust the RTS threshold number by sliding the bar, or
key in the value directly. The default value is 2347.

Fragment Threshold: User can adjust the Fragment threshold number by sliding the
bar or key in the value directly. The default value is 2346.

Channel: Only available for setting under Ad-hoc mode. Users can choose the
channel frequency to start their Ad-hoc network.

Authentication Type: There are 7 types of authentication modes supported by RaUl.
They are open, Shared, LEAP, WPA and WPA-PSK, WPA2 and WPA2-PSK.

Encryption Type: For open and shared authentication mode, the selection of
available encryption type are none and WEP. For WPA, WPA2, WPA-PSK and
WPA2-PSK authentication mode, both TKIP and AES encryption is available.

802.1x Setting: This is introduced in the topic of "Section 3-2 : 802.1x Setting".

Pre-shared Key: This is the key shared between the AP and STA. For WPA-PSK
and WPA2-PSK authentication mode, this field must be filled with a key between 8
and 32 characters in length.

WEP Key: Only valid when using WEP encryption algorithms. The key must be
identical to the AP's key. There are several formats to enter the keys.

Hexadecimal - 40bits: 10 Hex characters.
Hexadecimal - 128bits: 26 Hex characters.

ASCII - 128bits: 13 ASCII characters.

2.2.3 Example to Add Profile in Profile
Click "Add" below the Profile List.
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12 Rall X
e #«~ @ ¢ 9 U @

Profile Metwaork Advanced Statistics WA WPS 550 CCX

Frofile List

Profile Mame ==
3510 =»

Metwark Type ==
Authentication ==
Encryption ==

Use 502, 1x #»
Channel ==

Power Save Mode =»
T Power ==

RTS Threshaold ==

Fragment Threshold ==

Add

Status == AP <--» 00-03-7F-00-D7-44

Extra Info == Link is Up [TxPower:100%] 6%
Channel =» & <--= 2437000 MHz Signal 3trength 2 == B%
Authentication == Unknown -Signal Strength 3 == 29%
Encryption =» Mone
Metwork Type =+ Infrastructure Transmit
IP Address »> 192,168,560 Lirk Speed =» 54.0 Mbps
Sub Mask == 255, 255,255,0 Throughput == 0.000 Mbps
Default Gateway =» 192, 1658,5,254
hil Receive
BW »> nfa SMRD => nfa Link Speed == Rd.0 Mbps
Gl =» nfa MCS =» n/a SNRA1 =2 nfa BT = THIZS (il

The "Add Profile” will appear.
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Ealll

Advanced

||
Profile Meatwork
Profile List
add
Systemn Config  Auth. % Encry.

&

Statistics

WAL

Profile Mame ==
551D =

Metwark Type ==
Authentication ==
Encryption ==

Uze 802, 1% =»
Channel ==

Power Save Mode =
Tx Power ==

RTS Threshaold ==

Fragment Threshald =>

Profile Mame == |PROF1

Metwark Type ==

SSID = |

Pawer Save Mode == o Chb

[ RTS Threshald

[ Frasgment Threshold

Tx Power ==

@ rsw

B R

Ok Cancel

3
550 CCX
Infraztructure W

Auto -

—
S

Specify a Profile Name. Select an AP from the SSID drop-down list. The AP List

from the last Network.
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Ealll

e #F @B © &

Frofile Metwiork Advanced Statistics Wi, WiPS 550 COX
Profile List
Profile Mame ==
55100 ==
Metwark. Type ==
Authentication ==
Encryption ==
Use 802, 1x »»
Channel ==
Power Save Mods ==
T Power ==
RT: Threshaold ==
Fragment Threshold ==

Add

Systemn Config  Auth. % Encry.

Profile Mame == |PROFA Metwork Type == Infrastructure  w
SSID e || j Tx Power == Auto -
_Shiang_ZGa04pP 000C43656016 -~
Power Save ode > | 4herty-200 004AZESZEBSE
AP 0007 40400C7E
4P 4

[] RTs Threshold HPPh 00144549F 42F ]
Belkin_M1_Wireless_251111 000C453251111
|:| Fragment Threshold Eroadcom 001018902ED4 ]

BroadcomiPs O010158902E27
ClandeaP OO0CFAEFCRST L
Cobra 000479 BCOSED
DennisaP O00C431027 15
Fiona-Ap 000CA3286021 e

Now the profile which the user set appears in the profile list. Click "Activate".
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E wu @ ## @ 90 » T @

Pro_file Metwork Advanced Stati;tics Wi WPS 550 CCX

Profile List

P PROF1 AP ® Profile hame > PROF1
SSID > AP

Metwork Type => Infrastructure
Authentication == Open
Encryption =» Mone
Uze 502, 1x »> MO
Channel == 1
Power Save Mode »> Chi
Tx Power == huto
RT3 Threshold »» 2347

Fragment Threshaold == 2346

Add Edit. Delete Activate

Status == AP1 <--» 00-03-7F-00-D7-A4
Extra Info == Link is Up [TxPower: 100%]
Channel == & =--» 2437000 MHz
authentication == Open
Encryption => MOME
Metwork Type == Infrastructure

IP dddress == 192,168.5.60

Tranzmit
Link Speed x> 54.0 Mbps

Sub Mask == 255,255,255.0 Throughput => 0,000 Mbps

Default Gateway == 192,168,5.254
HT

Receive
B == nfa SMRO == nia Link Speed == 54.0 Mbps
Gl == nfa MCS == nda SMR1 == nfa Throughput =» 0,033 Mbps

2.3 Network
231 Network

The system will display the information of local APs from the last scan result as part
of the Network section. The Listed information includes the SSID, BSSID, Signal,
Channel, Encryption algorithm, Authentication and Network type as shown in Figure
2-3-1-1.

Sorted by =» O SsID @ Channel @ Signal [J Show dBm
AP List »»
_Shiang_28604P B g g1 45
a2 & g © 5z e
Alberty-200 e g ° 7xx e
4P B g © =5 s
P 4P e g 00% -
4PPA e g ¥ W
asus B g g1
Broadcom T g 21%
Euffalo 54 b g 7Y N
Cabra e 4 © xx e 2
Rescan Add to Profile Connect
il

Figure 2-3-1-1 Network function
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Definition of each field:
o SSID: Name of BSS or IBSS network.

« Network Type: Network type in use, Infrastructure for BSS, Ad-Hoc for IBSS
network

o Channel: Channel in use.

o Wireless Mode: AP support wireless mode. It may support 802.11a, 802.11b,
802.11g or 802.11n wireless mode.

« Security-Enable: Indicates if the AP provides a security-enabled wireless network.
« Signal: Receive signal strength of the specified network.
Icons and buttons:

4 - Indicates that the connection is successful.

l€>: Indicates the network type is in infrastructure mode.
& . Indicates the network type is in Ad-hoc mode.

7 . Indicates that the wireless network is security-enabled.
A : Indicates 802.11a wireless mode.

. Indicates 802.11b wireless mode.

d = Indicates 802.11g wireless mode.

n i ;
. . Indicates 802.11n wireless mode.

Sorted by == O 55D @ Channel @ Siznal
Indicate that the AP list is sorted by SSID, Channel or Signal.
Connect

: Button to connect to the selected network.

Rezcan

- Issues a rescan command to the wireless NIC to update information
on the surrounding wireless network.

ddd to Frefile . Adds the selected AP to the Profile setting. It will bring up a profile

page and save the user's setting to a new profile.

W . Shows the Status Section.

<. : Hides the Status Section.

Connected network:
When RaUl first runs, it will select the best AP to connect to automatically.

If the user wants to use another AP, they can click "Connect" for the intended AP to
make a connection.

If the intended network uses encryption other than "Not Use,” RaUl will bring up the
security page and let the user input the appropriate information to make the
connection. Please refer to the example on how to fill in the security information.
When you double click an AP, you can see detailed information about that AP.

The detailed AP information is divided into three parts. They are General, WPS, CCX
information and 802.11n (The 802.11n button only exists for APs supporting N mode.)
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The introduction is as follows:

General information contains the AP's SSID, MAC address, authentication type,
encryption type, channel, network type, beacon interval, signal strength and supported
rates. It is shown in Figure 2-3-1-2.

E= ]| & = GB 5 |
i & > % @
Frofile Metwark Advanced Statistics WA WiPS 550 Coy
Sorted by == ° 551D @ Channel @ Signal [ Show dBm
AP List ==
132 2 . 1005 23
20 B g 0%
213 B g ¢ 2 =
215 e g 4 —
219 B 8 ¢ sx o
243 &s g ° ooz mm—
_Shiang_28604P B g 1%
4P o1 g ¢ '
p 4Pt s d 100% D
APPA e b)) 1% 2
Rescan Add to Profile Connect
A
General WPS B02.11n
SSID 5> AP
MAC Address »» 00-03-7F-00-D7-44 1
Aduthentication Type == Unknown
Legacy Supported Rates (Mbps): 1, 2, B.5,
Encryption Type == Mone &, 9, 11, 12, 18, 24, 34, 48, b4
Channel =» & <--» 2437000 kHz 802,11 #ax. Supported Rates (Mbps):
300.0
Metwork Type == Infrastructure
Beacon Interval == 100
ok

Figure 2-3-1-2 General information about the Access Point

WPS information contains the authentication type, encryption type, config. methods,
device password ID, selected registrar, state, version, AP setup lock status, UUID-E
and RF bands, as shown in Figure 2-3-1-3. The information is further explained as
follows:

Authentication Type: There are three types of authentication modes supported by
RaConfig. They are open, Shared, WPA-PSK and WPA system.

Encryption Type: For open and shared authentication mode, the choices of the
encryption type are none and WEP. For WPA, WPA2, WPA-PSK and WPA2-PSK
authentication mode, the encryption type supports both TKIP and AES.

Config Methods: Correspond to the methods the AP supports as an Enrollee for
adding external Registrars, (a bitwise OR of values.)

0x0001 USBA (Flash Drive)
0x0002 Ethernet
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0x0004 Label

0x0008 Display
0x0010 External NFC Token
0x0020  Integrated NFC Token

0x0040 NFC Interface
0x0080 Push Button
0x0100 Keypad

Device Password ID: Indicates the method or identifies the specific password that the
selected Registrar intends to use. The AP in PBC mode must indicate 0x0004 within
the two-minute Walk Time.

0x0000 Default (PIN)
0x0001 User-specified
0x0002 Rekey
0x0003 Display
0x0004 PushButton (PBC)
0x0005 Registrar-specified
0x0006-0x000F Reserved

Selected Registrar: Indicates if the user has recently activated a Registrar to add an
Enrollee. The values are "TRUE" and "FALSE".

State: The current configuration state of the AP. The values are "Unconfigured” and
"Configured".

Version: The specified WPS version.
AP Setup Locked: Indicates if the AP has entered a locked setup state.

UUID-E: The universally unique identifier (UUID) element generated by the Enrollee.
The value is 16 bytes.

RF Bands: Indicates all of the RF bands available to the AP. A dual-band AP must
provide it. The values are "2.4GHz” and "5GHz".
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¥ & é
E - _. 2
Profile Metwork Advanced Statistics WM, WPs S50 CCX
Sorted by == o SsiD o Channel o Signal [ Show dBm
&P Lizt ==
132 e g 100%  — .
el 1 g X —
213 b . e w
215 Y g 4% —
219 B g ° sz 1
24 s g ° oz — |
_Shiang_28604P 2l g 9% I
4P 1 g ° sz
L L g 00X — .
APPA e g 9% I 2
Rezcan Add to Profile Connect
o~
Genaral WPS 802.11n
Authentication Type == Unknown State == Unknown
Encryption Type == Mone Wersion == Unknown
Config Methods == Unknown AP Setup Locked == Unknown
Device Pazsward |0 =» UUIE-E == Unknowun
Selected Regiztrar => Unknown RF Bands »> Unknowun
oK

Figure 2-3-1-3 WPS Detailed information about the AP

802.11n information contains some related 802.11n information. It is shown in Figure
2-3-1-4.
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3 &
= i
Profile Metwiork Advanced Statistics WA
Sorted by == @ 55D @ Channel @ Siznal
&P List =»
132 e g 100%  E—
202 1 g X —
212 20 8 ¢ » o=
215 s g 4% —
219 B . 2 gy
) s g ° oz —
_Shiang_28604P B g %
4P 1 g ° sz -
p P s g 100%
APPA e g % I
Rezcan Add to Profile Connect
General WPS #02.11n

Secondary Channel Offset element

Secondary Channel Offset a

Extended Capabilities information element

HT Information Exchange Suppart FaLSE

Heighbor Report element

Mobility Domain FaLSE

High Throughput FALSE

HT Capabilities element

HT Capability FALSE

LDPC Coding Capability FALSE

Supported Channel Width Set u]

oK

550

[ Show dBm

Figure 2-3-1-4 802.11n information

2.3.2 Example on Adding Profile in Network

Select the AP from the list on the Network tab
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Ralll

- #F B O & n
Profile Metwaork Advanced Statistics WM WPS S50 CCX
Sorted by == ) 55D i@ Channel @ Siznal [ Show dBm
AP List ==

blbertY-200 e . 2 o
4P [ B ° wr -
AP | m|
Broadcom @11 @" il |
Broadecamiips [ . S 0x ;|
DennishP e g 76x S
Fiona-hp B bEgn) My
1551-3F-asus11b 3 S Nz
krilar be ' e qr
NE27-FC_Metwork e GRS &x -

Rescan Add to Profile Connect

Status == AP1 <= 00-03-7F-00-D7-44
Extra Info == Link is Up [TxPower:100%]
Channel »» & <--= 2437000 MHz

Authentication »> Unknown

Encryption => Mone

Metwork Type == Infrastructure Transmit
IP Address == 192,168.5.60 Link Speed »» 54.0 Mops
Sub Mask >> 255,265,250 Throughput »» 0,000 Mops
Default Gateway =» 192,188,5.254
r Receive

BW == nfa SMRO == nfa Link speed == 45,0 Mbps
Gl s nia MCS == nfa SMRT > Mfa Throughput == 0,104 Mbps

Click "Add to Profile"
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Ralll

o # @ &
Profile Metwork Advanced Statistics Wi, WiPS 550 CCX
Sorted by == @ S50 @ Channel @ Signal [J Show dBm
AP List ==
dlberty-200 Bs § ¢ ox
AP 1 g ¢ ™ -
6 100% [l 1|

Broadcom B bl°] 0%
BroadcomWPs B g ° ooy m— 1
Dennis4P e . 7%
Fiona-4p B ble] 4%
1551-3F-asus11b b3 S 0%
knilar e . 2 s
NB27-PC_Metwork e GRS s -

Rezcan Add to Profile Connect

Status == AP <--» 00-03-7F-00-D7-44
Extra Info == Link is Up [TxPower: 100%]
Channel == & <--= 2437000 MHz

Authentication == Unknown

Encryption == Mone

MNetwork Type == Infrastructure Transmit
IP Address = 192,168.5.60 Link Speed »» 54.0 Mbps
Sub #ask =» 756,255, 765.0 Throughput >» 0,000 Mbps
Default Gateway == 192, 168.5.254
b Receive

EW == nfa SMRD == nfa Link peed »» 4.0 Mbps
Gl == nfa MCS == nfa SMR1 == nfa Throughput > 0,104 Mbps

The System section will appear at the bottom of the Add Profile window. You can

specify your own profile name.
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Ralll

" @ 5
Profile Metwork Advanced Statistics YA, WP S50 CCX
Sorted by == @ s8I0 @ Channel @ Signal [0 Show dBm
AP List =>

Alberty-200 s g ° ox

4p 2l g ¢ ™
) 4p1 Ve g 100%  E—

Broadcom B g 0%

=

BroadcomWFs B g 100%  E—

DennishP e . %% B

Fiona-p B g 4%

I551-3F-asus 11b i S a0z

krilar be . @ o

NE27-FC_Network e GRS sx -

Rezcan Add to Profile Connect
Systemn Config = Auth. \ Encry.
Profile Mame =» |PROF1 Metwork Type ==  Infrastructure W
S50 s |m;.1 j Tx Power == Auto hd
Power Save Mode = o Chbh o PS4
[] AT Threshald J
[] Fragment Threshald J
Ol Cancel

Next, you will see the new profile in the profile list. Click "Activate"
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ok #F @ © & T @

Pro_file Metwiork Advanced Stati;tics YA WPS 550 CCX

Pl afilelick

PROF4 ek Praofile Mame == PROF1

3510 == AP

Metwork Type == Infrastructure
Authentication == Open
Encryption => Mone
Use 502, 1 == NO
Channel == &
Power Save Mode == Chi
Tx Power == Auto
RTS Threshold == 2347
Fragment Threshold == 2346

Add Edit Delete hctivate

Status == AP <--= 00-03-7F-00-D7-44
Extra Info == Link is Up [TxPower: 100%]
Channel == 6 <--= 2437000 MHz
Authentication == Unknown
Encryption == Mone
Metwork. Type == Infrastructure
IP &ddress == 192,165.5.60
Sub Mask == 28, ZRE.ZRE.O
Default Gateway == 192,168,5.2584

Tranzmit
Link Speed == 54,0 Mbps
Throughput = 0,000 Mbps

o Receive
BW == nfa SMRO #> nfa Link speed »» 54.0 Mbps
Gl => nfa MCS == nfa SMR1 == nfa Throughput == 0.092 Mbpz

2.4  Advanced
24.1 Advanced

Figure 2-4 shows the Advance functions of RaUl.

Wirgless mode == 2.4+5G -

Select Your Country Region Code
2.4GHz »» |0: cHt-11 -]

BGHz => |3: CH 52, 56, 60, 64, 149,1j

[@] Enable T¥ Burst
[@] Enable TCP wiindow Size

D Fast Roaming at dBm

[ show duthentication Status Dialog

Apply

Figure 2-4 Advance function

« Wireless mode: Select wireless mode. 2.4G, 5G and 2.4+5G are
supported.(2.4G/5GHz options are depend on different products)

« Wireless Protection: Users can choose from Auto, on, and off. (This is not
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supported by 802.11n adapters.)
Auto: STA will dynamically change as AP announcement.
On: The frames are always sent with protection.
Off: The frames are always sent without protection.

o TX Rate: Manually select the transfer rate. The default setting is auto. (802.11n
wireless cards do not allow the user to select the TX Rate.)

« Enable TX Burst: Ralink’s proprietary frame burst mode.

« Enable TCP Window Size: Optimise the TCP window size to allow for greater
throughput.

« Fast Roaming at-: enables fast roaming, which is set by the transmit power.

« Select Your Country Region Code: There are eight countries to choose from in the
country channel list. (11A ListBox only shows for 5G adapters.)

« Show Authentication Status Dialog: When you connect to an AP with
authentication, choose whether show the "Authentication Status Dialog" or not.
The Authentication Status Dialog displays the processes during 802.1x
authentication.

« Apply the above changes.

Icons and buttons:

W . Show the Status Section information.
<. : Hide the Status Section information.

2.5  Statistics
251 Statistics

The Statistics page displays detailed counter information based on 802.11 MIB
counters. This page translates that MIB counters into a format easier for the user to
understand. Figure 2-5-1 shows the detailed page layout.

Transmit Receive

Frames Transmitted Successfully = 1432
Frames Retransmitted Successtully = 4
Frames Fail To Receive ACK After All Retries = 0

Reset Counter

Figure 2-5-1 Statistics function

Transmit Statistics:
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Transmit Receive

Frames Transmitted Successfully = 1432
Frames Retransmitted Successfully = 4
Frames Fail To Receive ACK After Al Retries = 0

Rezet Counter

Frames Transmitted Successfully: Frames successfully sent.

Frames Fail To Receive ACK After All Retries: Frames failed transmit after hitting
retry limit.

RTS Frames Successfully Receive CTS: Successfully receive CTS after sending
RTS frame.

RTS Frames Fail To Receive CTS: Failed to receive CTS after sending RTS.
Frames Retransmitted Successfully: Successfully retransmitted frames numbers.

Reset counters to zero.
Receive Statistics:

Transmit Receive

Frames Received Successiully = 3153
Frames Received With CRC Errar = 201964
Frames Dropped Due To Qut-of-Resource = u]
Duplicate Frames Received = u]

Rezet Counter

Frames Received Successfully: The number of frames successfully received.

Frames Received With CRC Error: The number of frames received with a CRC
error.

Frames Dropped Due to Out-of-Resource: The number of frames dropped due to a
resource issue.

Duplicate Frames Received: The number of duplicate frames received.
Reset all the counters to zero.

Icons and buttons:
W - Show the Status Section information.
« - Hide the Status Section information.
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26 WMM

2.6.1 WMM

Figure 2-6-1 shows WMM function of RaUl. It involves "WMM Enable”, "WMM -
Power Save Enable™ and DLS setup. The introduction indicates as follow:

Wik Setup Status
i == Enabled Power Sawe =» Disabled Direct Link == Disabled

[@ " Enabls

[[] vt - Power Save Enable

[] Direct Link Setup Enabie

BREREN |«

Figure 2-6-1 WMM function
« Direct Link Setup Enable: Enable DLS (Direct Link Setup). The setting method
follows Section 2-6-2.
« WMM Enable: Enable Wi-Fi Multi-Media. The setting method follows Section
2-6-3.
« WMM - Power save Enable: Enable WMM Power Save. The setting method
follows Section 2-6-4.
Icons and buttons:
W . Show the Status Section information.
< : Hide the Status Section information.

2.6.2 Example to Configure to Enable DLS (Direct Link Setup)
« Click the "Direct Link Setup Enable™" checkbox

WM Setup Status
WRAM = Enabled Power Save == Dizablad Direct Link == Enabled

Wik Enable

[] ‘éabh - Power Save Enable

@ Direct Link Setup Enable

MAC Address == Timeout Walue == 6l sec Apply

Tear Dovin

« Change to "Network™ function. Add an AP that supports DLS features to the
Profile. The result will look like the Profile Page in the figure below.
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B=| =
1= e &
Profile Metwork Advanced Statistics
Profile List
P PROF1 4P Y
Add Edit Delete Activate

Status =» AP =--> 00-03-7F-00-D7-4<4
Extra Info == Link is Up [TxPower: 100%]
Channel == & <--» 2437000 MHz
Authentication == COpen
Encryption == MOMNE
Metwork Type = Infrastructure
IP dddress == 192,165,5.60
Sub thask == 256,255,256.0

Default Gateway =» 192,168,5,254
HT

BW => nfa SMRO == nifa

Gl == nfa MCS == nfa SMR1 == nfa

oY » % o

WM,

Frofile Mame => PROF1
551D == AP
Metwork Type = Infrastructure
Authentication »» Open
Encryption =» Mone
Use 802, 1 == NO
Channel == 1
Power Save Mode == Chk
T Power => futo
RTS Threzhaold =» 25347

Fragment Threshold == 2344

Tranzmit
Link 5peed == 54,0 Mbps

Throughput == 0,000 Mbps

Receive
Link Speed == 54,0 Mbps

Throughput == 0,033 Mbps

The DLS settings are explained as follows:

conform to these two conditions:

Fill in the blanks of Direct Link with MAC Address of STA. The STA must

1. Connect with an AP that supports DLS features.

2. Ensure that DLS is enabled.

b Setup Status

Wik == Enabled Power Sawve == Dizabled

[@] ‘i Enable

[] ikt - Power Sawve Enable

[@] Cirect Link Setup Enable

P P

MAC Address »>

Direct Link == Enabled

Apply

Timeout Walue =» 600 sec

Tear Down

« The Timeout Value indicates the time in seconds before it disconnects
automatically. The value is an integer. The integer must be between 0~65535. A
zero value specifies that it stays connected. The default Timeout Value is 60
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seconds.

WM Setup Status
WM == Enabled Power Save == Disabled Direct Link == Enabled

[@ ki Enable

[[] vekbh - Power Save Enable

|E| Direct Link Setup Enable

MAC Address == |00 |Oc |43 |25 |60 |00 Timeout Walue = G600 sec Apply

Tear Down
M mn 1]
o Click "Apply
Wik Setup Status
‘Wikth == Enabled Power Sawe »» Disabled Direct Link > Enabled

[@] s Enable

[] wihtsi - Power Save Enable

@ Direct Link Setup Enable

MAC Addresz »» |00 |Oc |43 |25 |60 0O Timeout Walue == 400 sec Apply

00-0C-43-28-60-00 400 Tear Down

Describe "DLS Status" as follow:

« After configuring the DLS successfully, the MAC address and Timeout Value are
displayed in the "DLS Status”. In "DLS Status™ on the opposite side, the users’

local MAC address and Timeout Value are displayed.
« Display the values of "DLS Status" to "Direct Link Setup" as follow :

1. In "DLS Status" select a direct link STA what you want to show it's values in
"Direct Link Setup".

WikAM Setup Status
Wik == Enabled Power Save == Disabled Direct Link == Enabled

[@] v+ Enable

[ kst - Power Save Enable

@ Direct Link Setup Enable

MAC Address == Timeout Walue == 6l sec Apply

&0 Tear Down

00-0C-43-28-60-0
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2. Double click. And the result will look like the below figure.

Wik Setup Status
WK == Enabled Power Sawve =» Disabled Direct Link == Enabled

[@] i Enable

[ ‘wassh - Power Save Enable

[@ Direct Link Setup Enable

|M.\\C Address == |00 (0o |43 |25 |40 |00 Timeout Walue == 00 sec | Apply

Ll Tear Down

00-0C- &0-00

« Disconnect Direct Link Setup as follow :
1. Select a direct link STA.
Wikhh Setup Status
Wikt == Enabled Power Save =» Disabled Direct Link == Enabled
[ b Enable
[] hhih - Power Sawve Enable
|Z| Direct Link Setup Enable
MAC dddress == WFFF ] |H Timeout Walue == A00  sec Apply
00-0C- £0-00 Tear Down
2. Click "Tear Down" button. The result will look like the below figure
Wik Setup Status
‘Wikth == Enabled Power Sawe »» Disabled Direct Link > Enabled
[@] s Enable
[] wihtsi - Power Save Enable
@ Direct Link Setup Enable
WAC Address == [00 [oc [43 [28 [e0 Joo Timeout Value »» | sgo  sec —
Tear Down

2.6.3 Example to Configure to Enable Wi-Fi Multi-Media

If you want to use "WMM-Power Save" or "Direct Link™ you must enable WMM.
The setting method of enabling WMM indicates as follows:

o Click "WMM Enable".
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Wikhdh Setup Status
‘Wi == Enabled Power Save = Disabled Direct Link #» Disabled

[@] Wit Enable

[] wihé4 - Power Save Enable

[] Direct Link Setup Enable

T [ @

Y

« Change to "Network™" function. And add a AP that supports WMM features to a
Profile. The result will look like the below figure in Profile page.

E o @ & @ © » i @

P‘r0=file Metwork Advanced Statistics WA, WPS 550 CCX

Frofile List
J FROF1 P ® Profile Hame »» PROF
SSID =5 AP

Metwork Type =+ Infrastructure

Authentication == Open
Encryption => Mone

Uze 802, 1% == NO

Channel == 1

Power Save Mode => CAM
Tx Pawer == Auto
RT% Threshold == 2347

Fragment Threshold = 2346

Add Edit Delete Activate

Status »» AP1 <--» 00-03-7F-00-07-44
Extra Info == Link is Up [TxPower:100%]
Channel == & <--» 2437000 MHz
Authentication == Open
Encryption == MONE

Metwork Type == Infrastructure

Transmit
IP Address == 192,165,560 Link Speed =» 54.0 Mbps
Sub Mask == 255,255,255,0 Throughput >+ 0.000 Mbps
0,002
Default Gateway =» 192,168,5,254
Mbps
Rr Receive
EW == nfa SMRO == nia Link Speed == 4.0 Mbps
Gl = nfa MCS == nfa SMR1 == nfa Throughput == 0,033 Mbps

2.6.4 Example to Configure to Enable WMM - Power Save
« Click "WMM-Power save Enable".
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i Setup Status
Wit == Enabled Power Save »» Disabled Direct Link =» Disabled

[@ i Enable

[@] ‘i - Power Sawe Enable

[ ac_ek [ ac_ee O ac_w O ac_wo

[] Direct Link Setup Enable

BEEEEE | @

N

« Please select which ACs you want to enable. The setting of enabling WMM-Power
Save is successfully.

WM Setup Status
Wikhdh == Enabled Pawer Save == Enabled Direct Link == Dizabled

[ ‘b Enable

[@] vemM - Power Save Enable

[@ Ac_Ex [] ac_BE [] ac_w [0 ac_vo

[] Direct Link Setup Enable

HEEEEN [«

2.1  WPS
2.7.1 WPS
Figure 2-7-1 illustrates the RaUl WPS functions.
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R Ram

i

3

e F B O &

Pro_file Metwaork Advanced Stati;tics Wi WPS 550 CCX

WPS AP List

Rezcan

2+ Unknown
10 ¢ Unkncn Ubicom_Sample 00-0C-43-28-40-20 1 Infarmation
ID ¢ Uniknown arvint-28604p 00-0C-43-25-60-60 3 @ Pln GE=
1D : Unknown default 00-18-02-4i-0A-68 & Q gy (| 5B e
WPS Profile List Config Mode
Enralles -
FIN [@ VVPS Associate IE Progress »» 0% BIEEENE
PEC [ PSProbe IE WPS status is disconnected
[] sutomatically select the AP S
Status == AP1 2--» 00-03-7F-00-D7-A4
Extra Info == Link is Up [TxPower: 100%] 63%
Channel == & <--= 2437000 MHz == B0%
Authentication == WP
Encryption == TKIP+4ES
Metwark Type == Infrastructure Transmit
IP dddress »> 192.168.2.5 Link Speed >» 54.0 Mbps
Sub Mask »» 255,25 25,0 Throughput »» 0,000 Kbps

Default Gateway == 192,168,2.254

L Receive

BW =x nfa SMRO == nfa Link Speed »» 43.0 Mbps
Gl => nfa MCS =2 nfa SMR1 == nfa Throughput > 143,052 Kbps

Figure 2-7-1 WPS function

« WPS Configuration: The primary goal of Wi-Fi Protected Setup (Wi-Fi Simple
Configuration) is to simplify the security setup and management of Wi-Fi networks.
Ralink STA supports the configuration and setup using a PIN configuration method
or a PBC configuration method through an internal or external Registrar.

o WPS AP List: Displays the information of the surrounding APs with WPS IE from
the last scan result. The detailed information includes the SSID, BSSID, Channel,
ID (Device Password ID), Security-Enabled.

« Rescan: Issues a rescan command to the wireless NIC to update information on the
surrounding wireless network.

« Information: Displays the information about WPS IE on the selected network. The
detailed list includes the Authentication Type, Encryption Type, Config Methods,
Device Password ID, Selected Registrar, State, Version, AP Setup Locked,
UUID-E and RF Bands. Further details are available here: WPS Information on
AP.

o PIN Code: The user is required to enter an 8-digit PIN Code into Registrar. When
an STA is the Enrollee, you can click "Renew" to re-generate a new PIN Code.

« Config Mode: The station serving as an Enrollee or an external Registrar.

« Table of Credentials: Displays all credentials obtained by the Registrar. The
detailed list includes information about the SSID, MAC Address, Authentication
and Encryption Type. If STA is the Enrollee, the credentials are created
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immediately with each WPS success. If STA is the Registrar, RaUl creates a new
credential with WPA2-PSK/AES/64Hex-Key and doesn't change this until
switching to STA Registrar.

« Control items for credentials.

1. Detail: Command to obtain Information about Security and the Key in the
credential.

2. Connect: Command to connect to the selected network inside credentials. The
active selected credential is as like as the active selected Profile.

3. Rotate: Command to rotate to connect to the next network inside credentials.

4. Disconnect: Stops the WPS action and disconnects the active link. It then selects
the most recent profile on the Profile Page of RaUl. If there are no profiles, the driver
will select any non-security AP.

5. Export Profile: Exports all credentials to a Profile.

6. Delete: Deletes an existing credential. And then selects the next credential. If there
is not another credential, the driver will select any non-security AP.

« PIN: Start to add to Registrar using PIN configuration method. If STA Registrar,
remember that enter PIN Code read from your Enrollee before starting PIN.

« PBC: Start to add to AP using PBC configuration method.

After the user clicks PIN or PBC, please do not rescan within two-minutes of the
connection. If you want to abort this setup within the interval, restart PIN/PBC or
click "Disconnect” to stop WPS action.

« WPS associate IE: Sends the association request with WPS IE during the WPS
setup. It is optional for STA.

« WPS probe IE: Sends the probe request with WPS IE during WPS setup. It is
optional for STA.

« Progress Bar: Displays the rate of progress from Start to Connected.
« Status Bar: Displays the current WPS Status.

« Automatically select the AP: Starts to add to AP by using to select the AP
automatically in PIN method.

**There are examples in section 2-7-3(PIN Enrollee Setup), section 2-7-4(PBC
Enrollee Setup) and section 2-7-5(Registrar Configures and AP)**

Icons and buttons:
W : Show the Status Section information.
<. - Hide the Status Section information.

27.2 WPS Information on AP

The WPS information (shown below) includes the authentication type, encryption
type, config methods, device password 1D, selected registrar, state, version, AP setup
locked, UUID-E and RF bands.
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=]

= = # @ R I
Profile Metwork Advanced Statistics WA, WhS 550 CCX
Sorted by == ) 55D @ Channel @ Siznal [ Show dBm
AP List »»
132 2 g 100% 1
202 B . 0%
213 B 8 ¢ » o=
215 e g A%
219 B . e 3y
243 s g ° ooz - 1
_Shiang_28604P B g %
4P B § ° s
p upi s g 100% 1
HPPA e g % 2
Rescan Add to Profile Caonnect
il
General WPS 20Z2.11n

Authentication Type == Unknown
Encryption Type =» Mone
Config Methods == Unknown
Device Password D »»

Selected Registrar == Unknown

State == Unknown

Wersion == Unknown

AP Setup Locked => Unknown
UUID-E == Unknown

RF Bands == Unknown

OK

« Authentication Type: There are three authentication modes supported by RaConfig.
They are open, Shared, WPA-PSK and WPA system.

« Encryption Type: For open and shared authentication mode, the selection of
encryption type are none and WEP. For WPA, WPA2, WPA-PSK and WPA2-PSK
authentication mode, the encryption type supports both TKIP and AES.

« Config Methods: Correspond to the methods the AP supports as an Enrollee for
adding external Registrars. (a bitwise OR of values)

0x0001 USBA (Flash Drive)
0x0002 Ethernet
0x0004 Label

0x0008 Display
0x0010 External NFC Token
0x0020  Integrated NFC Token
0x0040 NFC Interface
0x0080 Push Button
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0x0100 Keypad

« Device Password ID: Indicates the method or identifies the specific password that
the selected Registrar intends to use. APs in PBC mode must indicate 0x0004
within two-minute Walk Time.

0x0000 Default (PIN)
0x0001 User-specified
0x0002 Rekey
0x0003 Display
0x0004 PushButton (PBC)
0x0005 Registrar-specified
0x0006-0x000F Reserved

« Selected Registrar: Indicates if the user has recently activated a Registrar to add an
Enrollee. The values are "TRUE" and "FALSE".

« State: The current configuration state on AP. The values are "Unconfigured” and
"Configured".

« Version: WPS specified version.
« AP Setup Locked: Indicates if the AP has entered a setup locked state.

o UUID-E: The universally unique identifier (UUID) element generated by the
Enrollee. This is a 16 byte value.

« RF Bands: Indicates all the RF bands available on the AP. A dual-band AP must
provide it. The values are "2.4GHz” and "5GHz".

2.7.3 Example to Add to Registrar Using PIN Method

The user obtains a device password (PIN Code) from the STA and enters the
password into the Registrar. Both the Enrollee and the Registrar use PIN Config
method for the configuration setup. The following image outlines the process.
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(1) User types STAPIN

into AP Fi:fiEfE:jE:;'-‘."d-_d_-‘-‘-“-‘-q-‘q-‘-q--h-h
|| — E;,
'""'"i ‘4._ Credentials exchanged using EAP

AP Registrar - e STA Enrollee

(3) User types STA PIN
into WLAN Registrar

-

Wirele<s (UPnP
Ethernet (UPnP) #48 {LUPnF)

(2) User types STA PIN
into Non-WLAN Registrar

Non-WLAN Registrar WLAN Registrar

Select "Enrollee"” from the Config Mode drop-down list.

WPS 4P List
1D ¢ Unknown Ubicom_Sample 00-0nC-43-28-60-20 1 > Rezcan
1D : Unknown AP 1-WPS 00-10-18-90-2E-27 1 9 Infarmation
ID : Unknoiwn arint-28604P 00-0C-43-28-60-60 3 e il TS
64593945
1D : Unknown default 00-15-0Z-44-04-56 [} v W Renew
WPS Profile List Config mode |
Disconnect

[@] PS Associate IE Progress == 0%

@ WP3 Probe [E WRS status is disconnected

[J Automatically select the 4P

N

Click "Rescan" to update available WPS APs.
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WPS AP List
10 ¢ Unknowr Ubicom_Sample 00-0C-43-25-60-20 1 e
1D ¢ Unknown AP1-WPS o0-10-18-90-2E-27 1 9
ID : Unknouin arvint-23604P 00-0C-43-26-60-60 s Pl G2E3
ID ¢ Unkniown default 00-18-02-44-0h-66 6 F |45 e
WPS Profile List Config Mode
Disconnect
@ WPS dssociate |E Progress == 0%
@ WP Probe |1E WPS status is disconnected
[J Automatically select the 4P
Select an AP (SSID/BSSID) that STA will join to.
WPS AP List
Rescan
1D : Unknatan Ubicom_sample 00-0C-43-28-60-20 1 Information
ID : Unknawn arvint-28604P D0-0C-43-28-60-60 3 s Pin Cade
54393945
ID : Unknawn default 00~ 16-02-4A-0A-6E: é 9w - Renl=
WPS Profile List Config Mode
Dizconnect
BIN [ WPS Associate IE Progress == 0%
PEC @ WPS Probe |E WPS status is disconnected
[] Automatically select the AP

Click "PIN™ to enter the PIN
Enter the PIN Code of the STA into the Registrar when prompted by the Registrar.

WPS AP List
ID : Unknown HPA-WIPS 00-10-18-90-2E-27 1 Ll
1D ¢ Unknown Ubicom_Sample 00-0C-43-28-60-20 1 Information
ID ¢ Unknown arvint-ZE604P 00-0C-43-28-60-60 3 @ it Cite
493945
ID ¢ Unknawn default 00-18-02- 44-0A-6B 6 Ll Re”e““
WPS Profile List Config Mode
Drisconnect
Bk @ WPS Associate |E Progress == b
FBC |E| RS Probe |E Start PIN connection - 4P 1-WPS

[ Automatically select the 4P

Allow of an exchange between Step 4 and Step 5.
If you use Microsoft Window Connection Now as an External Registrar, you must
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start PIN connection at STA first. After that, search out your WPS Device name and
MAC address at Microsoft Registrar. Add a new device and enter PIN Code of STA at
Microsoft Registrar when prompted.

The result should appear as the image below.

WPS AP List
I ¢ Unknauwn P 1-WPS 00-10-18-90-2E-27 1 e
10 Unkniown Ubicom_Sample 00-0C-43-25-60-20 1 Infarmation
1D : Unknown arvint-28604P 00-0C-43-26-60-60 3 @ Fin Code
1D+ Unknawn default 00 18-02-44-D4-66 é 8 | [64873%45 | Renaw
WPS Profile List Config Mode
Enralles -
Disconnect
I [@ wPs Associats IE %
PEC: [@ *PS Prabe IE PIM - Sending M3
[] Automatically select the AP
-
Configure one or more credentials
WPS &P List
1D ¢ Unkncwn Ubicom_Sampls O0-0nC-43-28-60-20 > Rescan
10+ Unkrown arvint-Z5604P 00-0C-43-28-60-60 g Infarmation
ID & Unkniown Wincelps 00-14-85-E3-D7-86 9 P 3T
64593945
ID & Unknawn AP1-WPS 00-10-18-90-2E-27 3 el
WRS Profile List Canfig Mode
Enrall v
P aP1-wes 9 nrotee
Disconnect

Fi [@ wPs hssociate IE _

PEC [@] wPs Probe IE

PIM - Get WPS profile successtully,

[] Automatically select the AP

Then connect successfully. The results appear as the following image.
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WPS AP List

10 Unkraiwn Ubicom_Sample 00-0C-43-28-60-20 1 A Rescan
1D ¢ Unknown arvint-28604P 00-0C-43-28-60-60 3 9 Information
D : Unknown WinceWps 00-14-85-E3-D7-86 7 9 i Sl
1D : Unknawn AP 1-WPS 00-10-15-90-2E-27 1 © g ||51975 Repe
WPS Profile List Config Mode
’ AP1-WPS = Enralles b

Dizconnect
on @ vessoosier o
PBC |E| WPS Probe IE PIM - Get WPS profile successfully.
[] automatically select the 4P
.
H mn = LL
Click "Detail
WPS AP List
10 ¢ Unknown Ubicom_Sample 00-0C-43-28-40-20 1 > Rescan
I+ Unknown arwint-28604P 00-0C-43-28-60-60 3 1 Infarmation
ID ¢ Uinknawn Wincetps 00-14-85-E3-D7-68 7 e Pl Grats
D : Unknown AP1-WPS 00-10-15-90-2E-27 1 e |84893%45 Renew
WPS Profile List Config Mode
’ AP-WES = Enrollee A
Detail
Connect
Rotate
Dizconnect
. Delste
PBC [@ wPs Probe IE PIM - Get WPS profile successiully.
[] Automatically select the 4P
b
You will look like the below figure.
551D > |AP1—WPS
ESSID == 00-0C-43-28-40-04
Aduthentication Type == WRA-PSK Encryption Type == TKIP
Key Length == 64 Key Index == Key#i
Key material ==
[ show Password
Ok Cancel

If Credential#1 is reliable and present, the system will connect with Credential#1. If
not, the system will automatically rotate to the next existing credential.

The user can also click "Rotate" to rotate to the next credential usable credential.
Describe "WPS Status Bar" - "PIN - xxx" as follow:

Acceptable PIN Configurations:

Start PIN connection - SSID ~> Begin associating to WPS AP ~> Associated to WPS
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AP ~> Sending EAPOL-Start ~> Sending EAP-Rsp (ID) ~> Receive EAP-Req (Start)
~> Sending M1 ~> Received M2 ~> (Received M2D ~> Sending EAP-Rsp (ACK))
~> Sending M3 ~> Received M4 ~> Sending M5 ~> Received M6 ~> Sending M7 ~>
Received M8 ~> Sending EAP-Rsp(Done) ~> Configured ~> WPS status is
disconnected ~> WPS status is connected successfully-SSID

WPS configuration doesn't complete after a two-minute connection:

WPS EAP process failed.

When errors occur within two minutes of connecting, the WPS status bar might
report "WPS EAP process failed".

Error messages might be:

1. Receive EAP with wrong NONCE.

2. Receive EAP without integrity.

3. Error PIN Code.

4. An inappropriate EAP-FAIL received.

2.7.4 Example to Add to Registrar Using PBC Method

The PBC method requires the user to press a PBC button on both the Enrollee and the
Registrar within a two-minute interval called the Walk Time. If there is only one
Registrar in PBC mode, the PBC mode selected is obtained from ID 0x0004, and is
found after a complete scan. The Enrollee can then immediately begin running the
Registration Protocol.

If the Enrollee discovers more than one Registrar in PBC mode, it MUST abort its
connection attempt at this scan and continue searching until the two-minute timeout.

*Before you press PBC on STA and candidate AP. Make sure all APs aren't PBC
mode or APs using PBC mode have left their Walk Time.

Push PBC button on both Registrar and Enrollee

*“J Credentials exchanged using EAP

AP Registrar STA Enrollee

Select "Enrollee” from the Config Mode drop-down list.
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1D+ Unknowin
1D ¢ Unknown
10+ Unkniowin

1D ¢ Unknowr

WPS AP List

Ubicom_Sample 00-0C-43-28-60-20
AP1-WRS 00-10-15-90-ZE-27
arvint-25a804P 00-0C-43-25-60-60
default 00-153-02-44-04-58

WPS Profile List

[ WPS Associate IE Progress == 0%
@ WPS Probe [E WPS status iz disconnected

[ Automatically select the AP

Click PBC to start the PBC connection.
Push the PBC on AP.

1D ¢ Unknowrn
10 Ox0004
1D ¢ Unknowrn

1D ¢ Unknown

*Allow time for an exchange between Step 2 and Step 3.

WPS AP List
Ubicom_Sample 00-0C-43-25-60-20
AP 1-WPS 00-10-18-90-2E-27
default 00-18-02-44-04-66
WinceWwps 00-14-55-E3-D7-56

WPS Profile List

[ “Ps Associate IE Progress == 0%

Rescan
- Information
-] Pin Code
a 64593945 | Renew
w
Cormg mode
Enrolles s
Dizconnect
~
a Information
a Fin Code
o 64893945 | Renew
»
Config Mode
Enrolles w
Dizconnect

@ WPS Probe |E | Atart PEC connection

[] Automatically select the AP

The progress bar as shown in the figure below indicates that scanning progress.

1D Unknowin
1D Unknown
1D Unknowin

1D Unknown

FEC

[@] Ps Associate IE

WPS AP List
Ubicom_Sample 00-0C-43-28-60-20
arvint-Z5604P 00-0C-43-28-60-60
default 00-15-02-d4-04-66
Wincewps 0o-14-55-E3-D7-86

WPS Profile List

Progress == 10%

La]
@ Information
= Pin Code
a 6593945 | Renew
v
Config Mode
Enrollee R
Dizconnect

[@] wPsProbe IE | FBC - Scanning 4P

[ automatically select the 4P

When one AP is found, join it.
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WPS AP List

1D 2 Unknown AP 1-WPS 00-10-15-90-ZE-27 1 9
10 & Unknawn arvint-25604P 00-0C-43-25-60-60 3 L
I : Unknouin diink 00-19-56-05-0B-96 10 P GEEL
65953945 | Renew
WS Profile List Config Mode
Enrolles w
Disconnect
@ WPE Azsociate 1E Progress == 15%
PEC @ WP5 Praobe |E PEC - Begin associating to WRS 4P
[ éutomatically select the 4P
.
Check WPS Information on the available WPS APs
General WPS CCX
Authentication Type == WPA-PSK State == Configured
Erncryption Type == TKIP Wersion =» 1.0
Config Methods == 0x0055 AP Setup Locked == Unknown
Device Password (D == |0x0004 UUID-E => Unknown
Selected Registrar == TRUE RF Bands == Unknown
94
Configure and receive one or more credential(s).
WPS AP List
= A
1D : 0x0004 APA-\PS 00-10-13-90-2E-27 1 Rescan
10 Unkniown |bicom_Sample 00-0C-43-28-60-20 1 Information
ID ¢ Unknawn default D0-18-D2-4A-0A-£E 6 e Pin Cade
64393945
1D + Unknown Wincewps 00-14-85-E3- D786 7 *m R
WPS Profile List Config Mode
Enrall L
P 4p1-wips 9 nrotee
Dizconnect
BIN @ wesassociate £ [N -
PBC @ WPS Probe 1E | PBC - Get WPS profile successiully, |
[ éutomatically select the AP
b

Then connect successfully. The result will be displayed as it is in the figure below.
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WPS AP List

a3 Rezcan

D ¢ 0x0004 AP 1-WPS 00-10-15-90-2E-27 1
I Unknown Ubicom_Sampls 00-0C-43-28-60-20 1 Infarmation
D' Urikniown default 00-15-02-4i-DA-6E & 9 i 2
1D : Unkniown Winceps 00-14-85-E3-D7-8B 7 L2 TN | e ==
WPS Profile List Config Mode
’ APA-WES = Enrolles s

Dretail
Connect
Rotate
Disconnect

- Export Profile

| Delete

EIN [@] WPS Associate IE

PEC |Z| WPS Probe |E |PBC - Get WPS profile successfully,

[ Automatically select the AP

Describe "WPS Status Bar" - “PBC - xxx" as follow:
A successful PBC Configuration:

Start PBC connection ~> Scanning AP ~> Begin associating to WPS AP ~>
Associated to WPS AP ~> Sending EAPOL-Start ~> Sending EAP-Rsp (ID) ~>
Receive EAP-Rsp (Start) ~> Sending M1 ~> Received M2 ~> Sending M3 ~>
Received M4 ~> Sending M5 ~> Received M6 ~> Sending M7 ~> Received M8 ~>
Sending EAP-Rsp (Done) ~> Configured ~> WPS status is disconnected ~> WPS
status is connected successfully-SSID

No PBC AP available:

Scanning AP ~> No PBC AP available ~> Scanning AP ~> No PBC AP available
~>.,

Too Many PBC AP available:

Scanning AP ~> Too Many PBC AP available ~> Scanning AP ~> Too Many PBC
AP available ~>...

WPS configuration doesn't complete after two-minute connection:
WPS EAP process failed.

When Errors occur within two-minutes of establishing a connection, the WPS status
bar might report "WPS EAP process failed".

Error messages might be:

1. Receive EAP with wrong NONCE.

2. Receive EAP without integrity.

3. An inappropriate EAP-FAIL received.

Describe "Multiple PBC session overlaps™ as follow:
Dual bands:

AP1 is a G-Band AP using PBC mode. (ID = 0x0004)
AP2 is a A-Band AP using PBC mode. (ID = 0x0004)
They have the same UUID-E.

STA would regard these two APs as a dual-radio AP and select one band to connect.
Different UUID-E :

AP1 is a G-Band AP using PBC mode. (ID = 0x0004)
AP2 is a G-Band AP using PBC mode. (ID = 0x0004)
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They have the different UUID-E.

STA would regard these two APs as two different APs and wait until only one PBC
AP is available.

2.71.5 Example to Configure a Network/AP Using PIN or PBC Method

Push PBC button on both Registrar and Enrollee

— T
e

Credentials exchanged using EAP

AP Enrollee STA Registrar

User types AP PIN into extermal Registrar

— T
e

Credentials exchanged using EAP

AP Enrollee STA Registrar

Select Registrar from the Config Mode drop-down list.

WPS AP List

D ClaudeWpsapP 00-14-55-E3-D7-66 1 v Rescan
1D ¢ Unknouin AP PS 00-10-13-90-2E-27 1 $ Information
Pin Code
64393945
WPS Profile List Caonfig Mode
Regist w
ExReghif 256004 @ gistrar
Detail
Connect
Rotate
Dizconnect
PIN [@ wPsdssociate IE Progress == 0% Export Profile
PEC [@] wPsPrabe IE WPS status is disconnected

[] automatically select the 4P
b

Enter the details of the credential and change configurations (SSID, Authentication,
Encryption and Key) manually if needed.
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SSID == |ExRegNW2860l34

BSSID == 00-00-00-00-00-00

Authentication Type == |WP."A2-PSK j Encryption Type =» |.|\ES j

Key Length == | J Key Index =» | J

Key Material =»

[J show Password

Ok Cancel

If the PIN configuration is setup, enter the PIN sent from the Enrollee.

WPS AP List
1D ClaudewpziP 00-14-55-E3-D7-56 1 - Rescan
1D & Unknaown AP1-WPS 00-10-15-90-2E-27 1 @ Information
Pin Code
44353945
WPS Profile List TOnTZ thode
Registrar A4
ExReghW256004 L €
Detail
Connect
Rotate
Disconnect
It [@] PS Associate IE Progress == 0% Expart Profile
PEC [ wPsProbe IE WPS status is disconnected

[ automatically select the AP

Start PIN or PBC. The following procedures are as similar as section 2-7-3 (PIN
Enrollee Setup) or section 2-7-4(PBC Enrollee Setup),

If your AP Enrollee has been configured before the WPS process, the credential you
set in advance will be updated to the AP itself. Otherwise, after a successful
registration, the AP Enrollee will be re-configured with the new parameters, and the
STA Registrar will connect to the AP Enrollee with these new parameters.

WPS AP List
D Claudew'psiP 0n-14-55-E3-D7-56 1 9 Rescan
ID: arvint-2560-WPAP 00-0C-43-28-60-60 3 9 Infarmation
Pin Code
64593945
WPS Profile List Config Mode
i -
J ExReghiasenn4 a Registrar
Detail
Connect
Rotate
Disconnect
PEBC |E| WPS Probe |E PIM - Get WPS profile successfully.

[] automatically select the 4P

Describe "WPS Status Bar" - "PIN - xxx" as follow:
A successful PIN Configuration:
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Start PIN connection - SSID ~> Begin associating to WPS AP ~> Associated to WPS
AP ~> Sending EAPOL-Start ~> Sending EAP-Rsp (ID) ~> Receive M1 ~> Sending
M2 ~> Receive M3 ~> Sending M4 ~> Receive M5 ~> Sending M6 ~> Receive M7
~> Sending M8 ~> Receive EAP Rsp (Done) ~> Sending EAP Rsp (ACK) ~>
Configured ~> WPS status is disconnected ~> WPS status is connected
successfully-SSID

Describe "WPS Status Bar" - “PBC - xxx" as follow:

A successful PBC Configuration:

Start PBC connection ~> Scanning AP ~> Begin associating to WPS AP ~>
Associated to WPS AP ~> Sending EAPOL-Start ~> Sending EAP-Rsp (ID) ~>
Receive M1 ~> Sending M2 ~> Receive M3 ~> Sending M4 ~> Receive M5 ~>
Sending M6 ~> Receive M7 ~> Sending M8 ~> Receive EAP Rsp (Done) ~>
Sending EAP Rsp (ACK) ~> Configured ~> WPS status is disconnected ~> WPS
status is connected successfully-SSID

28 SSO
2.8.1 SSO
The SSO configuration page as shown in Figure 2-8-1.
14 RalI @
E o # B o0 & L @
Profile MNetwork Advanced Statistics WA WPS S50 CCX
[] Enable 550 Feature
[
b 4

Figure 2-8-1 SSO Page
Field definitions:
Enable SSO feature: Choose which SSO methods to log on
o Use ID and Password in Winlogon: Use the ID and password in Windows logon
« Use ID and Password in Profile: Use the ID and password in RaUl profile settings
o Use ID and Password in Dialog: Use the ID and password in pop-up authentication
dialog
Enable Persistent Connection: Use ID and Password in the previous activated Profile
and not shows any authentication dialog

Profile List (only support LEAP or EAP-FAST authentication)

« Select Profile: Select a profile containing LEAP or EAP-Fast authentication

« Information of selected profile: Profile information, such as profile name, SSID.
The meaning of the button:

63/113



PR Hit the Apply button to make the settings effective

29 CCX
29.1 CCX

The CCX configuration page as shown in Figure 2-9-1.

E w @%@ # @8 0 & L @

Profile Metwork Advanced Statistics WA, WPS 550 CCX

|:| Enable CCH (Cizco Compatible eXtensions)

CAC > |ADDTS(D1’rectIy send T5) j Set

r Diagnose
,_

[] Busy Sense

Apply

Figure 2-9-1 CCX Page
Field definitions:

Enable CCX (Cisco Compatible eXtensions): Choose whether Cisco Compatible
eXtensions are supported or not.

« Enable Radio Measurement: Enable the radio measurement, the non-serving
channel measurement limit is between 0 and 1023 milliseconds.

« Roaming with RF Parameters: Roaming by a set of RF parameters from AP
« \oice Drastic Roaming: Diagnose roaming function by voice traffic test
o CAC (Tolerance) : Enable the call admission control

« Diagnostic: Select a profile which the user want to diagnose, then hit the Diagnose
button to perform the diagnostic test

« Busy Sense: Force Wireless NIC to detect noise more sensitively
The meaning of the button:

... «: Hit the Apply button to make the settings effective

2.10  About
2.10.1  About

Click "About" displays the wireless card and driver version information as shown in
Figure 2-10.
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[c) Copyright 2009, Ralink Technology, Inc. All rights reserved,

RaConfig Wersion == 3.1.0.0 Date == 0%-19-2009
Driver Wersion »» 1.4.4.0 Date =» 04-28-200%
DLL Wersion == 1.0.0.0 Date =» 05-19-Z00%
EEFROM Wersion == 1.1 Firmmare Wersion == 0,16
Phy_tddress »» 00-1C-10-01-FE-14

WYL RALIMKTECH. COM

Figure 2-10 about function
« Connect to Ralink's website: Ralink Technology, Corp.
« Display Configuration Utility, Driver, and EEPROM version information.
« Display Wireless NIC MAC address.
Icons and buttons:
¥ . Show the information of Status Section.
<. : Hide the information of Status Section.

2.11 Link Status
2111 Link Status

The link status page displays detailed information about the current connection as
shown in Figure 2-11.

Status =» AP <--» 00-03-7F-00-07-dd
Extra Info »» Link is Up [TxPower: 100%]
Channel »» & <--= 2437000 MHz
Authentication =» Unknown
Encryption == Mone

Metwark Type == Infrastructure

Transmit
IP dddress == 192,168,540 Link Speed == 54.0 Mbpz
Sub Mask =» Z55,255,255.0 Throughput == 0,000 Mbps
Default Gateway == 192,168.5,254
HT Receive
BV = nfa SMRO = nfa Link Speed => &4.0 Mbps
Gl =» n/a MCS »» n/a SNR1 => nia Thraughput »> 0,111 Mbps

Figure 2-11 Link Status function

Status: Current connection status. If no connection, if will show Disconnected.
Otherwise, the SSID and BSSID will show here.

« Extra Info: Display link status in use.
Channel: Display current channel in use.
Authentication: Authentication mode in use.
Encryption: Encryption type in use.
Network Type: Network type in use.
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« IP Address: IP address about current connection.

o Sub Mask: Sub mask about current connection.

« Default Gateway: Default gateway about current connection.

o Link Speed: Show current transmit rate and receive rate.

« Throughout: Display transmits and receive throughput in unit of Mbps.

« Link Quality: Display connection quality based on signal strength and TX/RX
packet error rate.

« Signal Strength 1: Receive signal strength 1, user can choose to display as
percentage or dBm format.

« Signal Strength 2: Receive signal strength 2, user can choose to display as
percentage or dBm format.

« Signal Strength 3: Receive signal strength 3, user can choose to display as
percentage or dBm format.

« HT: Display current HT status in use, containing BW, GI, MCS, SNRO, and SNR1
value. (Show the information only for 802.11n wireless card.)

2.12  SoftAP(Only Windows7 support)
2.12.1 SoftAP(Only Window?7 support)

Windows 7 allows wireless device to be in both station (STA) and AP mode.
According to following steps, you can open or close AP function.

Click "Switch to STA+AP mode" item in RaUl system tray menu as shown in Figure
2-12-1.

& & B

Metwork Advanced Statistics WM

@ o @ Cranned @ sia
4 Listxn

(=]
[~ ]

1 02 A U A AT I A
e
88

TG Gy GGy
a6 666

|

Launch Config Utifities
Open Diagnostic Testing Mode
Exit

Figure 2-12-1 Switch to STA+AP Mode
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Set SoftAP SSID and key as shown in Figure 2-12-2.

-~ @& & @

Hetwork Advanced Statistics WM Radio on/off Abaut

@ o @ trnannd @ s [ Showda
# List »
&2 Bape
& on N
e BOBQD®

Extended AP Se_n.ungs

PFiase enter S50 and Pre-Shared key.

LT [mm-so

ey Matarin =s |1n-15&73

Figure 2-12-2 Set SSID and key
Select WAN adapter as shown in Figure 2-12-3.
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#F B o0 = 9

Radio on/off

o
i

as &
D0

ga
ga
2a
28
ga
2a
20

Figure 2-12-3 Select WAN adapter
Select SoftAP page to set SoftAP parameter as shown in Figure 2-12-4.

rﬁ" ler‘-iJ) ik @ & . @’ © @
Profile AP Network: Advanced Statistics WPS Radio on/off
Sorted by > @ siv @ Channel @ sea [] Showdsm
AP List »»
& s pag-° ¥ k2
& -] 91— = =
001073111111 Y 2 @ ‘ @ & s5: N
116--angel o w0 @ ‘ @ " 0x .
119 L @ ‘ m ® 4
12 & a L 70¢ S
12 & ®a s v =
‘ — |¥

Rescan Add to Profile Connect

Figure 2-12-4 Select SoftAP page
Set SoftAP parameter in SoftAP page as shown in Figure 2-12-5.
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:}i}) @ '

AP Network Advanced Statistics WM

51D »Iserup-qn

Max Number of Peers »Im
nmenucam»|‘"m-’9‘ Encryption »lﬂ

Key Material >> ]“"‘"“'

IP Address >> 192.168.123.1

BSSID »» [ 00-0C-43-00-13-90

Figure 2-12-5 Set SoftAP parameter
Click "Switch to STA mode" to close SoftAP function as shown in Figure 2-12-6.
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X

f.®

Radio on/off

s&ua.fm;—w

M3 Nember of Pears .vszn

uthentication v IWM

Wy Mataria s f.

19 Mddredz 3> 92 ARATIY

Launch Config Utilities

Switch to STA Mode

Open Diagnostic Testing Mode
Exit

Figure 2-12-6 Switch to STA mode
SoftAP function is closed as shown in Figure 2-12-7.

# @ ? 2 g

Profile Advanced Statistics WMM Radio on/off

Sorted by > ° Channel ° Signal. [0 Shawdsm
AP List 2>

1

11

128_OVERNEIGHT

SSRGS H
e

132606
) D D D D D D D

Add to Profile

g
2

Figure 2-12-7 STA mode
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3. Security
3.1  Auth.\ Encry. Setting — WEP/TKIP/AES

System Config Auth, VERcry,
Authentication == Open h 4 Encryption == WEP b |:| Use 802,14
WP Preshared Key »» |
ep Key
O Kew#l Hex - |
@ reynz Hex v |
@ Kevis Hex v |
@ reyra Hex v |

0K Cancel

Figure 3-1 Auth.\Encry. Settings

« Authentication Type: There are 7 authentication modes supported by RaUl. They
are Open, Shared, WPA and WPA-PSK, WPA2 and WPA2-PSK.

« Encryption Type: For open and shared authentication mode, the available
encryption types are none and WEP. For WPA, WPA2, WPA-PSK and WPA2-PSK
authentication mode, the encryption type supports both TKIP and AES.

o 8021X: This is introduced in the topic of Section 3-2.

« Pre-shared Key: This is the shared key between the AP and STA. If operating in
WPA-PSK and WPA2-PSK authentication mode, this field must be filled with a
key between 8 and 32 characters in length.

o WEP Key: Only valid when using WEP encryption algorithm. The key must match
the AP's key. There are several formats to enter the keys.

1. Hexadecimal - 40bits: 10 Hex characters.
2. Hexadecimal - 128bits: 32Hex characters.
3. ASCII - 40bits: 5 ASCII characters.

4. ASCII - 128bits: 13 ASCII characters.

3.2  802.1x Setting
802.1x is used for authentication of the "WPA" and "WPAZ2" certificate by the server.

Swstem Config Auth, VEncry, 802, 1%
EAP Method == PEAP w  Tunnel duthentication »= EAP-MSCHAP w2 - [@] Session Resumption
10 % PASSWIORD Client Certificate Server Certificate
Authentication |0 f Passward
Identity => J | Password ==
0K Cancel
Authentication type:
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« PEAP: Protect Extensible Authentication Protocol. PEAP transport securely
authenticates data by using tunneling between PEAP clients and an authentication
server. PEAP can authenticate wireless LAN clients using only server-side
certificates, thus simplifying the implementation and administration of a secure
wireless LAN.

o TLS/Smart Card: Transport Layer Security. Provides for certificate-based and
mutual authentication of the client and the network. It relies on client-side and
server-side certificates to perform authentication and can be used to dynamically
generate user-based and session-based WEP keys to secure subsequent
communications between the WLAN client and the access point.

e TTLS: Tunneled Transport Layer Security. This security method provides for
certificate-based, mutual authentication of the client and network through an
encrypted channel. Unlike EAP-TLS, EAP-TTLS requires only server-side
certificates.

o EAP-FAST: Flexible Authentication via Secure Tunneling. It was developed by
Cisco. Instead of using a certificate, mutual authentication is achieved by means of
a PAC (Protected Access Credential) which can be managed dynamically by the
authentication server. The PAC can be supplied (distributed one time) to the client
either manually or automatically. Manually, it is delivered to the client via disk or a
secured network distribution method. Automatically, it is supplied as an in-band,
over the air, distribution. For tunnel authentication, only support "Generic Token
Card" authentication.

« LEAP: Light Extensible Authentication Protocol is an EAP authentication type
used primarily by Cisco Aironet WLANS. It encrypts data transmissions using
dynamically generated WEP keys, and supports mutual authentication.

« MD5-Challenge: Message Digest Challenge. Challenge is an EAP authentication
type that provides base-level EAP support. It provides for only one-way
authentication - there is no mutual authentication of wireless client and the
network.

« Session Resumption: The user can choose "Disable” and "Enable".
Tunnel Authentication:

« Protocol: Tunnel protocol, List information include "EAP-MSCHAP v2",
"EAP-TLS/Smart card", "Generic Token Card", "CHAP", "MS-CHAP",
"MS-CHAP-V2", "PAP" and "EAP-MD5".

o Tunnel Identity: Identity for tunnel.
o Tunnel Password: Password for tunnel.
ID\ PASSWORD

« Authentication ID/Password: The identity, password and domain name for server.
Only "EAP-FAST" and "LEAP" authentication can key in domain name. Domain
names can be keyed in the blank space.

o Tunnel ID/Password: Identity and Password for the server..
Client Certification
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System Conifig Auth, \Encry, 802, 1%

EAP Method »» PEAP w  Tunnel Authentication =» EAP-MSCHAP w2 w  [@l Session Resumption
1D A PASSWORD Client Certificate Server Certificate
L] use ciient certificate wpatestz 2003serv 2010/5/1¢ ~ |
OK Cancel

Use Client certificate: Client certificate for server authentication.
EAP Fast

System Config Auth. LEncry. BOZ, 1
EAP Method >» EAP-FAST w  Tunnel Authentication == EAP-MSCHAP w2 w  [@l] SessionResumption
1D % PASSWORD: EAP-FAST
Allow unauthenticated provision mode Prowisioning Tunnel >» EAP-MSCHAP w2 w

PAC List
EUSB protected authentication credential

Import

Remove

0 Cancel

« Allow unauthenticated provision mode: During the PAC can be provisioned
(distributed one time) to the client automatically. It only supported "Allow
unauthenticated provision mode" and use "EAP-MSCHAP v2" authentication to
authenticate now. It causes to continue with the establishment of the inner tunnel
even though it is made with an unknown server.

« Use protected authentication credential: Using PAC, the certificate can be provided
to the client manually via disk or a secured network distribution method.

Server Certification

System Config Auth, \Encry. 802, 1x
EAP Method »> PEAP w  Tunnel Authentication > EAP-MSCHAP v2 w  [@] SessionResumption
1D 4 PASSWORD Client Certificate Server Certificate
D Use certificate chain - &y Trusted Ca - J
Ol Cancel

o Certificate issuer: Select the server that issues the certificate.

« Allow intermediate certificates: It must be in the server certificate chain between
the server certificate and the server specified in the "certificate issuer must be"
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field.
« Server name: Enter an authentication sever root.

3.3  Example to Reconnect 802.1x Authenticated Connection after
802.1x Authenticated connection Is Failed in Profile

There are two situations where a user is able to reconnect an 802.1x authenticated
connection and authenticate successfully after an 802.1x authenticated connection has
failed on the profile page. They are as follows:

When keying in an identity, password or domain name error:

Authentication type chooses "PEAP", key identity into test. Tunnel Protocol is
"EAP-MSCHAP-v2, the tunnel identity and tunnel password are tested. Those
settings are the same as our intended AP's setting.

System Config Auth, VEncry, 802, 1x
EAP Method == PEAP w  Tunnel duthentication == EAP-MECHAP w2 v  [@ Session Resumption
1D % PASSIORD Client Certificate Server Certificate
Aduthentication 1D F Paszword
Identity == J | Password =»
Ok Cancel

Because of keying identity and password errors, the result will appear as in the image
below.

Card Mame == Ralink 02, 11n Wireless LAN Card Identity =»
Profile Mame =» PROF1 Password ==
Meszage =» |nvalid identity or passward
QK Cancel

If you want to disconnect, click "Cancel" on the Authentication Failure dialog box. If
you want to reconnect, key the identity into wpatest2. The tunnel identity is wpatest2
and the tunnel password is test2. Those setting are the same as our intended AP's
setting.
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Card Mame == Ralink 502,110 Wireless LAN Card Identity =» |wpatest2

Profile Mame == PROF1 Password == test2|

Message == Invalid identity or password

QK Cancel

Click "OK". If it has connected successfully. The result will appear as the image
below.

1 RamI x)

o

3

i = 9o = 3
= - # @ 0 » L @
Profile Metwiork Advanced Statistics WA WPS S50 4

Profile List

PROF ip Profile Mame =» PROF1
: S50 == AP1
Metwork Type == Infrastructure
huthentication == WPh
Encryption == AES
Usze §02.1x == YES
Channel == &
Power Save Mode == Chi
Tx Power == huto
RTS Threshold == 2347
Fragment Threshaold == 2344

Add Edit Delete hctivate

Status == AP1 <--» 00-03-7F-00-D7-4d
Extra Info == Link is Up [TxPower: 100%]
Channel == & «<--= 2437000 MHz

Authentication == WPA

Encryption == AES
Metwork Type == Infrastructure Transmit
IP Address == 192.168.5.91
Sub Mask =» 265,255,256.0

Default Gateway == 192.168,5.254

Link Speed == &d.0 Mbps
Throughput == 0,000 Kbps

b Receive
B x> nfa SMRO 3 nfa Link speed == 54,0 Mbps
Gl == nfa MICS == nfa SR s nfa Throughput == 90,014 Kbps

When a "Timeout" occurs;

Choose "PEAP" as the Authentication type and key-in "wpatest2" as the identity.
Tunnel Protocol is "EAP-MSCHAP-v2, and the tunnel identity is "wpatest2". The
tunnel password is "test2". These settings are the same as our intended AP's setting.
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System Config Auth, YEncry, B02.1%

EAP Method »> PEAP b 4 Tunnel Authentication »> EAP-MSCHAP w2 - Session Resumption

1D \PASSWORD Client Certificate Server Certificate

Authentication |0 £ Password

Identity >» J |wpatesl:2 Password >> |7

0K Cancel
When a "Timeout" occurs, the following dialog box will be displayed;

Card Mame == Ralink 802,110 Wirgless LaN Card
Profile Mame == PROF1
Message »» Unable to PEAP authenticate the
wireless uzer in the specified amount of

time, Network infrastructure might be
down, Please press OF to reconnect.

o8 Cancel

If it has connected successfully, the dialog box will appear as follows;
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13 RallI

Profile

PROF1

Add

Status =»

Extra Info ==
Channel ==
Authentication ==
Encryption =»
Metwork Type =»
IP hddress ==

Sub Mask ==

Default Gateway ==

EW = nfa

Gl == nfa

Metwork

Advanced

Frofile List

Edit

Delete

AP =--= 00-03-7F-00-D7-44
Link iz Up [T=Potwer: 100%]

6 @--» 2437000 MHz

WRA

AES

Infrastructure

192,168, 5.91

Z5h,2585,265.0

192,165, 5,254
HT

MCS == nfa

SMRO == nifa
SMR1 == nfa

# @
WA

Statistics

g &

WPs 550

Frofile Mame => PROF1
S50 == AP

Metwork Type = Infrastructure

Authentication == WPA

Encryption => 4ES
Usze 802, 1x =» YES

Channel == &

Power Save Mode == Chk

T Power => futo

RTS Threzhaold =» 25347

Fragment Threshold == 2344

Activate

Tranzmit

Link 5peed == 54,0 Mbps
Throughput == 0,000 Kbps

Receive

Link 5peed == 54,0 Mbps
Throughput == 90,016 Kbps

te
CCx

(X
=P

3.4  Example to Configure Connection with WEP on

Select an AP with WEP encryption and click "Connect".
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RaUl X
— # @ & U @
Profile MNetwork Advanced Statistics WM, WP 550 CCX
Sorted by =» o S5ID o Channel o Signal [ Show dBm
AP List ==
202 B [*] 0% »
219 e § © ox
230 e g ° s
243 ] g ¢ sx o
9 e B1X
_— il
’ arscadre @1 [ .. i |
Broadcom B b)) 0% |
BroadcomliPs e b]e] (0
BUFFALC_A @44 a 2% “
Rezcan Add to Profile Connect
N
Status == arscadre <--= 00-0C-43-28-70-11
Extra Info == Link iz Up [TxPower: 100%]
Channel == 1 <=-> 2412000 MHz; central channel @ 3
Authentication »» Unknown Signal Strength 3 == 0%
Encryption => Mone
Metwark Type == Infrastructure Transmit
IP Address »> 169.254,73, 184 Link Speed =» 270,0 Mbps ha
Sub Mask =» ZRE,2RE.0.0 Throughput == 0,000 Mbps 0.006
Default Gateway == wbps
Rl Receive
B == 40 SMRD = nifa Link speed »» 1.0 Mbps
Gl =5 lang MCS =5 15 SR = nifa Throughput == 0,026 Mbps

The Auth.\Encry. function will appear as below;
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Ealll rg|

B= -
Profile MNetwork Advanced Statistics WA WP 550 CCX
Sorted by == @ 55D @ Channel @ Siznal [ Show dBm
AP List ==

2 B g 0% e
219 1 g ¢ ¢x

20 2 g ° sov

243 s 8 ¢ sx oo

99 s g 5%

4P e B8 ° ox  — -

P arscadre B . 100% . |
Broadcom B Ba 0% 1
BroadcomliPs B LR ] (0 W
BUFFALO_A vbu a 2% K.

Rescan #dd to Profile Cannect

-
System Config Auth, VEncry,

duthentication == Cpen - Encryption == WEP b I:‘ Use 802, 1%

P Preshared Key == |

Wep Key

o Key#1 Hex - |

@ Keyrz Hex v |

@ Heya Hex - |

@ reyr Hex v |

QR Cancel

Enter 1234567890 in the Key#1 Hexadecimal field. This value is same as our
intended AP's setting.
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Rall

Profile

Sorted by ==

202
219
230
243
29
ap1

’ arscadre
Broadcom
BroadcomWPS
BUFFALT_A

Rescan

System Config

MNetwaork

@ 55D

Add ta Profile

Aduth, YEncry.

Authentication ==

WP4 Preshared Key ==

Wep Key

Q) Key#
o Key#z
o Key#3
@ reyra

# @

Advanced Statistics WA WES 550 CCX
° Channel ° Signal [ Show dEm
&P List ==
o1 B8 6% —
1 B ° ¢z e
Yz B8 ° ox  m—
s B ° sz
ve B9 31% N
s g ° oz
o1 B9 100% E—
on B8 60—
1 Ba 0%
Yu a 2% -
Connect
Jpen _ - Encryption =» WEP - |:| Use 802, 13X
|
Hex - |"*"‘“’*“*
Hex - |
Hex - |
Hex - |

OK

Cancel

|

|£

Click "OK". The dialog box will appear as below;
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Ralll
e £ @ g
Profile Metwiork Advanced Statistics WAAM, WPS 550 CCX
Sorted by > o 551D ° Channel ° Signal [ Show dBm
AP List »»
219 B . 2 %
223 B g ¢ sx -
e s B9 ° sz ew
a9 Bs g 5% [
_Shiang_28604P B R ox -
p P e . S 0y

arscadre B bl 3%
BroadcamiiPs B . 0%
BUFFALO_# Yu a 4%
ClaudedP B B8 ° «x e

Rescan Add to Profile Connect

Status > AP1 <-» O0-03-7F-00-D7-44 I
Extra Info »= Link iz Up [TxPower: 100%] 1 5> BE%
Channel == 6 =--= 2437000 MHz l

suthentication = Unknown strength 5 »» 39%

Encryption == WEP

Metwork Type == Infrastructure TrerEmit
IP dddress »> 192,168,513 Link Speed »» 54.0 Mbps
Sub Mask »> Z55,255,255,0 Thraughput »» 0.000 Mbps
Default Gateway =» 192,165,525
L Receive

Ew == nia SMRD 2> nfa Link 5peed == 54,0 Mbps
Gl »> nia MCS > nfa SMRT > nfa Throughput =» 0,022 Mbps

X

3.5

Example to Configure Connection with WPA-PSK

Select the AP with a WPA-PSK authentication mode and click "Connect".
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Balll

- @ A &
F @ O &
Profile Metwork Advanced Statistics WA, WP S50 CCx
Sorted by == @ 55D @ Channel @ Siznal [ Show dBm
AP List ==
~
0148-1 @60 a 20% N =
11n B BEQe =
122 o g 60X -
2 Y1 g 0%
219 1 g ¢ 7x
24 s g ¢ sx ~
99 Y g B1%
_Shiang_28604P 3k GRS o
P arscadre b1 Bo oy T 1 v
Rescan Add to Profile Connect
Y
Status s> arscadre <> 00-0C-43-28-70-11 _
Extra Info == Link is Up [TxPower:100%] l Signal Strength 1 == 18%
Channel =» 1 <--> 2412000 MHz; central channel : 3
Authentication == Cpen Signal Strength 3 = 0%
Encryption =» MONE
Metwork Type = Infrastructure Transmit
IP #ddrsss »» 0,000 Link Speed == 270,0 Mbps
Sub task »» 0.0.0.0 Throughput == 0.000 Mbps
Default Gateway =»
Rr Receive
B =x 40 SMRO == 32 Link Speed == 54.0 Mbps
Gl =5 long MCS == 15 SMR1 == nfa Throughput == 0,012 Mbps

Auth.\Encry. function appears.
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Authentication s

WPA-PSK b

Encryption ==

AES

a H ek ! & th
Profile Metwoark Advanced Statistics WM, WPS 550 CCX
Sorted by »> @ 5510 @ Channel @ Siznal O Show dBm
AP List >>
0148-1 Y a 0%
11n 1 BEQS sox  —
132 e . 60% I
202 1 . 60X
219 &1 B8 ° 7 -
243 vs B8 ° o -
a9 ve . X
_Shiang_28604P el Gp° % -
AP 06 g ° ooz E— ™
) arscadre @1 @. 9% T
Rezcan Add to Profile Connect
System Config Auth, LYEncry,

WP4 Preshared Key »» |

Wep Key

Ol Cancel

Select WPA-PSK as the Authentication Type. Select TKIP or AES encryption. Enter
the WPA Pre-Shared Key as "12345678".
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Ralll
a«a B # D & W
Profile Metwork Advanced Statistics WM WPS 550 CCX
Sorted by »» @ 550 @ Channel @ Sienal [ Show dBm
AP List »»

01481 Y a 0% I
1n 1 BaPe s -
132 e g (0X
20 1 b)) 0%
219 O B8 ° 7
24 s g ¢ sx
99 e . 212
_Shiang_28604P v @ AP ¢
AP1 s d © 100%
P arscadre 1 b)) 99%

Rescan Add to Profile Connect

System Config Aduth, LEncry,
Authentication »» WPA-PSK v Encryption »» AES A4
WPA Preshared Key > |mw*1
Wep Key

(-] v |

@ v |

Q Koyt - |

@ - |

OK Cancel

X

P

Click "OK". Be careful, if the WPA Pre-Shared Key entered is not correct, you won’t
be able to exchange any data frames, even though the AP can be connected.
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] L #F @B © & U @

Profile MNetwork Advanced Statistics WA, WPS 550 CCX
Sorted by == O 551D @ Channel @ Siznal [ Show dBm
AP List =»
0148-1 e a 0% =
11n B df% s e
132 B2 g (0%
202 & g 60% I
219 B B8 ° =
243 s d ° 9 e
a3 e g 3%
_Shiang_28604P b RS ¢ e
p &P s d © oz
arscadre @1 g 9% HE v
Rescan Add to Profile Connect
i

Status == AP <--» 00-03-7F-00-D7-A<

Extra Info == Link iz Up [TxPower:100%)] oth 1 == 49%
Channel == & <--= 2437000 MHz
Authentication == WPA-PSK Signal Strength 3 == 0%

Encryption == TRIP+AES

Metwork Type == Infrastructure

Transmit
IP #ddress == 192,168,5.113 Link Speed == 54,0 Mbps
Sub Mask == 2B5,255,255.0 Throughput => 0,001 Mbps
Default Gateway == 192,1658,5.254
HT Receive
B 5+ nfa SMRO 3= nfa Link Speed == 54.0 Mbps
Gl =» nfa MCS =3 nfa SMR1 == nfa Throughput == 0.021 Mbps

Mbps

3.6  Example to Configure Connection with WPA

Select an AP with WPA authentication mode and click "Connect".
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_ o # @ © &

Profile Metwiork Advanced Statistics i, WPS 550 COX
Sorted by == @ 55D @ Channel @ Siznal [J Show dBm
1P List »»
23 B 653
240 B 1%
243 b4 29%
9 Be 1%
_Shiang_28604P Al 2 gz
hp-03 B 1) e mx

g

APAT-g i
arscadre @1
arvint-28604P b7

® &
(S 15 ]

Rezcan Add to Profile Connect

Status »» Disconnected Link Quality == 0%
Extra Info == Signal Strength 1 == 0%
Channel == Signal Strength 2 == 0%
Authentication == Signal Strength 3 == 0%
Encryption ==
Metwork Type ==
IP Addreszs ==

Transmit
Link Speed ==

Sub Mask == Throughput ==
Default Gateway ==

HT

Receive
BWY == SHRD == Link Speed ==
Gl »> MCS == SHRT == Throughput ==

The Auth.\Encry. function pop up. (If AP setup security to Both (TKIP + AES),
system defines is AES that security is severely.)
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WPk Preshared Key =>

Wep Key

# @

o

Profile Meatwork Advanced Statistics Wi, WPS
Sarted by == ° 551D o Channel o Signal
AP List »»
240 b . 91T
243 ba . 15% D
59 e g %
_Shiang_2860AF &1 GRS oz
fp-02 b . Sy
£ s g ° 0z
AP4T-2 D1 g ° x o
arscadre B BeQe o=
andnt-28604P b7 . S 9y
Broadcom &1 g 76%
Rezcan Add o Profile Connect
System Config Auth, VERcry, 802, 1x
Authentication == WP b Encryption =» BES -

82

550

[0 Show dBm

ta
CCx

Cancel

=P

Click "8021X" and the setting page will appear.
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Ralll

202
213
219
223
240
99

Sorted by ==

E4P Method ==

Metwark

@ 5D

Profile

_Shiang_2B60AP

Ap-03
P 4p1
arscadre
Rezcan Add to Profile
System Config Auth, VERCEy.

PEAP

1D % PASSWORD

Authentication ID f Password

# @

Gt =
Advanced Statistics YA,
o Channel o Signal
AP List »»
b b)) 2%
B . 2 .y
B B ° =
B b]e] 4%
B . 8¢%
Bs . 99%
el GRS s -
B . S iy
Vs g ° nzx
b1 GRS oox  m—
Connect

w

802, 1x

Tunnel Authentication ==

Client Certificate

=

Identity ==

EAP-MECHAP v2

server Certificate

Pazsword ==

Ok Cancel

WPS

-

g %
550 CCX
[0 Show dBm

@ Session Resumption

—

X

=

Authentication type and setting method:

PEAP:

1. Select "PEAP" as the Authentication type from the drop-down list. Key-in
"wpatest2" for the identity. "Select "EAP-MSCHAP v2" from the drop-down list for

tunnel authentication and key-in the tunnel identity as "wpatest2" and the tunnel

password as "test2". These settings are the same as our intended AP's setting.
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- # @ g

Profile Metwork Advanced Statistics WA WPS 550 CCx
Sorted by s> Q) 55D @ Channel @ Siznal [J Show dBm
AP List =»
240 B g %
243 B4 . 5% W
59 e g %
_Shiang_28604P B . 2 %y
Ap-03 & g ¢ mx -
AP s B9 ° o -
P72 B @ ¢ x»x o=
arscadrs B BaPS oz -
anAnt-2B604P b7 . S 9y
Broadcom & bl 7%
Rescan Add to Profile Connect
System Config Auth, “Encry. 802, 1x
E4P Method == PE4P - Tunnel Authentication == EAP-MSCHAP w2 - |E| Session Resumption
D W PASSWORD Client Certificate server Certificate

Authentication D f Password

Identity == J |wpatest2 Pazsword == [

O Cancel

. Click OK. The dialog box should appear as below.
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Pru_file MNetwaork Advanced Statistics

Card Mame == Ralink G0Z.11n Wirgless LAM Card

Authentication Status

20030026, 765 Starting network connection, .,
20:30:26.590 Metwork iz connecting. ..
20:30:27,000 PEAP Authenticating...

o8

Cancel

WA, WPS 550
Sorted by == Q) 55D @ Channel @ Siznal [ Show dBm
1P List »»

223 B bR 605 I

240 30 . 26

3344 &1 B8 ° mx -

a9 e bR %% I

_Shiang_28604P 30 . 2

fp-03 b B8 ° ¢ e
b ap1 s d © ox

Belkin_N1_Wireless BAFETS e . 0%

Broadcom 2l Ba 3%

EroadcomiiPs e L] 91

Rescan Add to Profile Connect

Connected by manual...

ta
CCX

>

|€

*1f you want to disconnect, please click cancel button in Authentication Status

function.

*In Profile function, show "Profile Name™ option only in adding AP to Profile

function.

3. If the connection is successful, the dialog will appear as below.
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Ralll X

- N
- # @ O & L @
Prafile MNetwark Advanced Statistics AR, WPS 550 CCX
Sorted by =» @ s5D @ Channel @ Signal [J Show dBm
P List »»
202 B g 31% A
213 B . 2 i
219 B § ° 7%
prs] Al g 45—
240 & g 3%
99 e . 9T
_Shiang_28604P & GQ° sx -
4p-02 B . 2 ¢
P ap1 s d © oz |
arscadre B . S x |
Rescan Add to Profile Connect
-
Status »» AP <=-> O0-03-7F-00-D7-Ad I
Extra Info == Link iz Up [TxPower:100%]
Channel =» & <--» 2437000 MHz
Authentication == WPA Bl
Encryption == THIP+4ES
Metwork Type == Infrastructure Transmit
IP Address => 192, 168.6.79 Link Speed »» 5.0 Mbps
Sub Mask »> 366,366,260 Throughput =» 0,000 Kbps
Default Gateway == 192,168,5,254
r Receive
B == nfa SHRD 5= nfa Link peed == 54,0 Mbps
Gl »> nfa MCS => nfa SNR1 => nifa Throughput =» §7, 145 Kbps
TLS / Smart Card:

1. "Select TLS / Smart Card" from the Authentication type drop-down list. TLS only
requires the identification to be set as "wpatest2" for server authentication.
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RO [X]
§E = & & B 0 & U @

Profile Metwork Advanced Statistics WA, WPS 550 CCX

Sorted by =» o 551D o Channel o Signal ] Show dBm
AP List =>
e B8 ° oz e ”
B . WY
132 e g 31%
185 Be e i
202 & g % N i
219 B B8 ° %
240 B g %%
hp-03 B g ° ¢
4P Be . e 0 ;|
Broadcom Al bR % N v
Rezcan Add to Profile Connect
il
System Config Auth, WEncry. 02, 1x
EAR dethod == TLS / Smart Card w  Tunnel duthentication == [@ Zession Resumption
10 % PASSWIORD 1 Client Certificate server Certificate

Authentication D f Pazsward

Identity == J |uupatest2

Ol Cancel

2. TLS must use client certification. Click "Client Certification" and select a
certification for server authentication.
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E4P Method ==

1D % PASSWIORD

Uze Client certificate

TLS f Smart Card

# @

Profile MNetwork Advanced Statistics WA
Sorted by =x @ 550 @ Channel @ Siznal
AP List =>

e g ¢

1 g A%

132 2 g 1%

125 e e x

202 e g 6%

219 B g ° 7

240 T30 g 863%

Ap-03 B g ° e

AP e g ° mx

Broadcom T30 <] 6%
Rescan Add to Profile Connect
System Config Auth, VERCEy, 802, 1x

- Tunnel Authentication ==

Client Certificate Server Certificate

WPS

&
550 cox
[0 Show dBm
3
|
v
s

@ Session Resumption

wpatest2 2003zery
Izsued Ta == wpatest2
Issued By == 2003sery
Expired On == 2010/5/15
Friendly Mame ==
Ok Cancel

20107841 = |

3. Click "OK". The dialog box should appear as the image below.
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Rall

Sorted by ==

202
213
219
223
240
99

dp-13

b 4P

arscadre

Rescan

Pru_file MNetwork

@ 5o

_Shiang_28804P

#idd to Profile

Card Mame => Ralink 802, 11n Wirgless LAM Card

20051:02.234
20:51:02.343
20051:02,453
205106, 454

#

Advanced  Statistics

@ Channel

&
i
&
i
&
e
&
b
e
&1

Connect

WA,

@ Sienal
8D List »»
bl 81%
Bdg ° e
B °
3w
309
300
399> o
Bg ° e
B9 ° ox
dape o=

Authentication Status

Metwork Link is MOT connected,
Starting network connection...
Metwork is connecting...

TLS Authenticating...

Ol

g &

YiPS 550

[ show dBm

Connected by manual...

Cancel

e

CCX

|

X

=

>

*If you want to disconnect, please click "Cancel™ on the Authentication Status
function page.

*In Profile function, show "Profile Name™ option only in adding AP to Profile

function.

4. If it connected successfully, the result will appear as in the image below.
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o s @ 0 & O @
Profile MNetwork Advanced Statistics Wi, WPS 550 CCX
Sorted by == @ 55D @ Channel @ GSiznal [J Show dBm
AP List »»
) 1 g 3%
213 B g °© «wx e
219 1 g © 7
223 1 g Ay
240 wi g 3%
% e g %
_Shiang_28604P wi GRS =
fp-03 B § ° ¢ e
b Pt s d °© 10z o
arscadre b gme w0
Rescan Add ta Profile Cornect

Status == AP <--> 00-03-7F-00-D7-A4
Extra Info == Link iz Up [TxPower: 100%]
Channel == & =--= 2437000 MHz
Authentication == WPA
Encryption == TKIP+AES

Metwork Type == Infrastructure

Transmit
IP Address == 192,168.5.79 Link Speed == 54.0 Mbps
Sub mask »» 255,266,256.0 Throughput == 0,000 Kbps
Default Gateway == 192,168, 5,254
HT Receive
B => nsa SMRO *» nfa Link Speed == 54.0 Mbps
Gl =» nfa MCS =5 nifa SHR1 >» nfa UHEUERUE 5> 5701458 (e
TTLS:

1. Select TTLS from the Authentication type drop-down list. Key-in the identity as
"whpatest2". Select CHAP for tunnel authentication, and key-in the identity as
"wpatest2" and tunnel password as "test2". These settings are the same as our
intended AP's setting.
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Pr0=file Metwork Advanced Statistics WA WPS 550 CCX

Sorted by == @ 55D @ Channel @ Siznal [J Show dBm
1P List »»
e g ° s - 4
B . WY
132 e g 31%
185 Be e i
202 & g 7% )
219 B B8 ¢ =
240 B . % N
fp-03 el g ° x
4P Be . S 0% 1
Broadcom Al bR 7% v
Rescan Add to Profile Connect
il
System Config Auth, WEncry. 02, 1x
EAP Method == TTLS w  Tunnel Authentication == CHaP - [@] Zession Resumption
10 % PASSWIORD Client Certificate server Certificate

Authentication D f Pazsward

Identity == J |uupatest2 Pazsword == [*7F

Ol Cancel

2. Click "OK". The dialog box should appear as the image below.

Authentication Status

Card Mame == RT3 USE Wireless Lk Card Profile Mame == PROF1
21:158:1%9.250 Metwark. Link is MNOT connected.
21:18:19,389 Metwork, iz connecting. ..
21:18:21, 156 Metwork, i connecting. ..
21:18:21.265 TTLS Authenticating. ..
L8], Cancel

*1f you want to disconnect, please click "Cancel™ on the Authentication Status
function page.

*In Profile function, show "Profile Name" option only in adding AP to Profile
function.

3. If the connection is successful, the dialog box will appear as the image below.
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Profile MNetwork Advanced Statistics Wi, WPS 550 CCX
Sorted by =» @ 5o @ Channel @ Siznal [ Show dEm
4P List =
202 B g £1% s
213 B g ° «wx
219 B g © »x o
22 B g 4%
240 wi g 3% I
a9 e g 0%
_Shiang_28604P wi GRS sx e
fp-03 B g ° ¢ s
b Pt s d © 1z
arscadre b GRS 0 =
Rescan Add ta Profile Cornect
il

Status == AP1 <--» 00-03-7F-00-D7-44
Extra Info == Link iz Up [TxPower: 100%]
Channel == & =--= 2437000 MHz
Authentication == WPA
Encryption == TKIP+AES

Metwork Type == Infrastructure

Transmit
IP dddress == 192, 168.5.79 Link Speed == 54.0 Mbps
Sub mask == 255,255,255.0 Throughput == 0,000 Kbps
Default Gateway == 192, 168.5.254
Wl Receive
BW > nJa SHRO 5> nfa Link Speed => 54,0 Mbps i
Gl »> nia MCS 3> nfa SMRA => nfa Throughput == 57,148 Kbps 1.919
Mbps
EAP-FAST:

1. Select EAP-FAST from the Authentication type drop-down list. Key-in the identity
as "wpatest2" and a domain name into the blank field. The tunnel identity is
"whpatest2" and password is "test2". These setting are the same as our intended AP's
setting.
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Pru_ﬁ'le Metwork Advanced Statistics Wi WPS 550 CCX

Sorted by == @ 550 @ Channel i@ Signal [0 Show dBm
AP List »»
b . S 5y »
S g T
132 e g 3%
185 e ) S x
202 B . 7T S I
219 &1 8 ¢ 7x
240 o1 g 3%
fp-02 b . C
P e . S x g |
Broadcom o1 2o 7% v
Rescan Add to Profile Connect
y -
System Config Auth. WEncry. 802, 1%
E4F Method == EAP-FAST w  Tunnel huthentication =» EAP-MSCHAP 2 w  [@ Session Resumption

.JE VPASSWORD EAP-FAST

Authentication ID f Passward

|Ident1ty b3 j |wpatest2 Pazsword x> [*7F Domain Mame =»

Ok Cancel

2. Click "OK". The dialog box should appear as the image below.
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L & "B =
=~ @ # @ ¢ &
Praofilz Metwark Advanced Statistics Wi, WPh 550 Crx
Sorted by == @ 55D @ Channel @ GSiznal [J Show dBm
AP List ==
Ap-03 wi § ° s
) 4Pt o g ° o
arvint-28604P @? gox  HE
Broadcom b %% W
BroadcomifPs @1 A5 [ .
Cobra e My
dlink @11 gox  HE
fan e 00%
SoftaP-03 @1 5% W
SoftéP-kce @1 %
Rescan Add to Profile connect
Authentication Status
Card Mame => Ralink 502.11n Wireless Lak Card Connected by manual. ..
20:310:39.062 Starting network connection. ..
20:531:39.906 Metwork is connecting...
20031142984 EAP-FAST Authenticating
Ok Cancel

3. If the connection is successful, the dialog box will appear as the image below.
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Balll E|

E o~ # @ © & LG @
Profile Metwork Advanced Statistics WA WPS S50 CCX
Sorted by == o SsiD o Channel o Signal [ Show dBm
AP List »»
) 1 g 31% 23
213 3t g ° o
219 B . e x:
223 B ] 4%
20 3t LR ] %6
99 e . %0y
_Shiang_28604P B g sx -
fp-03 3t g ° o e
p P s d © ox o .
arscadre B BOPS ox  —  ©
Rescan Add to Profile Cannect
-
Status »» AP1 2--> 00-03-7F-00-D7-4d
Extra Info == Link is Up [TxPower:100%]
Channel =» & <--> 2437000 MHz
Authentication == WPA
Encryption == TKIP+AES
Metwork Type = Infrastructure Transmit
IP dddress == 192,1658.5.79 Link Speed =» 5.0 Mbps
Sub Mask »» Z55,255,255.0 Throughput >» 0.000 Kbps
Default Gateway =» 192.165,5.254
r Receive
EWf == nfa SMRO == nia Link Speed == 54,0 Mbps
Gl =» nia WS =+ nfa SMR == nfa Throughput == 57,143 Kbps

*If you want to disconnect, please click "Cancel™ on the Authentication Status
function page.

*In Profile function, show "Profile Name" option only in adding AP to Profile
function.

3.7  Example to Configure Connection with WAPI
Select an AP with WAPI authentication mode
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= & & B O &

Profile MNetwork Advanced Statistics WM WPS SS0 CCX
Sorted by == @ S50 o Chaniel ° Signal D Show dBm:
AP List >>
Ralirik InitialaP @ 7 b a 9%
RT30704P @ 6 b g @ 4% W
\incent-Kao-4P Y1 @ s m e 3 100% =
WAPI-Cert Y ¢ g o s1x
WAPI-PSK-ASCI tb é b a o 100% I E
|
& ) § -_—
Rescan Add to Profile Connect
Statuc »>> catch_me_i.. <--> 00-0E-ZE-E1-98-31 l
Extra Info ==  Link isUp [Tx Power ==; 100%] I

Channel >= & <= 2437 MHz; centralchannel : 4
Authentication ==  Open

Encryption == MNOMNE

Transmit
Metwork Type »=  Infrastructure Link Spead >= 270.0 Mbps
IP Address »>  192.168.Z.112 i 3,440 Kbps
"Ig‘ll‘t 23 3.
Sub Mask == Z55.255.Z55.0
Default Gateway »= 1‘?2.11;8}.-2,1 R i
Link Speed >» 270.0 Mbps
EW == 40 SMRO == Z3
Throughput >>120.360 Kbps
Gl == long MCS == 15 SMR1 == 18

Press "Connect" button, show ( Auth. \ Encry.) window, authentication mode is
WAPI-PSK
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WPA Preshared Key ==

ien Key

@

# @

—— =
Profile Metwark Advanced Statistics WA,
Sorted by =5 @ sio i@ Channel @ siznal
AP List =>
RealinikInitialip W7 s 39
RTI0704P ¥ g 245
Vincent-Kao-4P w1 a & 1ox
WAPI-Cart o] 9 o 81%
AP -PSK-ASC e a a 100%
WAPI-PSK-HEX Ve g o ae
Zivap o1 Q 6%
Rescan Add to Profile Connect
Auth, %Encry,
Authentication == AP I-PSK - Encryption ==

554

550

[] Shew dEm

||

Hex - |

[9]% Cancel

Key type is

MHex >

enter T 1234567890 4
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Profile
Sorted by =»

Ralink I nitizal4P
RT30704P
wincent-kao-4P
WAPI-Cert
WP -PEK-ASCTH
WP -PEK-HER

Zivap

Reszcan

#uth, YEncry,

MNetwark

@ D

Add to Profile

Authentication ==
WA Preshared Key ==

iep Key

# 0

Advanced  Statistics VMM

WP 550
@ Channel @ siznal [] Showdem
AP List =

b7 g % =

e E e ﬂ 2%

o a & 1005 =

e §8 o %

» o« § @ v mm— =

¥ o § o cox

b dap gex 3

Connect
-~
AP -PSK - Encryption == SMsd
e - 1a—a~a—a~a.—a-a-a—a*
o] 8 Cancel

You can also connect AP with WAPI-CERT authentication mode
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Profile MNetwork Advanced Statistics Wi, WPS 550 CCX
Sorted by =» ° 551D o Channel o Signal [ Show dem
AP List »>
Rafink InitialaP Y7 ' 9% o
RT30704P e ' s EEEE
Vincent-Kao-AP 1 ' m & oox E |
WAPI-Cart Y s @ g o 81X
WAPI-PSK-ASCI1 © s § o ox =)
WAP|-PSK-HEX o ' o g% I
zivap &1 ] s6x I 2
Rescan Add to Profile Connect
-
Auth, \Encry. WAPI
Authentication == WAP|-CERT v Encryption >> SHS4 -
WPA Preshared Key == I
Wep Key
@ v |
@ - |
Q v |
@ - |
oK

Select user certificate
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Profile

Sorted by ==

Ralink Initial4P
RT30704P
Wincent-Kao-AP
WAPI-Cert

W APT-PSK-ASCTH
WAP1-PSK-HEX

Zivap

Rezcan

Auth, VERcry,

# @

MNetwark Advanced Statistics WA

@ =0 @ Cchannel

s ]

O S

TTFTSSS
€2 & & 2 & &

Add to Profile Connect

AP

AS Cert

@ Signal

- AP List »»
a 39%
! m 24%
‘ i, 100%
g o 1%
a o 100%
s o 86%
é

6%

S

$

&0 Cox

[] Show dém

Use User Certificate =» |Di'packageiwireless 1xMirse

Issued To ==
Izsued By ==

Expired On ==

[0],8 Cancel

Bromzer

|3

[

Select authentication server certificate
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&

Profile Metwaork Advanced Statistics

B 0o 3

WEAARA WPS 550 CCX
Sorted by == @ siv @ Channel @ siznal [ show dBm
AP List =»
RalinkInitialP B Q 3%
RT30704P o) g 24%
\incent-Kao-4p B a & 100%
WAPI-Cert Yo g o g%
WAPI-PSK-45C e @ o 100%
WIAPI-PSH-HEX [ § o s
zivap o <] sex IS
Rezcan Add to Profile Connect
Auth. YEncry. AP
Usar Cart
Use is Certificate == [Dipackageiitirelsss TH Browser
lszued To ==
lszued By =+
Expired On ==
o]8 Cancel

[

Click "OK" to start connection. Be careful, if the WAPI Pre-Shared Key or certificate

IS not correct, you won’t be able to exchange any data frames, even though the AP can

be connected.
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Profile
Sorted by =»

Ralirik InitishéP
RT30704P
Wincent-Kao-AP
WAPI-Cert
WAPI-PSK-45C1L

P wARI-PSK-HER

Ziwap

Rezcan

Status ==

Extra Info ==
Channel =»
Authentication ==
Encryption ==
Metwork Type ==
IP hddress ==

Sub Mask ==

Default Gateway ==

BEW == nfa

Gl #» nfa

@ 5 s ’
- # » G o®
Metwork Advanced Statistics WA WPS 550 CCX
& =0 @ Channel @ signal [ Show dBm
AP List >
W7 g 39% o
e @ 2
& & o 100%
W s 4 o B1%
W s g g o
[ 4 o Be
[Tl g g6 3
Add to Profile Connect
r
WAPI-PSK-H., <--= 04-06-C0-02-35-C7
Link is Up [Tx Power ==:100%]
6 =--= 2457 MHz
AP =P
U Transmit
Infrastructure Link Speed »» 54,0 Mbps
192,168,212 Thraughput »> 0635 Kb
roughput == 0, 13
255, 2RE,285.0 D B
192.168.2.1 Bacens
HT
Link Speed == 1.0 Mbps
SMRD == n/a
Throughput ==116,176 Kbps
MCS => nfa SMR1 == nifa

4.  Appendix

4.1  Country Channel List

Country channel list, channel classification and range.

Argentina

Australia

Austria

Bahrain

Belarus

Belgium

Bolivia

Brazil

Bulgaria

Canada
Chile

CH1~11
CH1~13
CH1~13
CH1~11
CH1~13
CH1~13
CH1~13
CH1~11
CH1~13
CH1~11
CH1~11

O O P O B P P O kB P, O
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United Arab Emirates 1 CH1~13
United Kingdom 1 CH1~13
United States of America 0 CH1~11
Uruguay 0 CH1~11
Venezuela 0 CH1~11
Yugoslavia 0 CH1~11

4.2  Acknowledgements

The above settings are used in the test platform by RaLink technology corp. Users can
set the function in accordance with their AP.

Acknowledgements:

"This product includes software developed by MDC and its licensors. This product
includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)". This product includes cryptographic software written by
Eric Young (eay@cryptsoft .com). This product includes software written by Tim
Hudson (tjh@cryptsoft.com).

5. FAQ
5.1 About Guest account

Guest account will have following constraints:
It only can "Activate" the profile
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Profile

| 3 FROF1

Status ==

Extra Info ==
Channel ==
Authentication ==
Encryption ==
Metwork Type ==
IP Adddress ==

Sub Mask ==

Default Gateway ==

B == nfa

Gl => nia

MNetwark

L_|
| e—

Profile List

Wincent-Kao-4P

Wincent-Ka,, <= 00-0E-2E-E1-AF-15

Link is Up [Tx Power ==:100%]
1 w--= 2412 MHz

WPA-PSK

TKIP

Infrastructure
192,165.2,103

255, 2R6.285.0

192.168.2.1
HT
SMRD == nfa
MCS = nfa SMR1 == nifa

Statistics

a @ Profile Name » =
3510 ==

Metwork Type ==
Authentication ==
Encryption ==

Usze §02.1% ==

Tx Power ==

Channel ==

Power Save Mode ==
RT% Threshold ==
Fragment Threshold ==

Transmit
Link Speed == 54,0 Mbps

Throughput == 2,184 Kbps
Receive
Link Speed == 1.0 Mbps

Thraughput == 187,840 Kbps

Radio onfoff

It can't add the profile in

"Network" page
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Profile

Sorted by ==

SoftaR-25
softéP-DE
testroam

) “incent-Kao-AP
WFARAlNk Test123
WFAWFD-L,

WPS_@.@_WPs

Status ==

Extra Info ==
Channel >
Authentication ==
Encryption ==
Metwork Type ==
IP dddresz ==

Sub Mask ==

Default Gateway ==

BW == nfa

Gl == nia

=

B,

=

FTTTTSSS

~

K

& & &

o]

Connect

Vincent-Ka., <--» 00-0E-2E-E1-AF-15

Link is Up [Tx Power ==:100%]
1 =--» 2412 MHz

WPA-PSK

TEIP

Infrastructure
192.166.2,103

2h5.256,255.0
192.168.2.1
- HT
SMRD == nifa
MCS =+ nfa SMR1 == nifa

&

[ii=18=Stie fte Sl i= fla f- 8

n

9

9
9
9

5

5
g

Metwark Statistics
@ s=iv i@ Cchannel @ Signal
AP List =»

%
a4
3%
100%
a4y
1%
15%

Transmit
Link Speed == 54,0 Mbps

Throughput == 0,000 Kbps

Receive
Link Speed == 1.0 Mbps

Throughput == 166,264 Kbps

F"ﬁ
i @
CCX Radio onfoff
[] Shew dBm
o
&
2
-~

5.2

E:xit

Windows 7

Launch Config Ukility
Cpen Diagnostic Tesking Mode

Q1. Pop up message as shown in Figure 5-2-1.

Ralll

& Failed to switch to STA+AP maode

h

-

Figure 5-2-1 Failed to switch to STA+AP mode

Al. Because virtual Wi-Fi miniport adapter is enabled for one wireless adapter once,
please disable other non-Ralink wireless adapter (Figure 5-2-2), and then switch to
STA+AP mode again.
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T . - s W ;
@- -v| & e« Metwork and Internet » Network Connections » - | 4 | | Search Network Connections pel !
\"'J — —
Organize » Connect To Disable this network device Diagnose this connection  » 3=« [ @
i . Bluetooth Metwork Connection "' Local Area Connection l"' ‘Wireless Metwork Connection
= _ Disabled M5 Network cable unplugged M Not connected
Bluetooth Device (Personal Area ... 3§ @ 5i5191 Ethernet Controller b4 dﬂ]] Atheros ARG2EX Wireless Network..,
l: Wireless Metwork Connection 3
B Tdentifving
- Ic ]

cdﬂ] Microsoft Vir

Virtual WiFi Miniport A...

Figure 5-2-2 Disable other non-Ralink wireless adapter

A2. Radio must be turned on first if you want to use STA+AP mode. If radio is turned
off, and you are desired to switch to STA+AP mode (Figure 5-2-3), you will get the
message as Figure 5-2-1.

I

= ¢ & B © i Z

le Network Advanced Statistics WMM WPS Radio on/off  About

-
-
=]
=]

Sorted by =>
AP List =>

Launch Config Utilities
Switch to STA+AP Mode

Open Diagnostic Testing Mode
Exit

Figure 5-2-3 Switch to STA+AP mode when radio is turned off
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