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Notice

e This document is issued to guide users how to install and operate LP-8096 802.11AC Dual Band Wireless Router. Please read
the document carefully to avoid any damage which is caused by inappropriate use excluding from the warranty.

e Loopcomm Technology Inc. reserves the right to revise/update the content of LP-8096 user manual without advance notice.
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Features

® Complies with IEEE 802.11a/b/g/n and ac Draft 2.0

® Maximum PHY data rate up to :

173.3Mbps using 20MHz bandwidth,

400Mbps using 40MHz bandwidth,

866.7Mbps using 80MHz bandwidth.

2x2 MIMO technology for extended reception robustness and exceptional throughput
5SMHz / 10MHz / 20MHz / 40MHz / 80MHz bandwidth transmission
OFDM with BPSK, QPSK, 16QAM, 64QAM and 256QAM modulation.
Convolutional Coding Rate: 1/2, 2/3, 3/4, and 5/6

Support Network Attached Storage

All Giga RJ45 Ports

Support USB2.0

Copyright © 2014 Loopcomm Technology Inc. All rights reserved.



Technical Specification

Wireless Standard: 802.11a/b/g/n and ac Draft 2.0
Frequency Band: 2.4GHz, 5.0GHz
Wireless Speed: 2.4GHz: 300Mbps (Tx/Rx)
5.0GHz: 300Mbps (Tx/Rx)
Amplifier: Dual 2.4GHz Amplifiers
Dual 5.0GHz Amplifiers
Dual Low Noise Amplifier
Wireless Sensitivity: -93dBm (Max)
Wireless Output Power: 18dBm (Max)
Wireless Security:
* WEP, WPA, WPA2, WPA Mixed, WPS
User Access Control:
* MAC address filtering
Wireless Access Scheduling:
* Specific day and time
(2.4GHz or 5.0GHz Separately)
Wireless Coverage Control:
* 15% - 100% Output Power
(2.4GHz or 5.0GHz Separately)

Antennas:
* 2 x Detachable Dual Band 5dBi Omnidirectional Antenna
* 2 x Reverse SMA Connector
Ports:
* 1 x RJ-45 10/100/1000M W AN ports (Local Ports)
* 4 x RJ-45 10/100/1000M LAN ports (Local Ports)
» USB 2.0 Port for Storage Devices
Mounting:
» Wall, Stand or Desktop
Setup Requirements:
» Wired or wireless PC/Mac and an available 802.11a/b/g/n or
ac Draft2.0 wireless network
* Google Chrome, Internet Explorer (8.0 and up) or Safari Web

browser
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Getting Started

Package Contents

Check to make sure you have all the contents within your package:

802.11ac Dual Band Wireless Router

Two Detachable 5dBi Omnidirectional Antennas
Power Adapter (AC 100-240V, DC 5V/2A)

Two RJ-45 Ethernet Cable

Quick Installation Guide

Product CD

Stand for Vertical Mounting
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LED Indicators

Power: Indicates when the Dual Band Wireless Router is powered on. The
LED will remain on.
5.0GHz Wireless Activity: Blinks rapidly when wireless data traffic is
| transmitted or received over the 5.0GHz wireless network.
2.4GHz Wireless Activity: Blinks rapidly when wireless data traffic is
| transmitted or received over the2.4GHz wireless network.
| WPS: Wi-Fi Protected Setup activity. When the WPS mode is activated the
| WPS LED blinks as it awaits a connection.
USB Connection: Indicates when a USB storage device is connected to the
‘ USB port for local sharing.
| Gigabit Wired Ports 1-4: Indicates when a networking device is connected to
| a wired port on the back of the Dual Band Wireless Router. The LED blinks
| rapidly when wired data traffic is transmitted or received.
| Internet Connection: Indicates when the Dual Band Wireless Router is
connected to a broadband modem. The LED will blink when Internet traffic is

transmitted or received.
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Back Panel Description

Antenna Connectors (1-2): SMA antenna connectors.

Attach the included high gain dual band antennas to these connectors
WPS: Hold down for 3 seconds to enable WPS push button configuration.
Reset: Push down once to reboot the Dual Band Wireless Router. Hold
down for 5-10 seconds to reset the Dual Band Wireless Router back to
factory settings.

Power: Power adapter port. AC Input: 100-240V, DC Output: 5V 2A
USB Port: Attach USB storage devices, such as USB flash drives and
external hard drives, for file sharing.

Wired Devices: Gigabit RJ-45 ports for connecting to wired computers or
network devices.

Modem: RJ-45 port for connecting to your Broadband Modem.
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Setup Guide

Setup Preparations
1. Disconnect and Power Off your Existing Wireless Router.
2. Disconnect your existing Wireless Router from your computer, your broadband modem =\

and its power outlet. If you do not have an existing Wireless Router please continue to

Modem Existing Router

the next step.
Power off your Modem
Please Power off the Modem by disconnecting the Modem’s power adapter from the Remove i
power outlet. If your Modem has a backup battery, remove the backup battery from Beicup ba}tew
your Modem. Do NOT power on the Modem until prompted at a later step. ;

Modem

Copyright © 2014 Loopcomm Technology Inc. All rights reserved.



Connect the Dual Band Wireless Router to your Modem

*Do NOT connect the power adapter to the Dual Band Wireless Router at this time

a) Use the included Ethernet cable and connect one end of the cable to your Modem

b) Connect the other end of the cable to the WAN port on the Dual Band Wireless Router

Copyright © 2014 Loopcomm Technology Inc. All rights reserved.



Power on vour Modem

Plug in your Modem’s power adapter and backup battery (if available):

Reinsert
Backup battery

Modem
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Power ON the Dual Band Wireless Router and connect it to your Computer

/

a) Attach the antennas of the Dual Band Wireless Router to the antenna ports labeled 1 and 2
b) Connect the included grey network cable to an available port on your computer

c) Attach the power adapter to the Dual Band Wireless Router’s PWR port and a power outlet
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Software Configuration

Open vour Web Browser to Access the Setup Wizard

1. Open your web browser.

2. Type in: http://setup.loopcomm.com into the web address bar.

2 hitp /19216, 0 = B & X | 2 Loopcomm Wireless X

http:// setup.loopcomm.com

3. Ifthe web menu fails to open, type in the following IP address into your web address bar: http://192.168.3.1

4.  When prompted, enter the login and password.

Authentication Required %

The server 192.168.3.1 requires a username and
password. The server says the High Power Router.

User Name: |

Password:
LOGIN: admin
Loglh | [ Cance PASSWORD: admin
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Welcome to the Smart Setup Wizard

When the web menu appears, click BASIC SETUP and NEXT
to proceed with the Smart Setup Wizard.

The Smart Setup Wizard will guide you through the following settings: 8

1. Internet Connection

| Welcome to the Dashboard

Internet Modem

2‘ SyStem CIOCk Your Broadband Modem is not connected to the Modem Port on the Router.
Attach your Modem and click below to configure the Router’s Basic Settings.

3. Wireless Connection

[l Welcome to the Basic Setup Wizard

If you are setting up the Router for the first time or if you currently do not have Internet access, follow
the intructions below. If your Router is already conifgured with Internet access, skip these steps and click

Next or go to More Settings for access to advanced features

> N o 4

5

Power Adapter

Router

A Checkthat your modem has already been rebooted by unplugging the power and
backup battery (if available) for 30 seconds.

m

Checkthatthe modem is connectad to the Router's Madem Port (plue).

[s]

Check that Antenna 1, Antenna 2 and Antenna 3 are attached to their corresponding
antenna connectors

=]

Click Next to continue!
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Configure your Internet Connection

Configure your Internet settings using the automatic configuration settings. The wizard will check the connection to
your modem and attempt to automatically configure your Internet connection settings. If there is a problem with the

connection the wizard will provide you with information regarding the problem.

Internet Connection Setup

The Smart Setup Wizard will attempt to detect your Internet connection and configure the settings of
your Internet connection automatically.

Butomatic Configuration

If you wish to configure your Internet connection manually, select Manual Configuration:

IMianual Configuration

Internet Connection > Automatic Configuration Failed

More advanced users may choose to configure their connections manually by selecting

The Smart Setup Wizard cannot find the cable connection to your modem. Please check that:

Manual Configuration. DSL users may require additional login information.

Select the appropriate connection type and enter the required information.

Intemet  Modem High Power Router

1. An Ethernet cable is attached to the blue "Modem" port on the back of the High
Power Router and the network port on your modem

2. Your modem is powered on

Once you have done so. click "Automatic Configuration” to try again or select "Manual Configuration” to
manually set your Internet connection settings

bummahc Configuration Manual Configuration
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If the Automatic configuration was successful, you will be directed to a
B Internet Connection > Automatic Configuration Successful

Configuration Successful page.

The Smart Setup Wizard has successfully configured your Internet connection

Click Next to continue

Intemet; | Moden High Power Router

Please press Next to continue

NEXT
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Set the Svstem Clock [Cwecowe | 1 | 2 | 3 | Fwse

. . System Clock
The System Clock is used for system logs and setting schedules for Internet access.

Click Syne to synchronize the System Clock with the time on your computer.

Update the System Clock for the High Power Router by clicking the Sync button below.

Current Time:

4 Month |2 Day 2013 Year
14 Hour |54 Minute |25 Sec
Click Next to continue.
Syne with your computer:

Click Next to confirm your settings and continue.
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Configure your Wireless Settings

The default SSID of the Dual Band Wireless Router is “Loopcomm_5.0GHz” [ Wireless Settings -6.0GHz Network
To change it, enter a new name in the SSID field. Users connecting wirelessly to

the Dual Band Wireless Router will use this ID to identify your wireless network. (1

The default Security Key (WPA/WPA?2) for your wireless network is & —A\%H

“wireless”.

To change it, enter a new key in the Security Key field. The key must be
Wi.Fi Network ID (SSID): [Loopcomm_5.0GHz

8-characters minimum.

Security Settings
Your 5.0GHz Wi-Fi network is secured with the following (WPA/MWPA2) security password/key. You must
enter this key when connecting wirelessly for the first time to the Router. You may change the key below

( ‘llck Next to COl’ltll’lue Mote: To specify the use of another type of encryption please view the More Settings = Wireless Settings > Security menu
. for more security options after your setup is complete

Network Security Key: |wireless

8 Character Minimum
Leave blank for no security

Click Next to confirm your settings and continue

BACK NEXT
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The default SSID of the Dual Band Wireless Router is “Loopcomm_2.4GHz”

Wi-Fi Network ID (SSID): |Loopcomm_2 4GHz

To change it, enter a new name in the SSID field. Users connecting wirelessly to
the Dual Band Wireless Router will use this ID to identify your wireless network. |secur setings

‘Your 2.4GHz Wi-Fi network is secured with the following (WPAAWPAZ) security password/key. You must
enter this key when connecting wirelessly for the first ime to the Router. You may change the key below.

The defaUIt Security Key (WPA/WPAz) for your Wireless network iS Note: To specify the use of another type of encryption please view the More Settings = Wireless Settings > Security menu

for more security options after your setup is complete

73— 29
W]reless . Network Security Key: [wireless

8 Character Minimum
Leave blank for no security

Click Next to confirm your settings and continue. The Router will reboot and apply your settings

To change it, enter a new key in the Security Key field. The key must be

8-characters minimum.

Click Next to apply your settings. The Dual Band Wireless Router will reboot.
This process may take up to 1 minute. The page will automatically reload after the
countdown. If it does not, you may need to refresh the page manually or check
your connection to the Dual Band Wireless Router.
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Setup Summary

Once the Dual Band Wireless Router has rebooted, it will load the Setup

Summary page and provide you with the details of your setup. Congratuiatons.your setua i now completel At s fme. you may dscomnect fom the Hgh Poiier
Router and start a wireless connection. If you have any wired devices that you would like to attach to the
High Power Router you may do 50 now.

B Setup Summary

Enjoy your Loopcomm Network

Open a new web browser window and check that you have access to the Internet.

At this time, you may disconnect from the Dual Band Wireless Router and start a ' '

(e
’)) ’ ((t | N

wireless connection. If you have any wired devices that you would like to attach to

(
the Dual Band Wireless Router you may do so now as well. .‘ l\g(,

Enjoy your Loopcomm Wireless network.
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5.0GHz WiFi Settings

Basic Settings (5.0GHz)

Disable All Wireless Connections: Disabling Wireless will turn off all Wi-Fi
activity. Users will no longer be able to connect wirelessly to your network.
Band: Select the compatible Wi-Fi standard and speed for your wireless network
Broadcast SSID: Selecting Disable Broadcast SSID will hide the visibility of the
Dual Band Wireless Router’s SSID. Users must manually enter the SSID to
connect.

Data Rate: Sets the maximum wireless data rate that your network will operate
on.

Wireless Network ID (SSID): The name of your wireless network.

Channel Width: Wi-Fi operates in two separate channel widths, 20Hz and 40Hz.
20Hz allows operation on channels 1-11, while 40Hz is 5-11. 40Hz allows for
faster speeds. Select the channel width you wish to use for your network. This
setting must match that of your Home Network for a successful connection.
Channel Number: Wi-Fi networks operate on specific wireless channels. Some
network channels may have more interference than others. If your performance is
unstable, try a different channel number. If you are using a repeater with this
network, it is recommended you set a static channel, instead of using "Auto."
WMM: Prioritizes multimedia data over the wireless network.

Associated Clients: Shows the active users connected wirelessly to your network

Basic Settings (5GHz)

Disable 5.0GHz Wi-Fi Connections
Band

Broadcast SSID

Data Rate

Wi-Fi Network D (SSID)

Channel Width
Control Sideband
Channel Mumber

WM

Associated Clients

5 GHz (A+N+AC) *
® Enable Disable
Auto v

Loopcomm_5.0GHz

Guest Metwaorks

80MHz ¥
Auto ¥
44 v

Enabled v

Show Active Clients

APPLY RESET
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Guest Networks (5.0GHz)

Click “Enable” to create a Guest Network. Guest Networks provide a separate wireless network, with unique settings for users to
connect to.

Band: Restrict the Wi-Fi protocol and speed used for the specific Guest Network.

SSID: This is the name of your Guest Network.

Data Rate: Restrict access to the Guest Network by setting a lower bandwidth by changing the data rate.

Broadcast SSID: Disable to hide your SSID from public view. Users will need to manually enter the SSID into their wireless
software interface to connect.

Access: Restrict access for Guest networks to allow Internet only connections and protect your local network.

Associated Clients: View all computers and network devices that are connected to your Guest Network wirelessly.

To set security settings for the Guest Network go to: 5.0GHz Wi-Fi Settings > Security.

Guest Networks

Configure the settings for additional Guest Networks. Each Guest Network may have its own specific settings.

No. Enable Band 55ID Data Rate Broadcast 55ID VWMM Access Tx Restrict(Mbps) Rx Restrict{Mbps) Active Client List
Guest Network 1 [« 5 GHz (A+M+AC) ¥ Loopcomm_5.0_Guest_1 Auto v Enabled v Enabled ¥ Internet and Local ¥ 0 0 Show
Guest Metwork 2 5 GHz (A+N+AC) v Loopcomm_5.0_Guest_2 Auto v Enabled * Enabled v Internet and Local v 0 0 Show
Guest Network 3 5 GHz (A+MN+AC) v Loopcomm_5.0_Guest_3 Auto v Enabled ¥ Enabled ¥ Internet and Local ¥ 0 0 Show
Guest Network 4 5 GHz (A+N+AC) v Loopcomm_5.0_Guest_4 Auto v Enabled * Enabled v Internet and Local v 0 0 Show
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Security (5.0GHz)

Wireless security allows you to change the type of wireless security settings for your 5.0GHz Network, Home Network or Guest

Networks.
Note. If you adjust the security of your Home Network and it is Select a Wi-Fi Network:
incorrect, the Dual Band Wireless Router will no longer have a Main - Loopcomm_5.0GHz ¥ RESET
successful connection to your Home Network.
Encryption: WPA-Mixed ¥
. h d d 1 h h k . h Authentication Mode: Enterprise (RADIUS) ® Personal (Pre-Shared Key)
Using the drop down menu, you can select which network you wish to WPA Cipher Suite: e @ Az
configure and may adjust the security settings below. WPAZ Cipher Suite: TKIP @) AES
Pre-Shared Key Format: Passphrase v
Pre-Shared Kev: = |sesssses -

If you are using the Guest Network feature, you will be able to adjust the

security settings for those additional network SSIDs here as well.
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Advanced Settings (5.0GHz)

B Advanced Settings (5.0GHz)

Advanced wireless settings are for technically advanced users. It is recommended that these settings

Advanced ereless Settlngs Should Only be adjusted by teChnlcally not be changed unless it is understood what the effects will be on your local wireless netwark.
advanced users. It 1s not recommended that novice users adjust these Fragment Threshold: |30 ___|(266-2345)
RTS Threshold: |2347 (0-2347)
settings to avoid degrading wireless performance. Here are a few Beacon Interval: [100 (201024 me)
. . 14PP. @ Enabled O Disabled
definitions on some settlngs. Protection: O Enapled @ Disabled

Aggregation: & Enabled O Disabled
Short Gl @ Enakled O Disabled
WA Partition: © Enabled @ Disahbled

Fragment Threshold: The Default and Recommended setting is at 2346, STBG: () Enabled © Disabled
meaning the Dual Band Wireless Router will never fragment any frames s O Enavles © Dieabled
that it sends to wireless users.

RTS Threshold: Adjusts the size of RTS data packets. Lower values

reduce throughput, but allow the system to recover quicker from interference/collisions. Higher values provide the fastest

throughput.

Beacon Interval: Indicates the frequency interval of the beacon. A beacon is a packet broadcast by the Dual Band Wireless Router
to sync the wireless network.

Preamble Type: Defines the length of the Cyclic Redundancy Check for communication between the Dual Band Wireless Router
and roaming wireless users.

TAPP: Inter-Access Point Protocol

Aggregation: If it enabled, it will combine of several small data frames to enhance the transmission efficiency.

Short GI: If it enabled in 802.11n mode, it will bring the advantage of packet anti-interference. That means the performance will be
also greater.

WLAN Partition: If it enabled, it will prohibit the communication between clients of LAN.
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STBC: Space Time Block Coding improves reception by coding the data stream in blocks.

TX Beamforming: It’s a technique implemented in digital signal processing (DSP) logic to improve range and data rate.

Wi-Fi Protected SetuD — WPS (SOGHZ) B WiFi Protected Setup (5.0GHz}

WMFS provides hassle free setup forwireless users connecting to the High Power Dual Band Range
Extenders Repeater Use one of the followming WFS processes to configure WRS,

WPS is a Wi-Fi feature created to make Wi-Fi setup simple and easy.
Some wireless routers and adapters support this feature with

varying names (i.e. one touch setup or WPS).

You may enable WPS setup here by selecting the type of WPS setup
you wish to use. The Dual Band Wireless Router supports all types of

l:l Dizable wi-Fi Protected Setup (WEPS)

WPS setup:
Emable Wi-Fi Protected Setup
Option A& If wour wireles= uzer has a WA-Fi Protected Setup button, click or press
the WMIAPS PEC (Push Button Configuration) button here:
Option A: Push button: You may push the WPS button on the web
menu or use the physical button on the back of the Dual Band O hemans P o Fener Range Basnder

use this number on the user's dewice: 100152135

Wireless Router.

Option C: If wour wireless user has a Wi-Fi Protected $etup PIN number, enter that
numbeer brere:

. . . |:Iand then click
Option B: PIN: Some wireless devices use a PIN number to access

wireless network. If your wireless device requests for a PIN number,
then use the PIN code located here.

AFFLY

Option C: Enter PIN: Some wireless devices require that you use a PIN number to add them to the wireless network.
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If your wireless device has a PIN number, then locate the number and enter in the field, then press Start Pin.

Wireless Coverage Controls (5.0GHz)

Adjust the output power of the Dual Band Wireless Router to control the coverage distance of your 5.0GHz Wireless Network. For a
smaller coverage area you can select a lower output power. For the maximum wireless coverage select the 100% selection. Note that
if you select a lower output power, your connection to your 5.0GHz Home Network will also decrease in range. It is recommended
that you test your signal strength after each adjustment.

B wireless Coverage Controls {5.0GHz)

Adjust the outpot power and range of your Extended Wireless Metwork. For a srmaller coverage area,
choose a lower output power percentage. Far a larger coverage area, select a higher output power

percentage.

wireless Output Power, @ 100% O 70w O s0% O zsw O 15%

<

Copyright © 2014 Loopcomm Technology Inc. All rights reserved.



Access Schedule (5.0GHz)

Access Schedules will enable or disable your 5.0GHz
wireless access at a set time based on your predefined
schedule. This feature is often used for restricting
access to all users (such as children, employees,
guests) during specific times of the day for parental

control or security reasons.

a. Enable Access Schedule.

b. Select which days you wish for your Wi-Fi to
be available.

c. Select the time frame during that day that
you wish for Wi-Fi to be available.

d. Apply Changes.

[ Access Schedule (5.0GHz)

Define a schedule for when the 5.0GHz Wi-Fi network is enabled or disabled on the Router. Please be
sure that your time zone settings have been configured before using this feature

Enable Access Schedule (5.0GHz)

Enable Day From To
Sunday v 00 ¥ | (hour) |00 ¥ | (min) 00 v | (hour)| 00 ¥ |(min)
Sunday v 00 ¥ | (hour) |00 ¥ | (min) 00 v | (hour)| 00 ¥ |(min)
Sunday v 00 w | (hour) |00 ¥ | (min) 00 v | (hour)| 00 v |(min)
Sunday v 00 ¥ | (hour) |00 ¥ | (min) 00 v | (hour)| 00 ¥ |(min)
Sunday v 00 ¥ | (hour) |00 ¥ | (min) 00 v | (hour)| 00 ¥ |(min)
Sunday v 00 w | (hour) |00 ¥ | (min) 00 v | (hour)| 00 v |(min)
Sunday v 00 ¥ | (hour) |00 ¥ | (min) 00 v | (hour)| 00 ¥ |(min)
Sunday v 00 ¥ | (hour) |00 ¥ | (min) 00 v | (hour)| 00 ¥ |(min)
Sunday v 00 w | (hour) |00 ¥ | (min) 00 v | (hour)| 00 v |(min)
Sunday v 00 ¥ | (hour) |00 ¥ | (min) 00 v | (hour)| 00 ¥ |(min)

Enabling Access Schedule will also disable internet access for wired connections on specified days.

Note. Make sure you have already configured your System Clock in order for your schedule to work correctly.
Time Zone Settings can be adjusted from the web menu under Management > Time Zone Settings.
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2.4GHz WiFi Settings

Basic Settings (2.4GHz)

Disable All Wireless Connections: Disabling Wireless will turn off all

Basic Settings (2.4GHz)

Wi-Fi activity. Users will no longer be able to connect wirelessly to your Disable 2 4Gz Wi Connections

Band: | 2.4 GHz (B+G+N) v
network. Broadcast SSID- ® Enable ) Disable

Band: Select the compatible Wi-Fi standard and speed for your wireless I —

Wi-Fi Network 1D (SSID): |Loopcomm 2 4GHz

network | Guestnetwarks |
Broadcast SSID: Selecting Disable Broadcast SSID will hide the visibility ] C”"l":_'d'”":“‘: ‘;”"“HZ ’

ontrol Sideban pper ¥
of the Dual Band Wireless Router’s SSID. Users must manually enter the Channel Number: [11 ¥

WMM: | Enabled *

SSID to connect.
Data Rate: Sets the maximum wireless data rate that your network

will perte on

Wireless Network ID (SSID): The name of your wireless network.

Associated Clients Show Active Clients

Channel Width: Wi-Fi operates in two separate channel widths, 20Hz and 40Hz. 20Hz allows operation on channels 1-11, while
40Hz 1s 5-11. 40Hz allows for faster speeds. Select the channel width you wish to use for your network. This setting must match that
of your Home Network for a successful connection.

Channel Number: Wi-Fi networks operate on specific wireless channels. Some network channels may have more interference than
others. If your performance is unstable, try a different channel number. If you are using a repeater with this network, it is
recommended you set a static channel, instead of using "Auto."

WMM: Prioritizes multimedia data over the wireless network.

Associated Clients: Shows the active users connected wirelessly to your network
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Guest Networks (2.4GHz)

Click “Enable” to create a Guest Network. Guest Networks provide
a separate wireless network, with unique settings for users to

connect to.

Band: Restrict the Wi-Fi protocol and speed used for the specific
Guest Network.
SSID: This is the name of your Guest Network.

Suest Networks

[Corfigure the settings for additional Guest Networks. Each Guest Metwork may have its own specific settings

Guest Netwark 1

Guest Network 3

Ei
o | | | \ | | | |
Guest Network 2 o | | | \ [ | | |
o | | | | \ | | | |
o | | | \ [ | | |

Guest Metwork 4

B K

Data Rate: Restrict access to the Guest Network by setting a lower bandwidth by changing the data rate.

Broadcast SSID: Disable to hide your SSID from public view. Users will need to manually enter the SSID into their wireless

software interface to connect.

Access: Restrict access for Guest networks to allow Internet only connections and protect your local network.

Associated Clients: View all computers and network devices that are connected to your Guest Network wirelessly.

To set security settings for the Guest Network go to: 2.4GHz Wi-Fi Settings > Security.
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Security (2.4GHz)

Wireless security allows you to change the type of wireless security
settings for your 2.4GHz Network, Home Network or Guest

Networks.

Note. If you adjust the security of your Home Network

and it is incorrect, the Dual Band Wireless Router will no longer
have

a successful connection to your Home Network.

Using the drop down menu, you can select which network
you wish to configure and may adjust the security settings

below.

If you are using the Guest Network feature, you will be able
to adjust the security settings for those additional network
SSIDs here as well.

Configure the Security Settings for your 2 4GHz Wi-Fi network.

2.4GHzZ Wi-Fi Network
i

age
(L

Internet. Modem

Select a Wi-Fi Metwork:

Main - Loopcomm_2 4GHz »

Encryption: WRPA-Mixed ¥

Authentication Mode: Enterprise (RADIUS) '® Personal (Pre-Shared Key)
WPA Cipher Suite: TEIP ¥ AES

WPA2 Cipher Suite: TEIP ¥ AES

Pre-Shared Key Format: Passphrase r

Pre-Shared Key: = |sessaees L
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| Advanced Settings (2.4GHz)

Advanced Settings (2.4GHz) dvanco USers. L fecomiMEndod nal mese Selings not e changea UNiose 5 undersiood what he
effects will be on your local Wi-Fi network
Advanced Wireless Settings should only be adjusted by technically Fragment Threshold- [2346 (256.2346)
advanced users. It is not recommended that novice users adjust these - o
settings to avoid degrading wireless performance. Here are a few Preamble Type. ® Long Preamble © Shot Preambie
definitions on some settings. ptlﬁtpp E:j . E::
Aggregation: ® Enabled Disabled
Fragment Threshold: The Default and Recommended setting is at 2346, e
meaning the Dual Band Wireless Router will never fragment any frames STBC. ® Enabled O Disabled
that it sends to wireless users. 20400z cLDPi : E:: . E::
RTS Threshold: Adjusts the size of RTS data packets.
Lower values reduce throughput, but allow the system to recover quicker

from interference/collisions. Higher values provide the fastest throughput.

Beacon Interval: Indicates the frequency interval of the beacon. A beacon is a packet broadcast by the Dual Band Wireless Router
to sync the wireless network.

Preamble Type: Defines the length of the Cyclic Redundancy Check for communication between the Dual Band Wireless Router
and roaming wireless users.

TAPP: Inter-Access Point Protocol

Aggregation: If it enabled, it will combine of several small data frames to enhance the transmission efficiency.

Short GI: If it enabled in 802.11n mode, it will bring the advantage of packet anti-interference. That means the performance will be
also greater.

WLAN Partition: If it enabled, it will prohibit the communication between clients of LAN.

STBC: Space Time Block Coding improves reception by coding the data stream in blocks.

20/40MHz coexist: If it enabled, it means 20MHz and 40MHz bandwidth will coexist in use.
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Wi-Fi Protected Setup — WPS (2.4GHz)

WPS is a Wi-Fi feature created to make Wi-Fi setup simple and [isable Wi-Fi Protected Setup (WPS)

easy. Some wireless routers and adapters support this feature with Enable Wi Fi Protected Setup

varying names (i.e. one touch setup or WPS). e WP PBG (Push Butien Configuration batian here: o
[ stanrec |

You may enable WPS setup here by selecting the type of WPS Opllon B: Ifyour wireless user asks for e High Power Range Extender

setup you wish to use. The Dual Band Wireless Router supports all use tis nuiser o1 e user's device: 10015315

types of WPS setup: Qption C: Ifyourwireless user has a Wi-Fi Protected Setup PIN number, enter that

number here:

[ Jandthenclick

Option A: Push button: You may push the WPS button on the web

menu or use the physical button on the back of the Dual Band Wireless Router.

Option B: PIN: Some wireless devices use a PIN number to access wireless network. If your wireless device requests for a PIN
number, then use the PIN code located here.

Option C: Enter PIN: Some wireless devices require that you use a PIN number to add them to the wireless network. If your wireless
device has a PIN number, then locate the number and enter in the field, then press Start Pin.
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Wireless Coverage Controls (2.4GHz)

Adjust the output power of the Dual Band Wireless Router to control the coverage distance of your 2.4GHz Wireless Network. For a
smaller coverage area you can select a lower output power. For the maximum wireless coverage select the 100% selection. Note that
if you select a lower output power, your connection to your 2.4GHz Home Network will also decrease in range. It is recommended
that you test your signal strength after each adjustment.

B Wwireless Coverage Controls {2.4GHz)

Adjust the output power and range of your Extended Wireless Metwork. For a smaller coverage area,
choose a lower output power percentage. For a larger coverage area, select a higher output power
percentage.

wireless Output Pawer: @ 1o0% O 70w O s Oasy O 18w

ApPLY  ISSRESET
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Access Schedule (2.4GHz)

Access Schedules will enable or disable your 2.4GHz wireless W Access Schedule (24CHz)

access at a set time based on your predeﬁned schedule. Define & schedule for when Wi-Fi iz enabled or disabled an the High Power Dual Band Range

Euxtender / Repeater. Please be sure that your time zone settings have been configured before using
this feature.

This feature 1s often used for restricting access to all users

Mote: When W-Fi iz dizabled, wired uzerswill no longer have access to the Internet.

(such as children, employees, guests) during specific times of

. CIEnable Access Schedule {2.4GHz)
the day for parental control or security reasons.

Enzble Day

Sunday W (hour {rrim) thour) {rniny
Sunday W (hour {rmim (haoury {rmim
a. Enable Access Schedule. Sumdoy 8 (houn (EE (i) (oun (S| (nin)
Sunday W (hour) ({rmin) thour) {rmin}
b. Select which days you wish for your Wi-Fi to Sudey (hour |l (min) (e {B8 ) (i)
Sunday W (hour) {rmin) thour) {rminy
be available. Sunday v thour) {rrim thour) {rnim
Sunday W (hour) {rmin} thour) {rminy
c. Select the time frame during that day that Sudsy S thour) |00 ) (i) (oun {00 ) i)
Sunday W (hour {rmim (haoury {rmim
you wish for Wi-Fi to be available.
d. Apply Changes.
[RESET

Enabling Access Schedule will also disable internet access for wired
connections on specified days.

Note. Make sure you have already configured your System Clock in order for your schedule to work correctly.
Time Zone Settings can be adjusted from the web menu under Management > Time Zone Settings.
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Network Settings

Local Network (LAN) IP Address- [182.166.3 1

Subnet Mask: [255 255 255 0

These settings are for your local network only and do not apply to your e
DHCP: |Server (%

DHCP Client Range: (1921683100 |-[192168.3.200 | [ Show Client |

DHCP Lease Time: 480 (1~ 10080 minutes)

Internet / ISP connection.

IP Address: The IP address of the Dual Band Wireless Router. Static DHCP. [ SetsiaicDice
Domain Name:  [loopcomm
Subnet Mask: The subnet of the Dual Band Wireless Router. 802 1d Spanning Type: | Disabled ¥]

Default Gateway: The access point to another network.

DHCP: Each network device on your local network will have its own IP Address. The DHCP server automatically assigns the IP
addresses to each device connected to your network. Disabling DHCP will require that each device on your network be assigned a
manual or static IP address.

DHCP Client Range: The range of IP addresses provided by the DHCP server is defined by this field. You can limit how many IP
addresses are used in your network by setting a smaller or larger range.

DHCP Lease Time: The amount of time each device is given a specific IP is decided by the DHCP lease time. After the Lease
Time expires, the DHCP server will assign another IP address to the device.

Set Static DHCP: This allows specific devices to be given a specific [P address each time the device connects to the network. The
DHCP server will always assign the same IP address to the same device. This feature is often used for shared devices such as

network printers or servers.
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802.1d Spanning Type (STP): A network protocol that ensures a loop-free topology for networks that have Ethernet bridges. The
STP prevents bridge loops and allows a network design to include redundant links to provide automatic backup paths if active links
fails.

Clone MAC Address: The Dual Band Wireless Router can use a MAC address that you define as its own. This is often used when

an Internet Provider only authorizes one MAC address to access the Internet. Cloning the MAC address will make it so that the
cloned MAC address is the only MAC address seen by the Internet Provider.
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Internet Network (WAN)

Internet Protocol Version: | IPud v

Internet Connection Type: | Automatic/Dynamic IP (DHCP) v

The Smart Setup Wizard will assist you in setting up your Internet connection. HostName._ Loopcomm

. . . . . MTU Size: 1492 (1400-1492 bytes)
However in the case that you wish to adjust settings manually, the options on |« o oue Avomsicany et VS Hanually

DNS 1: [0.0.0.0

this page provide you with the tools to do this easily.

DONS 2

DNS 3

Optional (If requirad by your Internet provider)

Clone MAC Address: 000000000000 Clone MAC Address

APPLY RESET

Select your Internet Connection type from the drop down menu:

Manual IP (Static): For Internet connections where the Internet provider does not provide you with an IP address
automatically. If you know the IP address and DNS settings that your Internet provider uses, select this option.

Automatic/Dynamic (DHCP): This is the configuration type most often used by Internet providers. Automatic
configurations are used by both DSL and Cable as well as other providers. Under the Automatic Configuration method,

the Internet provider will assign your Dual Band Wireless Router an Internet IP address automatically.

Note.

If for some reason you do not get an IP address and you know that your Internet provider uses DHCP, try
resetting your Modem. Remove the power adapter from the Modem as well as the backup battery (if available).
Wait about 30 seconds and then power the Modem back on. You can run through the Smart Setup Wizard again

to see if that fixes your Internet connection issues.
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PPPoE connections normally require login information. If you do not know the settings for your PPPoE

connection, please contact your Internet provider.

PPTP and L2TP connections require login information as well as IP address settings. If you do not know the
settings for your PPTP / L2TP connection, please contact your Internet provider.
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Advanced Settings

These settings apply to the Local Network and your Internet Connection I Advanced Settings
Network. If you are not familiar with these settings, please refer to a

These settings apply to the Local Network and your Internet Connection Network. If you are not familiar
with these settings, please refer to a network administrator to avoid putting your network at risk

network administrator to avoid putting your network at risk.

Enable uPNP (Universal Plug and Play)

Enable uPnP: Universal Plug and Play 1s a network feature that allows @ Enable IGMP Prosy
. . . Enable Ping Access on WAN
uPnP enabled devices to “just work™ with each other when connected to Enable Web Sener Access on WAN (Remate Managemen!)

¥ Enable IPsec pass through on VPN connection

the same network. UPnP can work across different network media, such

#! Enable PPTP pass through on VPM connection
as an Ethernet connection or wireless connection. With UPnP enabled, ¥ Enable L2TP pass through on VPN connection

network devices may change security settings within the Dual Band IPv6 Advancad Sattings

Enable IPv6 Tunnel 6tod

Wireless Router’s firewall to allow access over the Internet. By default,

Enable IPv6 pass through on VPN connection

UPnP is disabled to avoid exposing your network to security issues.
Enable IGMP Proxy: Internet Group Management Protocol is a

communication protocol used by hosts and routers on the network to

establish multicast group memberships. IGMP Proxy is typically used to implement multicast routing and commonly
used when advanced protocols such as PIM is not suitable.

Enable Ping Access on WAN: Allows users to ping the WAN interface IP address from the internet.

Enable Web Server Access on WAN (Remote Management): Allows access to the Web Menu over the Internet
Enable IPsec pass through on VPN connection: Allows the IP security protocol suite to pass through on a VPN
connection.

Enable IPv6 pass through on VPN connection: Allows the IPv6 protocol suite to pass through on a VPN connection.
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Smart Features

The Dual Band Wireless Router provides your network with Smart Features that help to provide convenience and

protection for your wired and wireless network.

The Smart Features allow you to control access of your wireless network through: on/off schedules, specific user

authorizations, and wireless coverage control.

These settings apply to your local wireless and wired network.
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Block Websites

. Block Websites (URL Filtering)

To block a Website, you must first enable URL ﬁltering. After URL Filtering blocks users on your from accessing specific websites that you deem unsafe or
. . . . inappropriate. Enter a keyword or the actual web address below to begin blocking.
1t haS been enabled you can begln addlng as many WebSIteS as Mote: If you wish to block www.google.com, simply type in "google” and the Router will block all websites with the text

you wish into the URL Address field. google”in the URL.

Enable URL Filtering

URL Address:
Note. If you wish to block www.google.com, simply type in

"google'" and the Dual Band Wireless Router will block

all websites with the text ""google" in the URL. Current Filter Table
URL Address ~ Selet

| DeleteSelected | | DeleteAl | | Reset |
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User Access (MAC Address Filtering)

. . User Access Control (MAC Address Filtering)
User Access allows you to deny access or allow access to specific users

Each networking device has a physical address known as a MAC address. MAC Address Filtering blocks

Connecting to the network. Each networking device has a unique address access to your nefwork from computers or network devices based on their unique MAC address

(physical address). To begin blocking access, enable MAC Filtering and enter the MAC address below
. . without spaces or symbols (i.e. A1B2C3D4ESFE)
called a MAC address (a 12 digit hex number).

Enable MAC Filtering

Current Mode: Deny Listed | Selectfrom ClientList |
By inputting the MAC address into the field, you can define whether that Change Mode: | Deny Listed v
device is allowed into your network or not allowed. AC Adress
Comment
A MAC Address may sometimes be referred to as a Physical Address.

Most networking devices have their MAC Address located on a label on

the actual device.

For Windows computers with internal networking adapters, the MAC Address can be found by viewing the Network
Connection Details of the network adapter. The MAC Address will be listed as the Physical Address.

Be sure to enter the MAC Address without any symbols. For example, a MAC Address of 78-DD-78-AA-78-BB would
be entered as 78DD78AA78BB.
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User Access (IP Address Filtering)

Enable IP Filtering

User Access (IP Filtering) is similar to User Access (MAC filtering) Sf::t;:"'pe TP e R
except that the Dual Band Wireless Router uses the local IP address to IPv6 Address
filter the specific data from the specified network protocol. For example, | Seleciom Clentist J

Protocol: | Both

if you chose to block TCP data packets from a specific computer, you

Comment

would need to figure out what that device's IP address is and select TCP

from the Protocol drop down menu.

If you are not sure which Protocol to filter, select "Both" as your Protocol
selection.
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USB Storage

| UsB Storage Local Sharing

Local Sharing

Share a USB storage device, such as a USB flash drive or external hard drive, locally among networked

Share a USB StOrage deViCC Wlth Computers on the local network Of computers. Insert your USB storage device into the USB port on the back panel of the Router.

. Check the Elite Support Center for new USB Storage features.
the Dual Band Wireless Router.
Local Network Sharing

Insert a USB storage device, such as a flash drive or external hard USB Drive: @ Not Connected

drive, to the USB port on the back of the Dual Band Wireless Router — — p— ——

and fOIIOW the dlreCtlonS belOW for your Operatlng SyStem The Mote: You may need to Ma '::'Llor"\lfl?t,\f;crf%sri:frjr:ll?tj‘a?cLllcre[c\alflt:JyD::hr[ir::?pthers networked device list.

computer must be connected to your Home Network or Network to USB Deice Name: [LOOPCOMN USB

access Work Group: |WORKGROUP

. . . Shared Disk IP Addr_ess 192.168.3.1

the storage device. You may also want to Map the Network Drive so (For Mapping the Network Drve):

it shows up as a standard drive on your computer for easier access. - -
APPLY RESET
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FTP Server [l UsB storage FTP Server

Create a FTP server to access files remately using a FTP client. Insert your USB storage device into
the USB port on the back panel of the Router and configure your FTP settings below

Create a FTP server to access files remotely using a FTP client. Insert Use the Intemet Address to access the FTP seer over the web
your USB storage device into the USB port on the back panel of the Dual FTP Connection Internet Address: 0.0.0.0
If your Internet connectic es ady iclP ignment, ye ]
Band Wireless Router and configure your FTP settings below. 50 300  DDIS Senic o access e FIP ia a web adaess
instead.

FTP Server Setup

FTP Server: Enable or Disable FTP Server. e Enbied ® Dicaia
FTP port: Set up the port FTP server will use. The default port setting is Anonymous FTP: ® Enavled O Disabled
Anonymous Write: Enabled ® Disabled
21.
Anonymous FTP: Allows any user to login FTP as anonymous. System Fecount List
System Account Password Access Type
Port Range: Select a range of ports for the designated IP address that you admin admin Read & Wiite
guest Guest Read Only

WISh to be forwarded Mote: Login and password are case sensitive.

Comment: Create a name that you can use to easily identify this Port
- ' T
Forwarding entry.
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Firewall Settings

The Dual Band Wireless Router’s Firewall is designed to prevent unauthorized users from accessing your network.
This section will go over the different features of the Firewall and how to configure them.

Port Filtering

Port Filtering is a security measure that prevents users from using specific ports B Fortrien
=] litering

for reasons other than what those ports were originally intended for. For example,
Port Filtering allows you to enable or disable TCP ports and UDP ports on computers or network devices
Port Filtering insulates your local computers from many TCP/IP security attacks. including internal

TCP port 21 is traditionally used for FTP. However, there is nothing stopping a attacks by malicous users

user from using port 21 for purposes other than FTP access. By enabling Port Enable Port Filtering
Select IP Type- ® |Pyd (Standard) IPvG
Filtering on TCP port 21, only FTP communications would be allowed. No other Port Range

Protocol: | Both

types of communication would be allowed on this port.

Comment

Hackers may sometimes scan for all open ports on your network as a method

of hacking into your network. Port Filtering and other firewall features help to

prevent this from happening.
To set up Port Filtering, select a range of ports you wish to filter. If you are trying to filter a single port, enter the port

number twice. (For example, Port 21: 21 — 21) Select the Protocol of the port you are filtering. If you do not know

what protocol you wish to filter, select “Both.”
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Port Forwarding

Port Forwarding is a rule that tells the Dual Band Wireless Router that ifa |l Port Forwarding

1 Port Forwarding allows you to automatically redirect common network services to a specific network
SpeClﬁC type device or computer on your local network. These settings are useful for hosting web servers, mail
servers, network cameras and other specific network server devices behind your network firewall.

of request comes in on a specific port, then that request should be

forwarded to a specific device on the private network. Enable Port Forwarding

IP Address:
Protocol: |Both
Port Range:

Comment:

Port Forwarding is often used for setting up servers, cameras and

other devices that require remote access. RESET

Enable Port Forwarding: Enables designated ports to begin forwarding.

IP Address: The IP address of the device behind the Firewall that is being designated for Port Forwarding.
Protocol: Select UDP, TCP or Both for the protocols to be forwarded.

Port Range: Select a range of ports for the designated IP address that you wish to be forwarded.

Comment: Create a name that you can use to easily identify this Port Forwarding entry.
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DMZ (Demilitarized Zone)

A DMZ is a network location or IP Address that is not protected by
the firewall. When enabling DMZ it is important to note that the device
on the [P Address designated as part of the DMZ does not have any
protection from the Dual Band Wireless Router’s firewall. The device’s

only security would be those built into the operating system.

As a general safety rule, devices placed on the DMZ should not have

any other network connections to any other devices.

Enable DMZ.: Enables the Demilitarized Zone.

B Denmilitarized Zone (DMZ2)

A Demilitarized Zone is used to provide unrestricted access for a single IP address on your network.
The DMZ enabled IP address will have an unrestricted path directly through the firewall of the High
Power Router.

Enable DMZ
DMZ Host IP Address:

APPLY | RESET

DMZ Host IP Address: The designated IP Address of the network device to have unrestricted access through the

Dual Band Wireless Router’s Firewall.
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Virtual LAN

A VLAN has the same attributes as a physical local area network (LAN) W Virtual Local Area Network (VLAN)
but it allows for devices to be grouped together even if they are not located St thlr GEographic Iocao, o netwark swlch sonfpuraton. For example. & VLAN may be uséd 10 map.

a network by department, user type or primary application.

on the same physical network switch. The benefit of a VLAN is that it allows

[ Enable VLAN

network traffic to flow more efficiently for computers or network devices

Wired Port1 LAN 3022 0
that are within sections of mutual interest. In addition, changes to the VLAN —re T e .
Wired Port4 LAN 1 3
can be made virtually via a user interface rather than manually changing P ULISED L) i 0
Guest SSID1 LAN 1 0
. Guest SSID2 LAN 1 0
cables and network switches. Guest SSID3 AN 1 6
Guest SSID4 LAN 1 0
Modem Port WAN 1 0

VLAN are often used to segment network devices based on S REsETe]

their department, user types or common applications. Bandwidth can
then be more easily managed by adjusting the bandwidth to specific
VLANSs based on their priorities.
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Denial of Service

A Denial of Service attack is an attempt by a user (or users) to make a server’s
or network’s services unavailable. The user sends a server multiple requests

with false return addresses.

The server will attempt to respond by sending a request back to the user;
however, since the address is false, the server will wait for a response before
closing the connection. When multiple requests like this occur, servers may often
get overloaded with too many requests and stop functioning all together.

This is a typical DoS attack, although DoS attacks may not be limited to this

type of attack.

The Dual Band Wireless Router can assist in preventing these types of attacks by
scanning the network for patterns of activity that represent DoS attacks. If a
pattern comes in frequently, the Dual Band Wireless Router can attempt to block
messages containing that pattern and thus protect the server from becoming

overloaded and unresponsive.
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B Denial of Service

The High Power Router can prevent specific DoS attacks fram entering your
netwark. A Denial of Service (Do3) attack is characterized by an explicit attempt
by malicious users to prevent legitimate users from use of a specific internet
sernvice. To activate your protection, enable the DoS Prevention below and
configure the specific settings:

[| Enable Denial of Service (DoS) Prevention

Whole System Flood: SYMN |0 Packet/Second
Whaole System Flood: FIN 0 Packet'Second
Whole System Flood: UDP |0 Packet/Second
Whole System Flood: ICMP |0 Packet/Second
Per-Source IP Flood: YN |0 Packet/Second
Fer-Source IP Flood: FIM 0 Facket/Second
Fer-Source IP Flood: UDP |0 Facket/Second
Fer-Source IP Flood: ICMP |0 Facket/Second
TCPMUIDP PortScan Low Sensitivity
ICMP Smurf
IP Land
IP Spoof
IP TearDrop
FPingofDeath
TCF Scan
TCP SynWithData
UDF Bomb
UDP EchoChargen

[ selectall | [ Clearal |
Enable Source IP Blocking |0 Block Time (sec)




Quality of Service

QoS prioritizes and guarantees network performance for a specific [P Address
range or MAC Address. QoS is often used for applications that require steady
bandwidth. Common applications include VoIP phones, video streaming
applications (i.e. DVRs, network cameras, video on demand), online gaming

and servers.

It is important to note that while QoS helps to prioritize and guarantee
bandwidth for a specific device, it does not provide you with more bandwidth
than you currently have. For example, if your Internet Provider rates your
internet connection speed at SMbps, QoS will not improve that connection.
QoS helps you better manage the SMbps that you have so that the bandwidth
is prioritized for devices on your network that may need the provided SMbps
more than other devices. However, if you have an application that requires
more than 5Mbps of steady bandwidth, the application will continue to
experience “lag” with or without QoS since your available bandwidth is less
than the required bandwidth of your application.

. Quality of Service (Bandwidth Management)

Quality of Service (QoS) enables the prioritizing of specific data traffic through your network. With Quality
of Service you can guarantee that a specific computer or network device has sufficient (user defined)

bandwidth and is prioritized over all other network traffic

Enable Quality of Service
Automatic Uplink Speed
Manual Uplink Speed (Kbps): 512
Automatic Downlink Speed

Manual Downlink Speed (Kbps): 512

Quality of Service Rules
Address Type |IP Address = MAC Address
Local IP Address
MAC Address
Mode: | Guaranteed minimum bandwidth
Uplink Bandwidth (Kbps)
Downlink Bandwidth (Kbps)

Comment
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Routing Setup B Routing setup

Setup Dynamic or Static Routing protocaols (for advanced users only)

Users can set up dynamic or static routing protocols on this page. Enable Dynamic Route

MAT. Enable Disable
Transmit Disabled RIP 1 RIP 2
Receive Disabled  RIP1 RIP 2

Dynamic Routing: If it enabled, the Dual Band Wireless Router will
automatically build up the routing table according to present link quality,
connectivity and bandwidth. Enable Static Route

IP Address
Subnet Mask:
Gateway

Static Routing: If it enabled, user can set up the fixed routing including IP

Metric

Interface: |LAN ¥

APPLY (Y3 | SnowRoute Table |

Metmask Gateway Metric Interface Select

address, Subnet Mask, Gateway for certain use of private network.

Static Route Table:

Destination IP
Address

|_Delete Selected | | DeleteAll | | Reset |
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Management

The Management Features on the Dual Band Wireless Router allow you to view the status of the system, your Internet

connection, wireless network and local area network.

The Network Statistics page provides detailed traffic data for each connection type.

System Status

The System Status provides you with a snapshot of Dual Band Wireless Router current

connections and settings.

System Information: This section provides you with information on the version

and build time of your firmware. This is used to help our support department

determine what firmware version your device is running. The Current Date / Time will
display the current clock settings of Dual Band Wireless Router. If this time is off, go to
the System Clock section and configure your system time.

Internet Connection Status: This shows the Internet connection type and related
settings.
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B System Status

System Information

Uptime:
Firmware Version
Build Time

Current Date / Time

Internet Connection Status

Oday:1th:Bm:37s

v3.4.6_L01

Wed Feb 19 14:12:39 CST 2014
2/19/2014 15:20:55

Internet Connection Type
IP Address

Subnet Mask

Default Gateway

DMS Server

MAC Address

Mot Connected
0.0.0.0

0.0.0.0

0000

0000
00-e0:4c:81:96:c9

B 5.0GHz Wi-Fi Network Settings

Band

SSID

Channel Mumber
Encryption
BSsSID

Associated Clients

5 GHz (A+N+AC)
Loopcomm_5.0GHz
44

WPAZ Mixed
00:e0:4c:81:96:c1

0




5.0GHz/2.4GHz Wi-Fi Network Settings:
It includes present band (mode), SSID, operating channel number,
security and linked clients.

Local Area Network Settings:
It indicates LP-8096°s IP address, Subnet Mask, Default Gateway, DHCP server
enabled/disable, and MAC address.
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2.4GHz Wi-Fi Network Settings

Band:

S50

Channel Number:
Encryption:
BSSID:

Associated Clients:

2.4 GHz (B+G+N)
Loopcomm_2 4GHz
1

WPA2 Mixed
00:e0:4c:81:96:d1

0

Local Area Network Settings

Router IP Address:
Subnet Mask:

Default Gateway:
DHCP Server:
MAC Address:

192.168.3.1
255.255.255.0
192.168.3.1
Enabled
00:e0:4c:81:96:c1




Network Statistics

These statistics show the data activity for each network

connection [ Network Statistics

5.0GHz Wireless Connection:

5.0GHz/2.4GHz Wireless Network: SentPackets: 152

Received Packets: 9719
These statistics shows all data activity for all users connected

2.4GHz Wireless Connection: SentPackets: 9473

wirelessly to Dual Band Wireless Router.

Received Packets: 215902

Wired Connection: The Wired Connection statistics Wired Connection: SentPackets: 22308

Received Packets: 21589

shows all data activity for all users physically connected to

the wired ports on the Dual Band Wireless Router. Internet Connection: SentPackets: 0

Received Packets: 0

Internet Connection: The Wired Connection statistics
shows all data activity for all users connected to Internet. m
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Dvynamic DNS Settings

The Dynamic Domain Name System (DDNS) is a method to keep a Web I Dynamic DNS Settings

domain name, or Web address, linked to a changing IP address as most
Enable DDNS

Internet Providers do not provide static [P addresses. Senice Provider: [DynDNG
Domain Name: |host.dyndns.org
User Name / Email:

To use DDNS, you must first set up an account with a DDNS provider.

Password Key:

The Dual Band Wireless Router supports two of these providers

DDNS Services:

(TZO and DynDNS). TZO - Click here to sign up for & TZO DDNS account

DynDNS — Click here to sign up for a DynDNS account

Once the DDNS service has been set up and configured correctly on the

Dual Band Wireless Router, the DDNS service will constantly track the
IP address of your Internet connection. Each time your Internet Provider
changes your IP address, the Dual Band Wireless Router will inform the
DDNS service and the DDNS service will update your new IP address.
The DDNS web domain that you have chosen to use will then be updated
to redirect to your new Internet IP address.

The DDNS service makes it so you never have to check or remember your
Internet IP address. This feature is typically used for users running servers,

network cameras and other devices that require remote access.
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System Clock

Maintain the internal clock for LP-8096 by syncing with
your computer’s time. Your system clock settings need to
be accurate in order for logs and wireless access schedules

to work correctly.

[ system Clock

Maintain the system clock settings by syncing the system time with the time on your computer. The
High Power Hange Extender / Repeater's clock is used to make sure your Access Schedules and

logs function carrectly and an time.

Current Time: [ Jwontn [ Joay [ | vea
I:l Haur I:l Minute I:l Zeo

Syne with your caomputer:

APPLY SRS
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System Logs

System Logs are useful for viewing the activity and history of the
Dual Band Wireless Router. The System Logs are also used to help

troubleshoot when needed.

It is recommended that you enable all logs in the event that
troubleshooting is required. All log entries are deleted each time the

Dual Band Wireless Router reboots or is powered off.

B system Logs

View network and system activity for your Router
Enable Log

Current Time System (ALL) Wireless DoS
Enable Remote Log  Log Server IP Address

APPLY
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Uperade Firmware

Loopcomm continuously updates the firmware for all products
in an effort to constantly improve our products and their user B Upgrade Firmware

experiences, The Router uses software (firmware) to operate. In the event that a new firmware file is available you
may update it here. During the upgrade process DO NOT power off the device to avoid damage to the
Router.

Check the Loopcomm Website for your product frequently to

Current Firmware Version: v3.4.6_L02

see lf there are any updatCS Build Time: Thu Mar 13 09:53:32 CST 2014

Select File: Browse...

| Upload | | Reset |

The firmware update is downloaded as a zip file from the
Support Web page. You will need to have an unzipping
program to open the file.

To manually upgrade your firmware:
a. Download the file from Loopcomm Website and remember the location where you saved it.
b. Click Choose File and locate the file

c. Click Upload to begin upgrading.

Copyright © 2014 Loopcomm Technology Inc. All rights reserved.



Save/Reload Settings

Saving your current settings allows you to back-up

your current settings which may be reloaded at a later time.
This feature may be useful for testing new features and settings
without having to worry about returning to a stable platform.

To save current settings:
a. Click Save
b. Select a file name and location

To load previously saved settings:

a. Click Browse

b. Locate the previously saved settings file

c. Click Upload to restore the settings to the saved file.

Bl save/Reload Settings

Save your current Router configurations to a file or reload previously saved configurations. If needed,
you may also reset your Router to factory default settings.

Save Settings to File:

Load Settings from File:

Reset Settings to Default:
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Password

By default, LP-8096 to require a password to log on to the Web
page. If you wish to enable a password to protect unauthorized

Prevent unauthorized access to your Router's web-based configuration menu by providing a user name
access to the Web menu, you may enter one here.

and password. If no protection is necessary, leave these fields blank and you will not be prompted for a
login and password when accessing this web menu.

B Password

New Login:
MNew Passwaord:

Confirmed Password:
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Appendix
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Default Settings

The default settings for your Dual Band Wireless Router are listed here. If for some reason you need to return LP-8096 back to
default settings, hold down the Reset button on the back panel for 10 seconds. LP-8096 will reset back to factory settings as listed

below:

IP Address: 192.168.3.1

Web Menu Access: http://setup.loopcomm.com

WLAN 2.4GHz SSID: Loopcomm_2.4GHz

Wireless Security Key (WPA/WPA2 Mixed Mode): loopcommwifi
WLAN 5.0GHz SSID: Loopcomm_5.0GHz

Wireless Security Key (WPA/WPA2 Mixed Mode): loopcommwifi

Copyright © 2014 Loopcomm Technology Inc. All rights reserved.



