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1. Introduction

1.1 Welcome

PCI Adapter connects you with IEEE802.11n networks at receiving rate up to an incredible 300Mbps!

By using the reflection signal, 802.11n technology increases the range and reduces "dead spots” in the
wireless coverage area.

Unlike ordinary wireless networking of 802.11b/g standards that are confused by wireless reflections,

802.11n can actually use these reflections to increase four times transmission range of 802.11g
products.

Besides, when both ends of the wireless link are 802.11n products, The PCI can utilize twice radio
band to increase three times transmission speed of ordinary 802.11g standard products, and can comply
with backwards 802.11b/802.11g standards.

Soft AP supported by PCI Adapter can help you establish wireless LAN networking with lowest cost.
Besides, WPS (PBC and PIN) encryption method can free you from remembering the long passwords.

Complete WMM function makes your voice and video more smooth.

1.2 Contents of Package
e One PCI Card

e One Installation CD

e Detachable 2 dBi antenna

Contact your local authorized reseller or the store purchased from for any items damaged and/or
missing.

2.  Designing Your PCI Adapter
The status LED indicators of PCI Card are described in the following.

e Lnk/Act ON (Green): Indicates a valid connection.

e Lnk/Act Flashing: Indicates the Adapter is transmitting or receiving data.
3. Installation

3.1 Install Your PCI Adapter

v" Open your PC case and locate an available PCI on the motherboard.

Slide PCI Adapter into the PCI slot. Make sure that all of its pins are touching the slot's contacts. You
may have to apply a bit of pressure to slide PCI Adapter all the way in. after it is firmly in place, secure
its fastening tab to your PC's chassis with a mounting screw. Then close your PC.

Attach the external antennas to PCI Adapter's antenna port.

Power on the PC.

Note: Select Cancel when “Found New Hardware” window appears.



3.2 Install Driver and Utility

NOTE: Snap-shot screens of the following installation procedure are based on Windows 7 Installation

procedures will be similar for other windows operating systems.

1. Insert Installation CD to your CD-ROM drive. And click Driver Installation. The wizard will run
and install all necessary files to your computer automatically.

2. Click Next to accept the Agreement. Or click Cancel to cancel the installation

Ralink Wireless LAN - InstallShield \

License Agreement
F : read th

End-Uszer Licenze Agreement

RaLIME. Software for wWindows x<PAizta wing
Copyright [C] RALIMK. TECHMOLOGY CORP. All Rights Reserved.

Thank wou for purchazing and/or uzing RALIME, product, Please read thiz End-User Licensze
Agreement ["Agreement’’] carefully and agree to comply with the terms of thiz Agreement
before downloading, inztaling, copying or using the software of Ralink ["'Saoftware'"). By
downloading, instaling, copying ar using this Software, it whaole or in part, you agree to be
bound by the terms of thiz Agreement.

SOFTWARE LICEMSE

Al the rightz and interests of the Software belong to Ralink. The Software iz protected by
applicable copyright laws and international copyright treaties, as well az ather intellectual
| property laws and treaties. The Software iz licensed, naot sold.

1. GRANT OF LICEMSE. This Agreement grants you the following rights:

[1] Ingtallation and Use: vou may ingtall and use an unlimited number of copies of the

Software,

|[2] Feproduction and Distribution: v'ou may reproduce and distriibute an unlimited number of
copies of the Software; provided that each copy shall be a true and complete copy, including

P | donat

¢ Back H Mext > I Cancel \




3. Click Next

Ralink Wireless LAN -

Setup Type
i

T soallEed | <Back ﬂ Mew> | "1 Cancel F




4. Select Ralink Configuration Tool or Microsoft Zero Configuration Tool then click Next.

a. It’s recommended to select Ralink Configuration Tool, which provides fully access to all function of
PCI Adapter.

b. If you prefer to use the wireless configuration tool provided by Windows 7, please select Microsoft

Zero Configuration Tool

Ralink Wireless LAN - InstallShield Wizard

Setup Type
up type thal

O Ralink C
® Mici

< Back ﬁ Mest » I Cancel |

Ralink Wireless LAN - InstallShield Wizard
Setup Status

Inztaliing

@ Pleaze Wait...

Cancel |




5. Click Finish to complete the software installation.

Ralink Wireless LAN - InstallShield Wizaml_

InstallShield Wizard Complete

IristallEhie|d . = Finishi | "ﬁ Cancel F




4. Windows Wireless Utility

4.1 Windows AutoConfig Service for Win 7
4.1.1 Ralink Wireless Utility and Windows AutoConfig Service

Notes: The following installation was operated under Windows 7. (Procedures are similar for
Windows XP /vista)

In Windows 7, the AutoConfig service provides basic wireless configuration
functions for the Ralink Wireless Network Interface Controller. In order to perform
these functions, the AutoConfig service should first be enabled (Refer to Section
1-2-2).

Once the Ralink wireless utility is minimized, click the Ralink icon as shown in
Figure 1-1. This will bring up the option menu shown as Figure 1-2 for the user to
restore the utility window or terminate the utility.
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Figure 1-1
Launch Config Utility
Switch to Client + AP Mode
Switch to AP Mode

330/2012 |

Figure 1-2
The Ralink wireless utility as shown in Figure 1-3, provides profile management, the
available networks listing, a statistical counter display, Wi-Fi multimedia (WMM),
protected Wi-Fi setup, Cisco compatible extensions (CCX), call admission control
(CAC), radio controls, Ralink driver/utility information, and help functions.

2 Ralink & @E@EW ] 2 %

{[T 3 % SSID

‘ﬁﬂ > Rate 35.0 Mbps = IP Address

| = Channel 1 (2412 MHz) = Mask
1 ||

Figure 1-3 Ralink Utility

The Ralink wireless utility starts in compact mode as shown in Figure 1-3. Clicking
the expanding icon at the bottom-right corner can change to the full mode as shown in
Figure 1-4.



Available Networks

7 B0Z.11n Router K> 1 BO@ G wow

Link Information 4

M all@®

Status 802.11n_Router <—> 00-1A-EF-18-CF-A4
Extra Info Linkis Up [Tx Power: 100%:]
Authentication Open
Encryption Mone
MNetwork Type Infrastructure

AP Information
Central Channel 3

S5ID 802. 11n_Router Authentication Open | ((r.JJ
MAC Address  00-1A-EF-18-CF-A4 Encryption MNOMNE |

Figure 1-4 Ralink Utility in full mode

4.1.2 Windows AutoConfig Service

The following steps outline the procedure for starting/stopping the Windows
AutoConfig service.

Select "Control Panel" in the start menu

WZ&| microsoft Office Word 2007 b
._.'ﬂi-,-_ ‘/jl) Paint * Y
(=3 Do ent
_.[ Getting Started » - i
Pictures
! Connect to a Projector
Music
Calculator
Computer
Sticky Motes

- Control Panel
% Snipping Tool

Devices and Printers
1‘ XPS Viewer

Default Programs

Q.%i Windows Live Messenger
e Help and Support

.;%" Ralink Wireless Utility

» Al Programs

| |Js:r:r1 programs and files jo |




Double-click the "System and Security" icon

? ’-)\ @ + Control Panel » - .

Adjust your computer’s settings View by: Category ~
System and Security User Accounts and Family Safety
Review your computer's status i @' Add or remove user accounts

Back up your computer
Find and fix problems

@' Set up parental controls for any user

Appearance and Personalization
Network and Internet Change the theme
View network status and tasks Change desktop background
Cheoose homegroup and sharing options Adjust screen resolution

Hardware and Sound
View devices and printers
Add a device

Clock, Language, and Region
Change keyboards or ether input metheds
Ease of Access

Let Windows suggest settings
Optimize visual display

Programs

Uninstall a program

Double-click the "Administrative Tools" icon

Control Panel Home

\? Action Center
Review your computer's status and resclve issues '@' Change User Account Control settings

* System and Security T
Troubleshoot common computer problems | Restore your computer to an earlier time

Metwork and Internet
Hardware and Sound e Windows Firewall

Check firewall status | Allow a program threugh Windows Firewall

Programs
User Accounts and Family M,’ S_yStem 4 ,
Safety @ View amount of RAM and processor speed Check the Windows Experience Index

I o @' Allow remote access | See the name of this computer '@' Device Manager

Personalization . Windows Update
Clock, Language, and Region Turn automatic updating on or off | Check for updates | View installed updates

Ease of Access :
Power Options

Require a password when the computer wakes | Change what the power buttons do
Change when the computer sleeps

Backup and Restore
Back up your computer | Restore files from backup

Windows Anytime Upgrade

Get more features with a new edition of Windows 7

Administrative Tools
Free up disk space | Defragment your hard drive @ Create and format hard disk partitions

'@‘u’iew event logs '@' Administrative Tools
Configure administrative settings for

Flash Player your computer.
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Double-click "Services"

; + Control Panel » System and Security » Administrative Tools -

Organize » Burn =~ 0 @
S Eavories Mame # Date modified Type Size

. Desktop |;j- Component Services 7/14/200912:46 PM  Shortcut 2KB
& Downloads EJ Computer Management 7/14/200912:41 PM Shortcut 2 KB
(E-;l Recent Places Data Sources (ODBC) 7/14/200912:41 PM  Shortcut 2KB
- desktop.ini 10/25/2011 7:47 PM  Configuration sett... 2KB
o Libraries @ Event Viewer 7/14/200912:42 PM  Shortcut 2KB
@ Documents @, ISCS] Initiator 7/14/200812:41 PM  Shortcut 2 KB
o Music 2 Local Security Palicy 10/25/2011 7:47 PM  Shortcut 2KB
[E] Pictures @ Performance Monitor 7/14/200912:41 PM  Shortcut 2KB
E Videos @ Print Management 10/25/2011 7:47 PM  Shortcut 2KB
@g Services 7/14/200912:41 PM  Shortcut 2 KB
1M Computer @l System Cenfiguration 7/14/200912:41 PM  Shortcut 2 KB
& Local Disk (C:) @ Task Scheduler 7/14/200912:42 PM  Shortcut 2KB
a Local Disk (D:) @ Windows Firewall with Advanced Security  7/14/200912:41 PM  Shortcut 2 KB
cw Local Disk (E:) E‘] Windows Memory Diagnostic 7/14/200912:41 PM  Shortcut 2KB
o Local Disk (G:) @ Windows PowerShell Modules 7/14/200912:52 PM  Shortcut JKB

-

Services

File  Action

?! Network
- 15 items
=

Double-click "WLAN AutoConfig"

View Help

a9

Qa Services (Local)

oz HEl >»enw

WLAN AutoConfig

Stop the service
Restart the service

Description:

The WLAMSVC service provides the
legic required te cenfigure, discover,
connect to, and disconnect from a
wireless local area network (WLAN) as
defined by IEEE 80211 standards. It
also contains the logic to turn your
computer into a software access
point so that other devices or
computers can connect to your
computer wirelessly using a WLAN
adapter that can support this.
Stepping or disabling the WLANSVC
service will make all WLAN adapters
on your computer inaccessible from
the Windows netwerking UL It is
strongly recommended that you have
the WLANSVC service running if your
computer has a WLAN adapter.

MName Description Status Stef=
-%Windowslnstaller Adds, modi... M:
-ﬁ;;Windows Live Family Safety Service This service ... M:
% Windows Live ID Sign-in Assistant Enables Win... Started Au
-E:,}Windows Live Mesh remote connections service Lets you co... Die
-%Windows Management Instrumentation Provides a c... Started Au
Windows Media Center Receiver Service Windows M... M
S Windows Media Center Scheduler Service Starts and st... M:
-%Windows Media Player Metwork Sharing Service  Shares Win...  Started Mz
-F.,:Q}Windows Meodules Installer Enables inst... Mz
-%Windows Presentation Foundation Font Cache... Optimizes p... M:
%Windows Remote Management (W5-Manage.. Windows R... Mz
i Windows Search Provides co...  Started Au
&% Windows Time Maintains d... M
~: Windows Update Enables the .. Started Au
WinHTTP Web Proxy Auto-Discovery Service WinHTTP ..  Started M:
-%Wired AutoConfig The Wired ... Mz

The WLARN

£ WL AN AutoConfig

-%WMI Performance Adapter Provides pe... Mz
%Workstation Creates and... Started Au
.QWWAN AutoConfig This service ... Mz _
< 1 | 3

Extended ,&Standard/

Manage the AutoConfig properties in the dialog box
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WLAN AutoConfig

General | Log On I Recovery I Dependencies

Service name: Wilansvc]|

Display name: WLAN AutoCorfig

Description: e WLANSYC service provides the logic required  »
o configure, discover, connect to, and disconnect

Path to executable:
CWindows'system 32\evchost .exe 4 Local SystemMetwork Restricted

Startup type: I.Pu.rtamatic bt

Help me configure service startup options.

Service status:  Started

Start Pause Resume

‘You can specify the start parameters that apply when you start the service
from here.

Start parameters:

[ ok ][ Gameel ][ Aoy

Windows profile manager can be accessed via control panel or network
connection icon in the task bar.

1. Access via network connection icon

Right-click the network connection icon in the taskbar, then select "Open Network

and Sharing Center" from the pop-up menu
|

Mot connected s

Mo connections are available

Troubleshoot

Open Metwork and Sharing Center

1:32 PM
3/30/2012

Select "Manage wireless networks" from the tasks list
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. ’ I Lt « Network and Internet » Network and Sharing Center - Search Control Panel pe I

Control Panel Home i o : ; i @
View your basic network information and set up connections
Manage wireless networks &II — Q See full map
Change adapter settings ;
S < TRACY-PC Internet
Change advanced sharing (This computer)
settings
View your active networks Connect to a network
You are currently not connected te any networks.
Change your networking settings
4 Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point,
Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,
Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
Troubleshoot problems
Diagneose and repair network problems, or get troubleshooting information,
See also
HomeGroup
Internet Options
Windows Firewall

Right-click the network to bring up the profile managing menu

|- <« Metwork and Internet » Manage Wireless Metworks - Search Manage Wireless Netwos _ !

Manage wireless networks that use (Wireless Network Connection)

Windows tries te connect to these networks in the order listed below.

Add  Remove  Adapter properties  Profiletypes  Network and Sharing Center @
Metworks you can view, modify, and reorder (1) ~
1n Router Security: Unsecured Type: Any supported Automatically con...
Properties
Remaowve network
Rename
| 802.11n_Router Profile name: 80211n_Router Radio type: Any supported

Security type! Unsecured Mode: Automatically connect

13



2. Access via control panel
Select "Control Panel" from the start menu

W2Z | Microsoft Office Word 2007 »

.:‘:}6 Paint o Y

Documents

_‘:Ir Getting Started 3

Pictures
! Connect to a Projector

Music

‘EI Calculator

Computer
Sticky Motes
Control Panel
% Snipping Tool
Devices and Printers
..QA KPS Viewer

Default Programs

Q-%. Windows Live Messenger
e Help and Support

2 Ralink Wireless Utility

» All Programs

| |Search programs and files e |

’ ij v Control Panel »

e

Adjust your computer's settings View by: Category ~
iy  System and Security User Accounts and Family Safety
13 Review your computer's status b 'S' Add or remove user accounts
=¥  Back up your computer '@' Set up parental contrels for any user

Find and fix preblems e e
: . Appearance and Personalization
Network and Internet w Change the theme
&i View network status and tasks Change desktop background
~&2., Choose homegroup and Network and Internet

Check network status and change
/ Hardware and So settings, set preferences for sharing

ﬁ‘ View devices and printen files and computers, configure
Add a device Internet display and connection, and

more.

ljust screen resolution

ock, Language, and Region
ange keyboards or other input methods
se of Access

Let Windows suggest settings
Optirmize visual display

—— Programs
h L _- Uninstall a pregram

Double-click the "Network and Sharing Center" icon

14



Control Panel Home

System and Security
Network and Internet
Hardware and Sound
Programs

User Accounts and Family
Safety

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

tln Network and Sharing Center

-

Q

-

View network status and tasks | Connect to a network

View network computers and deviq Network and Sharing Center ork
Check network status, change
HomeGroup network settings and set preferences

Cheose homegroup and sharing of for sharing files and printers.

Internet Options

Change your homepage | Manage browser add-ons | Delete browsing history and cookies

15




Select "Manage wireless networks" from the tasks list

* <« Network and Internet » Network and Sharing Center - Search Control Panel o l

Control Panel Home . o . ; i @
View your basic network information and set up connections
Manage wireless networks &I' __ x Q See full map
Change adapter settings ;
ST < TRACY-PC Internet
Change advanced sharing (This cemputer)
settings
View your active networks Connect to a network
You are currently not connected to any networks.
Change your networking settings
4 Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point,
Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network cennection,
Cheoeose homegreup and sharing eptions
Access files and printers located on other network computers, or change sharing settings.
@ Troubleshoot problems
Diagnese and repair network problems, or get troubleshooting informatien,
See also
HomeGroup
Internet Options
Windows Firewall

Right-click the network to bring up the profile managing menu

Hjﬂ] <« Metwork and Internet » Manage Wireless Metworks - Search Manage Wireless Networks !

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add  Remove  Adapter properties  Profiletypes  Network and Sharing Center @
Metworks you can view, modify, and reorder (1) ~
= 80211n Router Security: Unsecured Type: Any supported Automatically con...

h Properties
. Remove network
Rename
| 802.11n_Router Profile name: 80211n_Router Radio type: Any supported
i Security type: Unsecured Mode: Automatically connect

16



5. Ralink Wireless Utility (RaUI)

5.1 Start
5.1.1 Start RaUl

When starting RaUI, the system will connect to the AP with best signal strength
without setting a profile or matching a profile setting. When starting RaUI, it will
issue a scan command to a wireless NIC. After two seconds, the AP list will be
updated with the results of a BSS list scan. The AP list includes most used fields, such
as SSID, network type, channel used, wireless mode, security status and the signal
percentage. The arrow icon indicates the connected BSS or IBSS network. The dialog

box is shown in Figure 2-1.

—' ilable Networks
f‘}- X — . . : Avai %
fﬁ'- Ralink (2 (2 (=) () G 2 x | B

P

i

|
7 802.11n Router ¥ 1 BO®Y w0

e
:'\iill ]
Vi
=)

Link Information X

:'h JI:||O

Status  802.11n_Router <—> 00-1A-EF-18-CF-A4
Extra Info Linkis Up [Tx Power:100%%]
Authentication Open

Encryption Mone
Network Type Infrastructure

—AP Information
SRR TR ssID 802.11n_Router  Authentication Open ((§%)]
MAC Address  00-1A-EF-18-CF-A4 Encryption NONE ./

Figure 2-1-1 RaUI section introduction
There are three sections to the RaUI dialog box. These sections are briefly described
as follow.
Button Section: Include buttons for selecting the Profile page, Network page,
Advanced page, Statistics page, WMM page, WPS page, the About button, Radio
On/Off button and Help.

2 Raink DO@OOWD * *

802.11n_Router

> Rate 135.0 Mbps > IP Address  192.168.1.117

w Channel 1 (2412 MHz) = Mask 255.255.255.0

Figure 2-1-2 Button section
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L Link Information
Al

Extra Info Linkis Up [Tx Power;100%g]
Authentication Open
Encryption Mone
Metwork Type  Infrastructure
Central Channel 3

Figure 2-1-3 Link Information page

Status 802.11n_Router <-—> 00-1A-FF-18-CF-A4

Profile List *x
2 A
+x2 [ @BeEQ
rProfile Information %
Profile Mame Authentication e
551D Encryption =
Figure 2-1-4 Profile page
Available Metwarks %
=
< 802.11n_Router el A DA M4 w0
—AP Information
551D 802.11n_Router  Authentication Open )
MAC Address 00-1A-EF-18-CF-A4 Encryption MOME : I /

Figure 2-1-5 Network page
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Advanced

Wireless Mode {2.4 GHz -

Select Your Country's Region Code-

2.4GHz |0: CH1-11 %

Apply

Figure 2-1-6 Advance page
About ®

—Version
Utility 4. 1.4.0 Date 2011-11-01

Driver 3.2.7.0 Date 2011-11-14
S0 1140 Date 2011-11-21

—MAC Address 00-1A-£F-00-00-02

f (c) Copyright 2011, Ralink Technology, Inc.
E Hﬂl"’lk All rights reserved.

Figure 2-1-7 About page

When starting RaUl, a small Ralink icon appears in the notifications area of the
taskbar, as shown in Figure 2-1-15. You can double click it to maximize the dialog
box if you selected to close it earlier. You may also use the mouse's right button to

close RaUI utility.

Figure 2-1-8 Ralink icon in system tray
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Additionally, the small icon will change color to reflect current wireless network
connection status. The status is shown as follows:

F . Indicates the connected and signal strength is good.
: Indicates the connected and signal strength is normal.

] :E : Indicates that it is not yet connected.

] E : Indicates that a wireless NIC can not be detected.

m: Indicates that the connection and signal strength is weak.

5.2 Profile
5.2.1 Profile

The Profile List keeps a record of your favorite wireless settings at home, office, and
other public hot-spots. You can save multiple profiles, and activate the correct one at
your preference. Figure 2-2-1 shows the basic profile section.

Profile List x
+ # & @
Profile Infarmation
Profile Mame Authentication =
S5ID Encryption =

Figure 2-2-1 Profile function
Definition of each field:
o Profile Name: Name of profile, preset to PROF* (* indicate 1, 2, 3...).
o SSID: The access point or Ad-hoc name.
o Network Type: Indicates the networks type, including infrastructure and Ad-Hoc.
o Authentication: Indicates the authentication mode used.
o Encryption: Indicates the encryption Type used.
o Use 802.1x: Shows if the 802.1x feature is used or not.
o Cannel: Channel in use for Ad-Hoc mode.

o Power Save Mode: Choose from CAM (Constantly Awake Mode) or Power Saving
Mode.

o Tx Power: Transmitting power, the amount of power used by a radio transceiver to
send the signal out.

e RTS Threshold: Users can adjust the RTS threshold number by sliding the bar or
keying in the value directly.

o Fragment Threshold: The user can adjust the Fragment threshold number by sliding

20



the bar or key in the value directly.
Icons and buttons:

“": Indicates if a connection made from the currently activated profile.

“*: Indicates if the connection has failed on a currently activated profile.

&

: Indicates the network type is infrastructure mode.

‘&: Indicates the network type is in Ad-hoc mode.
=
: Indicates if the network is security-enabled.

: Click to add a new profile.
D-: Click to edit an existing profile.
" Deletes an existing profile.
: Import an existing profile.

& : Export an existing profile.

" —
o

: Activates the selected profile.
5.2.2 Add/Edit Profile

There are three methods to open the Profile Editor dialog box.

You can open it by clicking the "Add to Profile" button in the Site Survey tab.
You can open it by clicking the "Add" button in the Profile tab.

You can open it by clicking the "Edit" button on the Profile tab.

Prafile *
[ | s
- .
Prafile Mame PROF1
551D | -l
Metwaork Type {* Infrastructure - Connect to AP
i AdHoc - Conneck ko other compuker

Figure 2-2-1 Add a new Profile
Icons and buttons:

. 2 : To the next page.

. - : Back to the previous page.

. u : Cancel button.
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Prafile *
[ | -
r
Prafile Mame PROF1
551D | =]
Metwork Type {* Infrastructure - Connect bo AP
" Ad Hoc - Connect ko okher computer

Figure 2-2-2 Profile Name, SSID, Network Configuration

Profile Name: The user can chose any name for this profile, or use the default name
defined by system.

SSID: The user can key in the intended SSID name or select one of the available
APs from the drop-down list.

Power Save Mode: Choose CAM (Constantly Awake Mode) or Power Saving
Mode.

Network Type: There are two types, infrastructure and 802.11 Ad-hoc modes.
Under Ad-hoc mode, user can also choose the preamble type. The available
preamble type includes auto and long. In addition, the channel field will be
available for setup in Ad-hoc mode.

Profile 4
H = =
-
Authentication |Open j
Encryprion |I"-J|:|ne j

Figure 2-2-3 Authentication and Encryption Configuration
Authentication Type: There are 7 types of authentication modes supported by RaUI.
They are open, Shared, LEAP, WPA and WPA-PSK, WPA2 and WPA2-PSK,
802.1X, WAPI-PSK, and WAPI-CA.

Encryption Type: For open and shared authentication mode, the selection of
available encryption type are none and WEP. For WPA, WPA2, WPA-PSK and
WPA2-PSK authentication mode, both TKIP and AES encryption is available.

22



Profile *
H & =
Default Tx Key |KE‘;.-' 1 j
Ky Format |Hex{1l:| or 26 hex digits) j
WEPKey | ]

Figure 2-2-4 WEP Key Configuration

o WEP Key: Only valid when using WEP encryption algorithms. The key must be
identical to the AP's key. There are several formats to enter the keys.

1. Hexadecimal - 40bits: 10 Hex characters.
2. Hexadecimal - 128bits: 26 Hex characters.
3. ASCII - 40bits: 5 ASCII characters.

4. ASCII - 128bits: 13 ASCII characters.

Prafile *
H - =

WPA Preshared Key

Figure 2-2-5 Pre-shared Key Configuration

o Pre-shared Key: This is the key shared between the AP and STA. For WPA-PSK
and WPA2-PSK authentication mode, this field must be filled with a key between 8
and 32 characters in length.

Profile x
H = =

EAP Method |F‘EP.F‘ j [ Session Resumption

Turnel Authentication [EAP-MSCHAP v2 v |

Tunnel ID | J |

Tunnel Passwaord |

Figure 2-2-6 802.1x Configuration
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o 802.1x Setting: This is introduced in the topic of “Section 3-2 : 802.1x Setting”

Profile ¥
H 4 =
Tx Power Automatic ﬂ

Power Save Mode & CAM

" PSM
[ Diagnostic Capability
[ Use RTS Threshald ! : 1]
[ Use Fragment Threshold IJ , 256

Figure 2-2-7 Advanced Configuration

o Power Save Mode: Choose CAM (Constantly Awake Mode) or Power Saving
Mode.

o Channel: Only available for setting under Ad-hoc mode. Users can choose the
channel frequency to start their Ad-Hoc network.

5.2.3 Pre-logon Connect

The Pre-logon Connect configuration page as shown in Figure 2-2-4.

Prafile x
H 4= =

[~ Use Pre-logon Connection

Y¥ou need to restart the computer when using/non-using
Pre-logon conneckion, (recommend)

4o
Figure 2-2-4 Pre-logon Connect Page
Field definitions:
e Pre-logon Connect: Use ID and Password in Profile.

** Recommend: You need to restart the computer when using/non-using Pre-logon
connection.

5.3 Network
5.3.1 Network

The system will display the information of local APs from the last scan result as part
of the Network section. The Listed information includes the SSID, BSSID, Signal,

Channel, Encryption algorithm, Authentication and Network type as shown in Figure
2-3-1-1.
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Available Netwarks
= x
= =

[ 802.11n_Router ¥ 1 D9 @ ¢ w00%

AP Information
551D 802.11n_Fouter  Authentication Open )
MAC Address  00-1A-FEF-18-CF-A4 Encryption MOME .

Figure 2-3-1-1 Network function
Definition of each field:

¢ SSID: Name of BSS or IBSS network.

o Network Type: Network type in use, Infrastructure for BSS, Ad-Hoc for IBSS
network

¢ Channel: Channel in use.

o Wireless Mode: AP support wireless mode. It may support 802.11a, 802.11b,
802.11g or 802.11n wireless mode.

o Security-Enable: Indicates if the AP provides a security-enabled wireless network.
« Signal: Receive signal strength of the specified network.
Icons and buttons:

“: Indicates that the connection is successful.
lsb: Indicates the network type is in infrastructure mode.
& : Indicates the network type is in Ad-hoc mode.

=
: Indicates that the wireless network is security-enabled.

a : Indicates 802.11a wireless mode.

: Indicates 802.11b wireless mode.
g + Indicates 802.11g wireless mode.

: Indicates 802.11n wireless mode.
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v Sorted b SRID
Sorted by Chamnel

Sorted by Mgnal Stength |, ) dicate that the AP list is sorted by SSID, Channel or

Signal.
.

: Button to connect to the selected network.
= . . .
: Issues a rescan command to the wireless NIC to update information on the
surrounding wireless network.
= |
—: Adds the selected AP to the Profile setting. It will bring up a profile page and
save the user's setting to a new profile.

Connected network:
o When RaUI first runs, it will select the best AP to connect to automatically.

o If the user wants to use another AP, they can click "Connect" for the intended AP to
make a connection.

« If the intended network uses encryption other than "Not Use," RaUI will bring up
the security page and let the user input the appropriate information to make the
connection. Please refer to the example on how to fill in the security information.

When you double click an AP, you can see detailed information about that AP.

The detailed AP information is divided into three parts. They are General, WPS, CCX
information and 802.11n (The 802.11n button only exists for APs supporting N mode.)
The introduction is as follows:

o General information contains the AP's SSID, MAC address, authentication type,
encryption type, channel, network type, beacon interval, signal strength and
supported rates. It is shown in Figure 2-3-1-2.

Available Metworks

=y ®
= =

[ 802.11n_Router ¥ 1 D9 @ ¢ w00%

—AP Information
551D 802.11n_Router  Authentication Open (499
MAC Address  00-1A-FF-18-CF-A4 Encryption MOME ».

Figure 2-3-1-2 General information about the Access Point
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5.4 Advanced
5.4.1 Advanced

Figure 2-4 shows the Advance functions of RaUI.

Advanced

Wireless Mode |2.4 GHz i

Select Your Country's Region Code-

2.4GHz |0 CH1-11 N

Apply

Figure 2-4 Advance function

Wireless mode: Select wireless mode. 2.4G, 5G and 2.4+5G are
supported.(2.4G/5GHz options are depend on different products)

Wireless Protection: Users can choose from Auto, on, and off. (This is not
supported by 802.11n adapters.)

Auto: STA will dynamically change as AP announcement.

On: The frames are always sent with protection.

Off: The frames are always sent without protection.

TX Rate: Manually select the transfer rate. The default setting is auto. (802.11n
wireless cards do not allow the user to select the TX Rate.)

Enable TX Burst: Ralink's proprietary frame burst mode.

Enable TCP Window Size: Optimize the TCP window size to allow for greater
throughput.

Fast Roaming at-: enables fast roaming, which is set by the transmit power.

Select Your Country Region Code: There are eight countries to choose from in the
country channel list. (1 1A ListBox only shows for 5G adapters.)

Show Authentication Status Dialog: When you connect to an AP with
authentication, choose whether show the "Authentication Status Dialog" or not.
The Authentication Status Dialog displays the processes during 802.1x
authentication.

Apply the above changes.
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5.4.2 Certificate Management

The Certificate Management configuration page as shown in Figure 2-4-2.

Advanced
E x
r .t

Install Certificate
User certificate |
Issuer certificate |
Certificate Details

Issuer Version

Subject Type
Valid From Valid To

Figure 2-4-2 Certificate Management function

5.5 Link Information
5.5.1 Link Status

The link status page displays detailed information about the current connection as
shown in Figure 2-5-1.

3\ .'EEHO

- o

Link Information »

Status 802.11n_Router <-—> 00-1A-EF-18-CF-A4
Extra Info Linkis Up [Tx Power: 100%g]
Authentication Open
Encryption Mone
Metwork Type Infrastructure
Central Channel 3

Figure 2-5-1 Link Status function

o Status: Current connection status. If no connection, if will show Disconnected.
Otherwise, the SSID and BSSID will show here.

« Extra Info: Display link status in use.

o Channel: Display current channel in use.

« Authentication: Authentication mode in use.
o Encryption: Encryption type in use.

o Network Type: Network type in use.
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o IP Address: IP address about current connection.
5.5.2 Throughput

The throughput page displays detailed information about the current connection as
shown in Figure 2-5-2.

Link Information »
M il | O
-
Link Quality 100 %%
Signal Strength 1 -53 dBm
Signal Strength 2 -55 dBm
Transmit Receive
Link Speed 135.0 Mbps Link Speed 1.0 Mbps
Throughput 0,000 Kbps Throughput 128.892 Kbps

Figure 2-5-2 Throughput function
o Link Speed: Show current transmit rate and receive rate.
o Throughout: Display transmits and receive throughput in unit of Mbps.

o Link Quality: Display connection quality based on signal strength and TX/RX
packet error rate.

« Signal Strength 1: Receive signal strength 1, user can choose to display as
percentage or dBm format.

o Signal Strength 2: Receive signal strength 2, user can choose to display as
percentage or dBm format.

« Signal Strength 3: Receive signal strength 3, user can choose to display as
percentage or dBm format.

5.5.3 Statistics

The Statistics page displays detailed counter information based on 802.11 MIB
counters. This page translates that MIB counters into a format easier for the user to
understand. Figure 2-5-1 shows the detailed page layout.

S‘JI:”O

r

Link Information M

Status 802.11n_Router <-—> 00-1A-EF-18-CF-A4
Extra Info Linkis Up [Tx Power: 100%G]
Authentication Open
Encryption Mone
Metwork Type Infrastructure
Central Channel 3

Figure 2-5-1 Statistics function
Transmit Statistics:
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Link Information »

-:“ .".i||O

{* Transmit (" Receive n

Transmitted Successfully = 4572
Retransmitted Successfully = 4572
Fail To Receive ACK After All Retries = 64

Frames Transmitted Successfully: Frames successfully sent.

Frames Fail To Receive ACK After All Retries: Frames failed transmit after hitting
retry limit.

RTS Frames Successfully Receive CTS: Successfully receive CTS after sending
RTS frame.

RTS Frames Fail To Receive CTS: Failed to receive CTS after sending RTS.
Frames Retransmitted Successfully: Successfully retransmitted frames numbers.
Reset counters to zero.

Receive Statistics:

Link Information »
E-“ all || O
- .
" Transmit @ Receive 9
Received Successfully = 254638
Received With CRC Error = 641004
Dropped Due To Out-of-Resource = 0
Duplicate Frames Received = 1]

Frames Received Successfully: The number of frames successfully received.

Frames Received With CRC Error: The number of frames received with a CRC
error.

Frames Dropped Due to Out-of-Resource: The number of frames dropped due to a
resource issue.

Duplicate Frames Received: The number of duplicate frames received.
Reset all the counters to zero.

5.6 About

5.6.1 About

Click "About" displays the wireless card and driver version information as shown in
Figure 2-10.
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About »

Version
Utility 4.1.4.0 Date 2011-11-01
Driver 3.2.7.0 Date 2011-11-14
SOK 1140 Date 2011-11-21
AL Ak 00-1A-EF-00-00-02
r (c) Copyright 2011, Ralink Technology, Inc.
7 Hallnk All rights reserved.

Figure 2-10 About function
Connect to Ralink's website: Ralink Technology, Corp.
Display Configuration Utility, Driver, and EEPROM version information.
Display Wireless NIC MAC address.

5.7 WPS
5.7.1 WPS
Figure 2-7-1 illustrates the RaUI WPS functions.
_ Profile List o
+ “
Profile Information
Profile Mame Authentication ’T;a 1
551D Encryption b et

Figure 2-7-1 WPS function

o WPS Configuration: The primary goal of Wi-Fi Protected Setup (Wi-Fi Simple
Configuration) is to simplify the security setup and management of Wi-Fi networks.
Ralink STA supports the configuration and setup using a PIN configuration method
or a PBC configuration method through an internal or external Registrar.

o WPS AP List: Displays the SSID of the surrounding APs with WPS IE from the
last scan result.

« PBC: Start to add to AP using PBC configuration method.

o PIN: Start to add to Registrar using PIN configuration method. If STA Registrar,
remember that enter PIN Code read from your Enrollee before starting PIN.

« Auto: Starts to add to AP by using to select the AP automatically in PIN method.
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Profile Settings x

[ | e
WPS Method (+ Push-Button
i PIN WPS Version
2.0
25 AP List iSmartREpeater _:_!

Figure 2-7-1-1 WPS Profile

o PIN Code: The user is required to enter an 8-digit PIN Code into Registrar. When
an STA is the Enrollee, you can click "Renew" to re-generate a new PIN Code.

o Config Mode: The station serving as an Enrollee or an external Registrar.

Profile Settings *
H &= o

PIN Entry Method Ty'pe PIM below vi WPS Profile |

Pin Code |43433423 |||“ ||I “‘

Figure 2-7-1-2 WPS PIN function

After the user clicks PIN or PBC, please do not rescan within two-minutes of the
connection. If you want to abort this setup within the interval, restart PIN/PBC or
click "Disconnect" to stop WPS action.

o Progress Bar: Displays the rate of progress from Start to Connected.
« Status Bar: Displays the current WPS Status.
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6. Security
6.1 Auth.\ Encry. Setting - WEP/TKIP/AES

Profile Settings *
H 4= =

Authentication |O|:|EI'|

Ll L

Encryption |NDI‘|E

Figure 3-1 Auth.\Encry. Settings in the Profile Page

o Authentication Type: There are 7 authentication modes supported by RaUI. They
are Open, Shared, WPA and WPA-PSK, WPA2 and WPA2-PSK, 802.1x,
WAPI-PSK and WAPI-CA.

« Encryption Type: For open and shared authentication mode, the available
encryption types are none and WEP. For Shared and 802.1x authentication mode,
the selection of available encryption is WEP. For WPA, WPA2, WPA-PSK and
WPA2-PSK authentication mode, both TKIP and AES encryption is available. For
WAPI-PSK and WAPI-CA authentication mode, only SMS4 encryption is
available.

Profile Settings *
H 4= =
Authentication [ERERT AN ~
Encryption |WEP |

Figure 3-1-2 Authentication \ Encryption Settings in the Profile Page
o 8021X: This is introduced in the topic of Section 3-2.

33



Profile Settings *
H &= =

WPA Preshared Key

Figure 3-1-3 Pre-shared Key Configuration
o Pre-shared Key: This is the shared key between the AP and STA. If operating in
WPA-PSK and WPA2-PSK authentication mode, this field must be filled with a
key between 8 and 32 characters in length.

Profile X
H 4+ =
Default Tx Key |Ke~,.f 1 ﬂ
Ky Format |Hex{1l:| or 26 hex digits) j
WEPKey | ]

Figure 3-1-4 WEP Key Configuration

o WEP Key: Only valid when using WEP encryption algorithm. The key must match
the AP's key. There are several formats to enter the keys.

1. Hexadecimal - 40bits: 10 Hex characters.
2. Hexadecimal - 128bits: 32Hex characters.
3. ASCII - 40bits: 5 ASCII characters.

4. ASCII - 128bits: 13 ASCII characters.

6.2 802.1x Setting

802.1x is used for authentication of the "WPA" and "WPA2" certificate by the server.
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Prafile X
H 4= =

r

EaAP Method |PE.|=.P j ¥ Session Resumption

Tunnel Authertication [EAP-MSCHAP v2 v |

Tunnel ID | J |

Tunnel Password |

Authentication type:

PEAP: Protect Extensible Authentication Protocol. PEAP transport securely
authenticates data by using tunneling between PEAP clients and an authentication
server. PEAP can authenticate wireless LAN clients using only server-side
certificates, thus simplifying the implementation and administration of a secure
wireless LAN.

TLS/Smart Card: Transport Layer Security. Provides for certificate-based and
mutual authentication of the client and the network. It relies on client-side and
server-side certificates to perform authentication and can be used to dynamically
generate user-based and session-based WEP keys to secure subsequent
communications between the WLAN client and the access point.

TTLS: Tunneled Transport Layer Security. This security method provides for
certificate-based, mutual authentication of the client and network through an
encrypted channel. Unlike EAP-TLS, EAP-TTLS requires only server-side
certificates.

EAP-FAST: Flexible Authentication via Secure Tunneling. It was developed by
Cisco. Instead of using a certificate, mutual authentication is achieved by means of
a PAC (Protected Access Credential) which can be managed dynamically by the
authentication server. The PAC can be supplied (distributed one time) to the client
either manually or automatically. Manually, it is delivered to the client via disk or a
secured network distribution method. Automatically, it is supplied as an in-band,
over the air, distribution. For tunnel authentication, only support "Generic Token
Card" authentication.

LEAP: Light Extensible Authentication Protocol is an EAP authentication type
used primarily by Cisco Aironet WLANS. It encrypts data transmissions using
dynamically generated WEP keys, and supports mutual authentication.

MD5-Challenge: Message Digest Challenge. Challenge is an EAP authentication
type that provides base-level EAP support. It provides for only one-way
authentication - there is no mutual authentication of wireless client and the
network.(Only support XP)

Session Resumption: The user can choose "Disable" and "Enable".

Tunnel Authentication:

Protocol: Tunnel protocol, List information include "EAP-MSCHAP v2",
"EAP-TLS/Smart card", "Generic Token Card", "CHAP", "MS-CHAP",
"MS-CHAP-V2", "PAP" and "EAP-MD5".

Tunnel Identity: Identity for tunnel.
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o Tunnel Password: Password for tunnel.
ID \ PASSWORD

o Authentication ID/Password: The identity, password and domain name for server.
Only "EAP-FAST" and "LEAP" authentication can key in domain name. Domain
names can be keyed in the blank space.

o Tunnel ID/Password: Identity and Password for the server..
Client Certification

Prafile X
H 4= o

f* s a certificate on this compuker

|wiFieap j
Issued bo  wifieap
Issued by wifilabs-SERMIER-CA,
Expiration Date  2010/5/5
Friendly Marme

(™ Use ry smark card

Use Client certificate: Client certificate for server authentication.
EAP Fast

Prafile x
H 4= =

[v Allovs unauthenticated provision mode

Prowisioning Tunnel  |EAP-MSCHAR w2

lv Use protected authentication credential

Remove

El
Impaork
_ Remove |

o Allow unauthenticated provision mode: During the PAC can be provisioned
(distributed one time) to the client automatically. It only supported "Allow
unauthenticated provision mode" and use "EAP-MSCHAP v2" authentication to
authenticate now. It causes to continue with the establishment of the inner tunnel
even though it is made with an unknown server.

o Use protected authentication credential: Using PAC, the certificate can be provided
to the client manually via disk or a secured network distribution method.

Server Certification
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Prafile *x
H & =

[ Use Server Certification

| H

-

2

Certificate issuer: Select the server that issues the certificate.

Allow intermediate certificates: It must be in the server certificate chain between
the server certificate and the server specified in the "certificate issuer must be"
field.

Server name: Enter an authentication sever root.
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7.  Trouble Shooting

This chapter provides solutions to problems that may occur during the installation and operation of PCI
Adapter. Read the descriptions below to solve your problems.

1. The PCI Adapter does not work properly.

Reinsert PCI Adapter into your PC’s PCI slot. Right click on My Computer and select Properties.
Select the device manager and click on the Network Adapter. You will find PCI Adapter if it is installed
successfully. If you see the yellow exclamation mark, the resources are conflicting. You will see the
status of PCI Adapter. If there is a yellow question mark, please check the following: Make sure that
your PC has a free IRQ (Interrupt Request, a hardware interrupt on a PC.) Make sure that you have
inserted the right adapter and installed the proper driver. If PCI Adapter does not function after
attempting the above steps, remove it and do the following: Uninstall the driver software from your PC.
Restart your PC and repeat the hardware and software installation as specified in this User Guide.

2. I cannot communicate with the other computers linked via Ethernet in the Infrastructure
configuration.

Make sure that the PC to which PCI Adapter is associated is powered on. Make sure that PCI Adapter
is configured on the same channel and with the same security options as with the other computers in
the Infrastructure configuration.

3. What should I do when the computer with PCI Adapter installed is unable to connect to the
wireless network and/or the Internet?

Check that the LED indicators for the broadband modem are indicating normal activity. If not, there
may be a problem with the broadband connection. Check that the LED indicators on the wireless router
are functioning properly. If not, check that the AC power and Ethernet cables are firmly connected.
Check that the IP address, subnet mask, gateway, and DNS settings are correctly entered for the
network. In Infrastructure mode, make sure the same Service Set Identifier (SSID) is specified on the
settings for the wireless clients and access points. In Ad-Hoc mode, both wireless clients will need to
have the same SSID. Please note that it might be necessary to set up one client to establish a BSS
(Basic Service Set) and wait briefly before setting up other clients. This prevents several clients from
trying to establish a BSS at the same time, which can result in multiple singular BSSs being established,
rather than a single BSS with multiple clients associated to it. Check that the Network Connection for
the wireless client is configured properly. If Security is enabled, make sure that the correct encryption
keys are entered on both PCI Adapter and the access point.
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